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FOREWORD 



With a view to providing useful collateral literature for students 
interested in cryptography and cryptanalysis, the articles on these 
subjects which, with one exception, have appeared from time to time 
in the various issues of the Signal Corps Bulletin, have here been 
collected and reprinted in a single publication. The exception 
referred to concerns Yves Gylden’s The Contribution oj the Crypto- 
graphic Bureaus in the World War, which appeared in seven install- 
ments in the Bulletin (Nos. 75 to 81, inclusive) and was reprinted in 
1935 as a separate publication under the title indicated. 

For technical reasons it was difficult to change the format of the 
original articles with respect to page and footnote references. The 
reader should, however, find no difficulty in locating references in 
case he desires to do so. 

William F. Friedman, 

Head Cryptanalyst. 

Office of the Chief Signal Officer, 

Washington, 

August 1 , 1 91$. 
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Cryptanalysis * 

The following is an actual example of the type of cryptogram 
employed in diplomatic correspondence by European foreign offices 
during the early part of the eighteenth century. When found re- 
cently, in spite of the fact that the recipient wrote the translation 
in the exact interlinear manner given below, historians had some 
difficulty in proving the accuracy and, in fact, the authenticity of 
the translation. Can you do it ? 

As given below, a certain number of the “ l’s ” are underscored. 
In the original they were crossed out bj r a diagonal line the direction 
of which was opposite to that of a similar oblique line which seems 
to separate the figures into groups. Several errors in the original 
have been corrected. The lines have been numbered for future 
reference: they were, of course, not numbered in the original. 



1 



*(No. 30. June. 1925) 
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Whitehall 5th Febry 1747/8 

Sir, 

1 the King being informed that 

2 1717818271 382 / 7265912 

3 the Swedish Secretary here has received Orders 

4 18, 8 / 31881 81, 96, 41 323232 / 1136621913 

5 from His Court to present a Memorial the 

6 9455, 26019 / 9871865 / 95415301227 / 778 

7 purport of which is to desire your immediate 

8 0006, 2 / 9471243 / 668 / 870 / 865 / 1398 / 

9 479984 

10 Recal, and as a compliance there with upon 

11 14, 93771366 / 203 / 255 / 3041 2571 745 / 40811 

12 such a representation would not be consistent 

13 3, 658819, 2750 / 3014 / 11268954543 / 1887 

14 with His Majesty’s dignity, I have His Majesty 

15 Com- 

16 11536 / 249117585538706, 3474115188 - 

17 -mands to direct you upon the receipt of this 
IS 6093, 292412, 4259 / 6091311, 2334 / 865 

19 letter to leave Stockhom as soon as 

20 8424, 1919, 2388 / 2681840 / 2, 142454741 

21 12437873, 48615 / 3, 475717, 5 / 255 / 97321515 

22 possible and to return into His Majesty’s 

23 presence acqu- 

24 355, 2035814 / 5, 68, 66093, 2954, 777925 4614 

25 -ainting However the Ministers of His 

26 Swedish 

27 3881 927870 / 5681 653 / 243 / 60918, 93, 

28 221794, 91 

29 Majesty before you depart, that the frequent 

30 indig- 

31 379 / 81, 8778260 / 835 / 659 / 6168 / 259 249 

32 611661 

33 Indignitys, which have been of late offered to 

34 the 

35 24 31974 / 339 / 592584 / 119446684, 19 / 249 / 5, 

36 12 

37 caraeter you bear from the King, and for which 

38 827 / 2031 83866184, 9259 / 5362, 29201640119, 

39 8 

40 you have not found any inclination in the 

41 Court of 

42 Stockholm, to make you redress, Notwith- 

43 standing the 

44 1 91877, 5 / 865 / 17, 2 / 4, 91 / 278 / 438 / 492 / 

45 227 / 954592896 

46 many Memorials presented by You in pur- 

47 suance of Your Orders from time to time have 

48 determ- 

49 411, 99, 80006, 2979 4086319 / 4, 99455, 

50 269758114 

51 -ined the King to recall you, from your present 

52 6197 / 2593985689, 81692 / 827 / 865 / 

53 366832411, 91 
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54 residence: at the Same time I have t 

55 pleasure 

56 5, 24, 91954 / 26118 / 55312, 114293 / 

57 984528202984 / 

58 of acquainting you that the King is entirely 

59 11543 / 388 / 370 / 697 / 2, 4 / 259 / 778 / 353 / 

60 243 / 771792115 

61 Satisfved with your Conduct and with 

62 4, 918, 81827 / 8701 6661 6971 268 / 7, 4 / 

63 49751921 

64 your Zealous and diligent endeavours during 

65 5884, 19863 9365188 41, 19 / 9, 99843097431 | 

66 the whole Course of your Ministry at Stockholm 

67 2013 / 829 / 6166980'/ 356 / 5531 1632 / 778 / 

68 785 / 9874, 9 

69 624633611594, 65437, 151. 

70 I am, Sir, Your most obedient humble Servant 

Chesterfield. 

P. S. I have just received your letter of the 
15th past. 

******* 

In several respects this is a peculiarly interesting and valuable 
problem. At first glance it will appear to be somewhat simple ; then 
it will look as if dynamite or T. N. T. will be necessary to crack it; 
then when you will almost have given up the ghost you will prob- 
ably find a tiny place for your chisel, and will soon “ knock it for 
a gool.” It can be done, but you will need some patience. Solution 
will be given in a subsequent issue of the Bulletin. — [Editor’s note.] 
* * + * * * * 
After having wrestled with the above problem, here is a simple 
one while waiting for dinner : 

ARLC) EIBNU (P 

EIBNU 

(Compliments of A. S. Marthens, second lieutenant, Sig-Res.) 
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PROBLEMS OF CODE * 

[Translation of an article by Colonel Givierge, chief of the code section of the general staff, French Army] 

[Foreword.— This interesting and important article, which appeared in the June and July, 1924, num- 
bers of the Revue Militaire Francaise, was called to the attention of the office of the Chief Signal Officer 
by Maj. Karl Truesdell, Signal Corps. The translation was made by tho translation section of the military 
Intelligence division, General Staff, and edited, with notes, by W. F. Friedman, cryptanalyst, O. C. S. 0. 
It is believed that the entire article is worthy of close study by all Signal Corps personnel having to deal 
with the problems of maintaining secrecy of communication. The article has been divided up into two 
parts. The second part will appear in the next number of this Bulletin.] 

In the first number of the Revue Militaire Francaise General 
Dupont stated in a few lines the importance of code during the 
World War. One of the elements of the Tannenberg victory, he 
said, was the understanding by the Germans of the Russian cipher. 
All the orders of our allies transmitted by wireless telegraph were 
translated in the staff of Ludendorff and sent each day to the general, 
who did not draw up the program for the next day until he had taken 
note of them, and who showed a certain impatience when these docu- 
ments were not brought to him at the regular hour. 

With regard to code in our armies, the officers employed in the 
staffs were more or less familiar with information designated as 
special, which came from a similar source. It is known that the 
French decrypting 1 service has obtained much information from 
German code telegrams. With regard, however, to this subject, 
which it was endeavored to keep secret during the war, legends have 
arisen. They have aided in supporting, in the study of questions 
relative to the employment of code, arguments the significance of 
which they singularly distort. Therefore, we have concluded that 
there were more advantages than disadvantages in settling the role 

1 One is said to decode a document of which he has the official key, a document addressed to him, for 
example. Specialists decrypt cryptograms the key to which they have found without the knowledge pos- 
sessed by the enemy, generally by their skill. 

[The French have coined the words " d6crypt,"“ dficrypteur," " d^cryptemcnt,” etc. (equivalent to the 
words proposed by me — cryptanaJyze, cryptanalyst, etc.), to cover the special case of solution by analy- 
sis. The latter terms will be used in this translation as the equivalents of the French terminology. It 
may also be added that in the original the French terra “ chiffre " is used without distinction to apply to 
either code text or cipher text; where, from other information, the author realty has special reference to 
cipher, I have translated the word "chiffre" as "cipher," but where special reference is to code, I have 
translated the same word, as "code."— W. F. F.] 

*(No. 33, March, 1926) 
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of code at certain moments during operations and to deduce from it, 
if possible, conclusions applicable to future operations. The secrets 
which we might be reproached with violating are no longer such for 
those who follow these questions closely. The newspapers have made, 
and still make, innumerable allusions to the results of the work 
carried on in connection with code; the Matin of March 7, 1924, in 
connection with the arrest of a celebrated woman spy, mentions the 
part played by telegrams sent from Madrid to Berlin, and translated 
by the code section, in the investigation started in regard to her. 
Neither has the former chief of the code service in the Ministry of 
War seen anything improper in giving, in the review, Radio-Electri- 
cit6, and in the April number of Science Modeme, information which 
we here merely summarize without much exceeding its scope. 

The code section of the Ministry of War, established in 1912, was 
at first attached to the cabinet of the minister, for various reasons, 
of which some were of a very substantial kind, such as the necessity 
of encoding and decoding the current correspondence of the ministry. 
This work was previously intrusted to the officer on duty in the 
cabinet, and documents addressed to the official telegraph service or 
coming from this establishment were passed on by various methods, 
the only convenient liaison point of which was the building located 
at 14 rue St. Dominique. The section had only two officer specialists, 
Major Cartier and the writer of this article. A few other officers, in- 
cluded in organizations of troops and not exempt from any service 
there, formed a commission of military cryptograph}', certain members 
of which composed the nucleus of a decoding bureau provided for 
war time. The studies of this military commission, the secretary of 
which since 1903 had been Captain Cartier, had been directed to 
cryptographic methods in general, and to those which might be 
assumed to be prescribed by foreign regulations in particular. They 
had ended, on the one hand, in the adoption into service in our army 
of code books and word-for-word systems; on the other, in the 
printing of a series of confidential notes meant to supply new crypt- 
analysts with the materials for study necessary to enable them to 
undertake, without groping their way, researches with respect to 
certain already complicated systems. 

Although it was attached to the cabinet of the minister, the code 
section worked in intimate liaison with the army staff. An experi- 
ment relating to the organization of the decoding service in war 
time was made during the trip of the army staff, directed by General 
Joffre, from April 28 to May 2, 1914. Another trip of the staff, 
from the 25th to the 29th of May, gave an opportunity to study the 
encoding service, then intrusted to all the staff officers, and its 
relations with the transmission service, especially by radiotelegraphy. 
Let us take note that the chief of the code section, being the chief of 
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the Central Bureau of Wireless Telegraphy, and as such charged 
with numerous studies regarding the operation of national and in- 
ternational radiotelegraphy, was interested primarily in problems 
relative to our military wireless telegraph system. Moreover, 
the regulations as to the employment of special radiotelegraphic 
stations (listening, interference, radiogoniometry) , approved by the 
chief of the general staff, placed these stations, in time of war under 
the direction of the officer in charge of decoding at general head- 
quarters. In fact, only one officer was provided to represent the 
code service in the armies, and this officer was assigned to G-2 , of 
general headquarters. 

Although the order w'hich settled this last point was dated July 28, 
1914, the commander in chief gave orders, on mobilization, for the 
establishment of a large code service at general headquarters, where 
oode correspondence had to be exclusively intrusted to specialists. 
Arriving alone at Vitry-le-Franpois, the ex-assistant of Major Cartier 
in the code section, now become chief of the code service at general 
headquarters, and soon, in fact, chief of the code service of the armies, 
had six collaborators less than a week afterwards. That was not 
too much for an intensive day and night service. 

Just as the preparations for the code organization had proved 
insufficient, so the equipment for the study of enemy radios proved 
to be too small. The decoding bureau, which remained at Paris, 
was supplied with radiograms intercepted by stations established in 
time of peace in the great fortifications of the east. These stations 
prior to mobilization had only very rarely furnished to the commission 
of cryptography documents regarding German transmissions. More- 
over, the nature thereof did not appear to correspond with the in- 
dications which the secret services had obtained regarding German 
methods and which had served as a basis for very complete studies. 
The decoding bureau then awaited with confidence and curiosity 
the first documents concerning the war. At first these were rare, 
the Germans still being in their territory, where there existed a 
system of wire communications. But after the passage of the 
frontier they soon became very numerous. Unfortunately, the 
personnel of the listening posts was not accustomed to such an 
abundance of documents nor to the method of transmission of field 
stations, and the text of a message collected by different posts reached 
the cryptanalysts in versions often very different and rarely similar. 
The attempt was made to have recourse, while awaiting the multipli- 
cation of fixed stations, to the collaboration of mobile wireless tele- 
graph stations of the armies, in order to have more numerous versions, 
which permitted Of establishing “on a majority basis” the most 
probable text. This organization did not, for lack of preparation, 
give a desirable result; but it was soon seen, nevertheless, that the 
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Gormans had entirely given up one of the relatively simple methods, 
which we know were used in their army, and peculiarities unex- 
plained at that time gave rise to doubts as to the use of the com- 
plicated method employed in time of peace conjointly with the 
former. 

Fortunately, the difficulties encountered by our listening personnel 
were also encountered by the German radiotelegraphers. Many 
telegrams were full of errors, which gave rise to questions and repe- 
titions, and soon, intoxicated perhaps by their progress, disdaining 
precautions, and exasperated by the difficulties which they encoun- 
tered in the use of cipher correspondence, the Germans, especially 
on the marching flank, where the cavalry was, transmitted their mes- 
sages in clear. That was the time of the Marwitz telegrams, which 
the officers of the G-2s still remember. 

These dispatches in clear were the source of errors profitable to the 
cipher specialists. In view of the lowering of the barriers which 
prohibit the use of clear text for radio, even the units which still 
transmitted cryptograms allowed discipline to relax. It is known 
that in Germany telegrams were then enciphered and deciphered by 
the radiotelegraph officer; the text in clear was at the wireless tele- 
graph station. When difficulties in decipherment occurred, request 
in clear was made for information regarding the words which could 
not be deciphered, and the latter were transmitted in clear. More- 
over, the examination of the messages in clear familiarized our special- 
ists with the formulas and the abbreviations of the German corre- 
spondence ; these abbreviations and the letters of no significance used 
for punctuation explained the technical anomalies noted in the first 
texts. And soon the code section, which had been transported to 
Bordeaux, every day sent to general headquarters the translations 
of a few radiotelegrams. But these translations were made one by 
one by makeshift methods. What was sought were keys which would 
enable every officer of G-2 to translate all the cryptograms. 

The first key was not found until the 1st of October. 2 In view of 
the miracles of ingenuity displayed under the direction of Major 
Cartier, by Major Olivari, and the interpreters Freyss and Schwab, 
who accomplished this work, we can only deplore the incompre- 
hensible delay in arriving at general headquarters of certain docu- 
ments which might have facilitated the researches and would prob- 
ably have brought them to a conclusion sooner. If, in fact, the 
papers relative to cipher, which had not been destroyed by the crew 
of the Zeppelin that fell on August 21 at Celles, documents of a 
limited interest, however, reached general headquarters by the 22d 

1 It seems clear, in view of the preceding paragraph, that certain cryptograms had been solved prior 
to Oct. J, 1914, but that these solved dispatches had no bearing upon the tactics of the Battle of the 
Marne seems also very dear, in view of the statements made by Colonel Olvicrge in the fifth paragraph 
following this one.— W. F. F. 
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and the ministry by the 23d, it was because they had been sent 
immediately to the assistant chief of staff of the Twenty-first Corps, 
Lieutenant Colonel Th6venin, a member of the commission of military 
cryptography. A notebook containing reference to keys previously 
used, found at Fontenoy-la-Joute, near Baccarat, only reached gen- 
eral headquarters on September 22, and a still more interesting 
notebook found on the 20th, containing a rough diagram of en- 
cipherment based on an obsolete key, which already figured in the 
document of Fontenoy and verified the latter, did not reach Bor- 
deaux until the 28th. Lastly, in studying later the records of the 
listening stations of the east it was seen that they contained many 
intercepted telegrams which, doubtless, owing to errors in the ad- 
dress or in translation, had not arrived in time to be of use in the 
deciphering bureau. 

The key thus discovered was communicated to the armies, with 
strict orders to keep this source of information secret; but, by the 
3d of October, it was necessary to try to stop, by means of a circular 
from general headquarters, the innumerable abuses of the preceding 
day, when the telephone lines had been congested with conversa- 
tions regarding the messages which had been deciphered. On the 
21st, in sending a new key, the general in chief wrote: “I have been 
informed that during the period when the previous key was in use, 
the most elementary precautions were neglected in certain staffs. 
The decipherment of German cryptograms had become a kind of 
game there. The existence of the key, the exact or supposed con- 
tents of telegrams, became the subject of conversations even among 
the soldiers of regiments or service units.” The effect of this note 
was very small, as, toward the 10th of December, a new circular 
treats of the same subject: "Some officers speak in front of orderlies, 
sometimes among unknown civilians, about the German key. One 
of them even recently asked in a loud voice, in the vestibule of head- 
quarters, whether the key had been found again. Allusions have 
been made before the troops as to the results of special information 
and have even reached the press (see Figaro of Dec. 2). In order to 
preserve secrecy in regard to such a question, it is necessary that a 
minimum number of persons be intrusted with it, and that these 
persons always bear discretion in mind.” 

This last circular was based on an important incident. The first 
key had been found on the 1st of October. On the 17th the radio- 
grams became untranslatable, but an examination of them showed 
that the system of encipherment had not changed, and the new key 
was communicated on the 21st to the armies. A new change at the 
beginning of November left the staffs three days in suspense; one 
of the succeeding keys was discovered on the same day that it was 
put into use. Then, on the 18th of November, the telegrams once 
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more became enigmas, and the technical changes showed that the 
system of encipherment had been modified. 3 

The contrary would have been astonishing, with all the careless- 
ness to which we have alluded and which affected not only the zone 
of the armies but the entourage of the Minister of War and even 
certain civilian circles of Bordeaux The indiscretions had even 
worried the chief of cabinet of the minister to such an extent that 
the transfer of the decoding bureau to general headquarters was for 
a time considered. 

For studying the new system there were available no data other 
than the cryptograms themselves, which, moreover, had become 
relatively few. The former members of the commission of cryptog- 
raphy, now with the armies — Captain Paulier and Captain La- 
treille and Lieutenant Colonel Th4venin — set to work to aid their 
comrades attached to the centers for cryptanalytic studies. Care- 
lessness of encipherers, skillfully turned to advantage, put the specialists 
on the track* and, thanks to the pooling of certain results, Lieutenant 
Colonel Thevenin, then assistant chief of staff of an army corps at 
Noeux-les-Mines, discovered, on the 10th of December, the new 
system and the new key. It was in communicating this information 
that the circular of the 11th, referred to above, was sent out, and, 
instead of familiarizing all the armies with the key, the information 
was restricted to those who were then conducting active operations. 

We shall not dwell on the discovery of successive keys of the new 
system and its variants, nor on the work, of historical interest, which 
consisted in recovering the first keys, prior to October 1, and in 
translating telegrams captured since the beginning of the war. It 
was in this way that knowledge was first gained regarding the corre- 
spondence exchanged at the time of the Battle of the Marne and that 
G-2 could begin a research of the reasons, now well known, but then 
still somewhat mysterious, which caused the German flank armies 
to turn off to the east of Paris. If this information had a historical 
interest, the solved messages presented at the same time an immediate 
interest. They were highly appreciated by the army commanders, 
especially during that period which has been called the race to the 
sea. General Maunoury said that he had found in the knowledge of 
German orders a confidence which was invaluable to him. The 
commander in chief wrote to the minister: “I have been able to 
appreciate, like all the army commanders, in the last few days the 
value of the services rendered by the code section of your cabinet. 

3 It thus appears that the basic cipher system employed by the Germans was unchanged from 
Aug. 6 to Nov. 18, 1914, and that the specific key was changed only twice a month. At the end of the war 
they changed keys for their important tactical cipher every two or three days, and this cipher system was 
exceedingly more complicated than the one first used.— W. F. F. 

* Italics mine — W. F. F. 
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I would be obliged to you if you would express to Major Cartier and 
bis personnel the thanks of all.” 

We can already deduce from the preceding statement useful 
lessons as to the rules which should govern the use of code. Even 
before it was possible to solve messages, the Marwitz radiograms in 
clear had already given the G-2s definite information of an interest- 
ing character. These radiograms, moreover, as well as the expla- 
nations in clear regarding the incomprehensible words, developed 
little by little, as we have said, the experience of the Bordeaux 
cryptanalysts. Lastly, the documents found on the field supplied 
the latter, as Major Cartier wrote at the time, with valuable in- 
formation. Now, these unenciphered messages, these conversations 
in clear regarding service between stations, the possession by an 
officer on duty at the front of documents capable of being used by 
the enemy, were things strictly forbidden by regulations of both 
belligerents. Who would venture to affirm, however, at the present 
time, that all our officers are convinced of the importance of the 
precautions to be taken in this matter? In 1914 many recommend- 
ations in regard thereto had been made; yet the examination of a 
wagon retaken from the Germans led to the discovery in the straw, 
with which it was strewn, of French documents comparable to the 
Fontenoy-le-Joute notebook. With respect to carelessness in regard 
to radiotelegraphy, the trip of the staff from May 27 to 29, 1914, had 
revealed such carelessness as to service regulations for wireless teleg- 
raphy and encipherment that a summary report had been presented 
to the chief of the general staff. Certain addresses of radio circulars, 
drawn up in clear without call letters, gave the complete order of 
battle of the army and the location of headquarters. The crypto- 
grams enciphered by staff officers, who, however, received each 
month from the code section an exercise in encipherment, violated 
the most elementary rules. It was, moreover, for that reason that 
as early as the 6th of August the chief of staff signed a circular 
reviewing the rules for cipher correspondence, and making the use 
of wireless telegraphy an exceptional method of communication, to 
be used only when there should be no communication by wire. 
The command was therefore obliged to insure safety by measures 
which resulted, in fact, in depriving it of a convenient means of 
communication . 

Without these precautions the enemy, perhaps, would have no 
reason to envy us with respect to special information, although we 
have every reason to believe that perhaps owing to lack of data he 
did not translate our correspondence during the first part of the war. 
We shall see, moreover, that also the Germans soon decreased the 
activity of their wireless systems. We had simply anticipated them 
with respect to measures of this kind. 
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It was nevertheless necessary to face the possibility of having 
recourse to radiotelegraphy in case of an advance, and for this it 
was necessary to establish confidence in the security of cipher. As 
the enciphered correspondence by wire showed ignorance or gross care- 
lessness with respect to the rules for this security, it was decided to 
intrust the cipher work to technicians, who would at the same time 
be the instructors of the officers with whom they would have official 
relations. It was on September 17 that, under the pressure of the 
realities of war, there was put into execution this measure, already 
demanded in time of peace, by the chief of the service, who on that 
occasion had had himself treated in a friendly manner as a “ cipher 
nut.” 

A code officer, trained by the section of the general headquarters 
or, preferably, recruited among officers who before the war had 
followed various courses developed by the code section, was assigned 
to each army staff. The necessity of insuring a day and night service 
led the chiefs of staff either to order for the night an alternation of 
duties between officers of G-2 and the single code officer or to request 
of general headquarters two assistants for the latter. 

Some chiefs of staff did not, however, at once appreciate the new 
establishment and placed the code officer in the courier service, 
under the pretext that coding of correspondence was in no way 
under the jurisdiction of G-2. This was not in accordance with 
the views of the chief of the general staff, who wished to make these 
officers the representatives of code work at the office from which orders 
issue in order to prevent documents useful to the cryptanalysts 
from being neglected by their handlers who would not know the 
importance of them. Soon, however, the discovery of German keys 
and orders designed to limit the personnel employed in deciphering 
caused formal orders to be issued by general headquarters for the 
delegating of code work to G-2. 

It was therefore experience again which, at the beginning of the 
war, was to settle a question sometimes debated in our time; and 
while at the time of the establishment of the transmission service 
it was possible, in view of the G-2s being now convinced as to the 
requirements of the code section by a long cooperation, to contem- 
plate the attachment of the code officer to the new r service, the 
reasons which in 1914 militated for a close union of the code section 
with G-2 will be applicable in case of a new war. We will add that 
the separation, sometimes contemplated, of the cryptanalytic func- 
tions from the cryptographic functions is not a new thing; this system 
exists in several ministerial departments. It was that of the Ministry 
of War before the establishment of the code section. It always 
leads to the same results — the cryptanalysts who do not encipher are 
ignorant of certain "tricks” of encipherers and are lost when con- 

478603 0-42-2 
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fronted with details of methods which they would have no difficulty 
in undertaking if they had frequently performed the troublesome 
work of enciphering. Encipherers who know nothing about crypt- 
analysis are unaware of the necessity of special precautions and of 
the exploitation of their faults by the cryptanalysts; they grow care- 
less, and when it is necessary to give proof of initiative they often 
fail to meet the test. There remains, lastly, the question of com- 
piling codes and originating systems of encipherment, which it is 
necessary to have actually handled in order to be able to create new 
ones that will be practical, and which it is necessary to make up 
while bearing in mind the weak points of the previous methods, which 
are perceived in analysis. There are many examples of complications 
theoretically admirable which have proved to be especially advan- 
tageous for cryptanalysts. The second system of the German 
campaign is one of them ; they substituted a method which could be 
solved by means of a single telegram for the preceding system, for 
the solution of which we needed to find at least two telegrams ful- 
filling certain conditions. 

The appointment of officers showed that the condition of this serv- 
ice in certain staffs was even worse than the higher officers had con- 
sidered it. Exercises were then prescribed, which consisted in 
enciphering several of the papers brought by the liaison officers. 
Scarcely had the armies, as the result of correct exercises, noted that 
the instruction in cipher appeared to be perfected than a series of 
incidents showed that in many staffs only one officer had performed 
the work, and that in his absence the telegrams remained untranslata- 
ble. In one single Army staff three officers of subordinate units 
appeared successively, complaining of having received telegrams 
improperly composed. The text received by the first had resisted all 
attempts to decipher it; the forgetting of one letter by the decipherer 
was the cause. The second, assisted by his comrades, was unsuccess- 
ful on account of failure to distinguish a line directed toward the right 
from a line directed toward the left. As to the third, who com- 
plained that an incomplete order had been sent to him, his attention 
was drawn to the fact that he had skipped several groups of his 
telegram. In view of this situation, the commander in chief ordered 
in January, 1915, that for about a month the exercises would be daily 
and that each officer would perform four or five. "It will be said,” 
we read in the correspondence, “ that in the brigades, the division, 
and in the cavalry units the liaisons are made by auto, never by wire- 
less telegraph, and that the necessity for encipherment never appears; 
but it is not known into what situation we shall be brought by the 
course of operations, and at the beginning of 1914 the cavalry corps 
operating in Belgium gave the lie to this theory, as well as an example 
of dangerous radio telegrams.” 
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We see here the difficulties which have been encountered in main- 
taining code instruction during the campaign. These difficulties were 
judged to be such that fora very long time the chief of service of general 
headquarters refused to change the regulation method of encipher- 
ment, although he was convinced, after a period in which the enemy 
had been able to inform him self as to our methods of encipherment, 
either by the documents which fell into his hands at the beginning of 
September, or by his secret service, that a modification was very 
necessary. The code dictionary employed in the armies was changed 
three times between August 1 , 1914, and January 15, 1915, but for 
three years no one dared to interfere with the literal enciphering 
system. 

It is therefore a great advantage, especially at the beginning of a 
war, to have a personnel of instructors and a trained personnel as 
numerous as possible. This is one of the reasons which, when 
circumstances had in 1918 led the staffs, even in the subordinate 
units, to specialize one of their officers in the Code Service, brought 
under consideration the measure, left pending at the close of the war, 
to assign to each of them a code office directed by an officer 
specialist. 5 

We have set forth hitherto the measures taken to maintain in the 
French armies regularity of encipherment and, by uniformity, the 
security of the cipher. We have mentioned the results quickly 
obtained in 1914-15 in the attack on enemy field messages at a period 
when the German radiotelegraphic correspondence was abundant and 
when we were intercepting the communications of the high command. 

The situation with respect to this point was about to be modified. 

The result of the indiscretions pointed out above in our army w’as not 
only to cause the enemy to abandon the system of encipherment 
adopted in August, 1914 ; it had also resulted, at least very probably, 
in restricting the use of radio telegraphy among the Germans. Per- 
haps stabilization was one of the reasons for the use of a ground system. 

But, in view of the methodical nature of our adversaries, it is permissi- 
ble to ask whether, in case they had felt no uneasiness with regard to 
their ciphers, they would have abandoned this simple, elegant, cheap, 
and very modern means of transmission constituted by the wireless 
telegraph. In this case, if our solving service had remained equal to 
its task, we see how much better our generals would have been 
equipped to conduct operations. The harm done inconsiderately by 

1 There is a great deal of truth In Colonel Givierg^ contention that the cryptographic and the 
cryptanalytic functions should be combined under one section in order to preserve the secrecy of communi- 
cations However, the working out of the details of such organization involves great practical difficulties. 

In the U. S. Army encoding, enciphering, decoding, and deciphering are performed exclusively by message 
oenter personnel; the preparation of efficient codes and ciphers, under the direction of the Chief Signal 
Officer, is supervised by competent cryptanalysts, who work in close liaison with the cryptanalytic section 
of G- 2; and the latter exercises careful supervision and control of cryptographic communications in 
order to preserve their secrecy.— W. F. F. 
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these gossips is often much more serious than the harm done by spys 
who have been shot. 

The German communications delivered to our specialists continued 
then to decrease in number and, it may be said, in interest. The 
higher staffs during a long period ceased almost entirely correspond- 
ing by wireless, and, toward the second quarter of 1916, the field 
radiograms intercepted (which, however, always resulted in studies 
on the part of one of the sections of the cipher bureau of the ministry, 
while the others profited by this forced leisure to extend studies to 
other subjects) were only conversations exchanged through local sys- 
tems, sometimes limited to an army corps and to its constituent 
units. 

From the cryptographic point of view this was a very interesting 
period. The systems employed varied from one communication net 
to another, and certain ones proved to be very simple, although fre- 
quently varied. We may assume that they emanated from cryptolo- 
gists evidently possessing technical knowledge but without much 
practical experience. We would point out in this connection that 
the question of cryptographic systems appears very different when 
it is a matter of safeguarding a few communications between two 
cipher experts in offices and when it is attempted to furnish a com- 
mon method to hundreds of officers who are not cryptologists and 
are obliged to use ciphers at posts which are not very comfortable. 
It is a point of view that appears to have escaped certain inventors, 
who curse the routine of official services because the latter have not 
compensated them for certain systems, no doubt ingenious, but 
requiring either delicate apparatus or a secrecy based on a principle 
incompatible with military use, in which the method must be capable 
of being taught in broad daylight, only an agreement or key being 
kept secret. 6 

The study of these various systems was the occasion of great suc- 
cesses for a new member of the cipher bureau, the reserve lieutenant 
of artillery, Painvin, professor of paleontology at l’Ecole des Mines, 
who, having worked since the end of 1914 on the staff of an army 
with Captain Paulier,‘had been called to the ministry and had per- 
fected his rare talents by taking an active part in the work directed 
by Major Olivari. Our cryptanalysts employed in the armies and 
those of our allies, whose service, which began to rival ours, possessed 
means and materials on a much larger scale, to the great benefit of 
working facilities, showed themselves equally perspicacious; and 
very frequently in the course of a few hours, too short to report 
whose was the first, discovery, general headquarters received from 

• This is one of the requirements almost Invariably overlooked by would-be “cipher inventors.” — 
W. F. F. 
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two or three different sources the solution of a cryptographic problem 
just posed by our adversaries. 

However, a new element was to make its appearance in the 
cryptographic war. It was a consequence of the development of 
wireless telegraphy in the front-line units. We mean the code note- 
books. 7 

Those notebooks were introduced with us to facilitate secrecy 
of telephonic communications. It had taken a long time, despite 
the cautions of experts, to comprehend that the telephone was 
not a safe means of communication; but after a few cruel experi- 
ences, in which it was evident that the enemy had been advised of a 
relief or a surprise attack by an intercepted telephone message, a 
means was sought to conceal the meaning of the messages. There 
had been placed in service in our army, for the sole purpose of per- 
mitting the encoding of important words in telephone messages 
leaflets containing in essence tables serving to replace letters by 
groups of two figures, by selecting now one table and now another. 
These notebooks showed for 50 common words the way to encode 
them in a single group of three figures. When the communications 
by wireless telegraphy between small units developed, the use of 
these notebooks was authorized, by way of exception, to add to the 
signals which the posts were to employ — as a rule, a few encoded 
words. There was developed later the table of words in addition 
to the tables for encoding by letter. Then the idea of making this 
notebook a document for encoding, especially letter by letter, was 
abandoned, and it was made into a small dictionary of words and 
syllables. For the large units, documents more voluminous than 
the notebook designed for troop units were prepared, and they were 
called codes. Both of them, at the end of the war, were based on 
the same principle as the code book of the general staffs but on a 
smaller scale. 

With the Germans, a similar evolution had been seen. The small 
units had at first used encoding tables, in which the most usual 
sentences were represented by groups of letters or figures. Some of 
these, Befehlstafel (command tables) or Geheimtafel (secret tables), 
were captured in surprise attacks. In order to modify the encoding 
work, certain of these tables were of a circular form, the words to be 
encoded being written on the radii, at uniform distances from each 
other, of a large circle, while the groups were on the radius of a 
small concentric circle. The latter was movable, and by changing 
the position of it the correspondence of the groups to the words was 
varied. Others of the documents were in the form of a notebook 
with variable pagination. Then, without these transformations 



’The original French reads “cornets de chiflre,” literally, "cipher notebooks." These are merely 
short lists ot code equivalents for letters, syllables, and a few common words.— W. F. F. 
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succeeding each other according to a precise chronological ordec 
our enemies adopted notebooks nearly similar to ours. Was this 
merely one example among many which might be found in the 
history of cryptography, a science in which each guards his secrets, 
of those “ideas which are in the air” ? Was it the result of informa- 
tion given by documents found on the field? It matters little. In 
any case, in June, 1917, the system had beeome general. 

In our Army the study of cryptography was intrusted to an office 
directed by Captain Painvin. This officer, whose expertness had 
been demonstrated in the course of remarkable work relating to 
systems employed both on the French front and in certain theaters 
of operations in other countries, established a technique of crypt- 
analysis which yielded remarkable results. The most intimate 
collaboration was established between the ministry and the various 
organs for code work in the armies, the commanders of which came 
to Paris to take courses in study. The code service then had about 
15 officers at general headquarters, 3 in each staff of a major unit, 
and a total a little less than that of the armies at the ministry, where 
the code section had many functions relating to interallied communi- 
cations. In this number there were about 10 cryptanalysts working, 
according to the same method, on the translations of which we are 
speaking. A system of absolutely safe communications permitted 
the rapid transmissions of all the total or partial results obtained in 
any one of the offices. We had, in fact, to deal with radiograms 
emanating from small units relating to the life of these small units; 
and often the cryptanalyst, placed at the front where they operated, 
found hypothetical data which were valuable in learning of the events 
on that front. In this way a detailed work was performed which the 
ministry could not have done alone under favorable circumstances. 

The result of this solving work was very considerable. It made 
possible very many identifications of units. If we open the archives 
at random we find that from the 5th to the 15th of December, 1917, 
four division movements were discovered by special information 
before any other means were used, and soon verified by examination 
of prisoners; 32 regiments, the situation of which was known, were 
identified anew; a radiogram of December 10 reports the presence of 
an “Eingriff (counterattack) division” to the north of St. Quentin. 
Another, of the 10th, reports the presence at a point on the front of 
General von Erp, commanding the Three hundred and forty-second 
Division. A message of December 15 gives warning of a German 
surprise attack at the Abia farm; our troops, being warned, repulsed 
the enemy. A communication of the 5th mentions a change of call 
letters of the German wireless telegraph stations and gives the 
equivalents of the new ones and the old ones. The mechanism of 
these identifications by the radiograms is shown by the following 
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examples: “May 13, 1918 * * * Infantry regiments 97, 137, 
and 265. Fire with gas will take place on the 14th of May, from 6 
to 8 o'clock in the morning.” "May 23. C. R. to the brigade 
* * * Liaison with 9/122 and 4/128. Losses: One man killed, 
five injured. (Signed) Regt. 479 * * Information concern- 

ing entraining, preparations for revictualing, etc., was carried by 
these methods to units much higher than the echelon regiments. 

The Germans in time perfected their notebooks. From about 

2.000 words they brought them to 4,000. These notebooks ("Satz- 
buch”) were distributed to army or army detachment, and when, as 
about the 25th of December, 1917, for example, the 10 codes in service 
at the time were changed altogether the work of recompiling was 
considerable. Division codes, or "Schluesselheft” (key books), of 

1.000 words were ordinarily used conjointly' with the "Satzbuch”; 
the latter corresponded to our codes, the "Schluesselheft” to the 
small notebook. 8 

To conclude this statement of technical methods, we must note 
that, at the time of the successful German attacks, in 1918, the gen- 
eral staffs, not having any ground system in the conquered territory, 
again employed the wireless telegraph, but with a complicated sys- 
tem, strengthening the cipher, and appearing in theory extremely 
safe. Errors in the method of its use permitted Painvin and his 
crew to penetrate the meaning of a few of these telegrams. It was 
among them that, by a lucky chance, there was found this message, 
dated June 1, deciphered on the 3d, sent by a station near Roye: 
“Munitioniering beschleunigen, soweit nicht eingesehen auch bei 
tag” (Expedite supplies of ammunition, if not observed, even by 
day) — which, as it gave notice of an approaching action, constituted 
the alarm for the Humbert army, and permitted of preparing the 
means of action employed on June 11 at Mary-Courcelles by General 
Mangin to stop the attack launched on the night from the 9th to 
the 10th to the east of Montdidier. 8 

In view of this reconstitution of more than 30 German code books, 
one question will arise. Did the Germans translate our communica- 
tions from the front? 



•The French '‘carnet de chiflro”' and the German “Schluesselheft" (literally, "key book”) corre- 
spond to our "Emergency Code List,' a single-page leaflet used for front-line, messages; the French 
"code” and the German “Satzbuch" (literally, “sentence book”) correspond to our field or trench codes 
designated by the names of American rivers and lakes. Toward the end of the war these names for the 
American Expeditionary Forces codes were abandoned and the codes were numbered serially, “Field Code 
No. 1” being the first— W. F. F. 

• The author here has reference not to code messages but to cipher messages in a rather ingenious 
system, designated by the Allies as the ADFGVX cipher, because the messages consisted only of 
these six letters. While it is true that errors in the method of its use in several cases permitted of solution, 
nevertheless, in the majority of instances these solutions were made possible by entirely overlooked (by 
the Germans) circumstances peculiar to the system itself when used for considerable traffic.— W. F. F. 

[To be concluded] 
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PROBLEMS OF CODE 1 * 

By Colonel Giviekge, French Army 

In concluding the preceding article we raised the question as to 
the result of enemy studies of our correspondence encoded by means 
of the small code notebooks. The Germans seem to have failed in 
solving all the other systems employed in our armies during the 
war. Did they succeed with respect to the one based upon the use to 
small books placed in the hands of a numerous and inexperienced 
personnel? 

The reply is in the affirmative. Many bits of information, reports 
of German intelligence services, which fell into our hands, for ex- 
ample, prove that the Germans had succeeded in breaking into our 
messages, when we had adopted the code books, or a portion of 
them. They always gave credit to our services by mentioning the 
rapidity with which our code books were changed when they had 
carried away a copy of them as the result of a surprise attack. It 
should be noted, in fact, that many documents were lost, that many 
losses were ignored when they were not concealed to avoid penalties, 
and that the enemy was thus able to translate telegrams, often, 
doubtless, less interesting if only a retrospective study was involved, 
but one which permitted of recognizing the turn of expression and 
style of our messages. 

Now, it is very much to the interest of the cryptanalysts to learn 
the personal habits of the encoders. A division in the Chemin des 
Dames sector, in 1918, made it a practice to require of the regiments 
in the line a brief report every morning. Frequently the report was 
drawn up in this form: “Night calm, nothing to report.” When 
the code book was changed, the routine practices did not change, 
and the same text was the subject of numerous messages, which 
could be classified, thanks to their being encoded in exactly the 
same way. The capture of even an obsolete code book enabled the 

l This Is the second and concluding Installment of an article which appeared In the March Bulletin.— Ed. 

*(No. 34, May, 1926) 
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enemy to read cryptograms belonging to this daily series which were 
repeated, and even if these were dated some time back, this helped 
the specialists to make a hypothesis as to the meaning of groups in 
messages of a similar style, transmitted under similar conditions, and 
encoded with the new code book. Now almost always the great 
difficulty in studying code is the identification of a few first groups. 

This is what is called finding an entrance or getting a start. With 
an entrance effected, and a thousand groups, a number quickly ac- 
quired on the front during the last war, the cryptanalysts are full of 
hope in the success of their task. We have not found any statistics 
as to the number of telegrams in code collected in one day, but the 
days at the beginning of the war or during the attacks of 1918, when 
the posts of the major units furnished us 60 messages are not rare, 
and many of these telegrams have more than 20 groups. What is 
to be said then of the transmissions of the small units ? 

The repetitions of formulas composed of the same words, placed 
in the texts at places known to cryptanalysts is therefore expecially 
favorable for the latter in case the code book is changed. These are 
the formulas which have been called “stereotyped.” We must in- 
clude therein the forms: “I have the honor to short tele- 

grams acknowledging receipt of communications or requesting 
repetition of untranslatable telegrams; references such as “in con- 
tinuation of telegram,” “in reply to,” “to follow”; too numerous 
indications of punctuation such as “Paragraph 2,” “Paragraph 3,” 

“end of message”; grammatical indications such as “three large 
(plural) man (plural),” etc. We have taken here as the subject of 
the article only field cryptograms, but it is known that the code 
section has always had good success in decoding diplomatic matter, 
in which, among others, distinction was achieved by Captain Bassi&res, 
a member of the military commission of cryptography, seriously 
wounded in August, 1914, and long a prisoner in Germany, which 
deprived the code section of a valuable collaborator at the beginning 
of the war; and the reserve interpreter D6jardin, who died while 
acting as French consul in the Tokyo disaster. The studies in this 
branch were especially aided at the beginning by long service desig- 
nations at the head of telegrams, and by final formulas indicating 
the office of origin. The numbering was the basis of hypotheses 
which made possible the long-sought “entrance” into the first 
German code reconstructed — that for communications with sub- 
marines; and alternations of numbers in clear and numbers in code, 
assumed to be such because the text had no number in clear at that 
time, served as a point of departure of another code. We can not 
insist too much on the danger of stereotyped formulas. This is a 
principle which it is the hardest to make dispatchers of military 
telegrams understand, who can not help including complicated 
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references with dates and numbers, and who insist absolutely on 
making conspicuous, even in their telegrams, the honor which the 
fact of addressing their correspondent constitutes for them. 

It is therefore very important to eliminate the stereotyped for- 
mulas or to conceal them. We might attempt to instruct encoders, 
or, better, the writers of telegrams, and to accustom them to write 
in a telegraphic style without making any digression which is not 
urgently necessary. It is also possible to represent by a single 
group in the codes each of the stereotyped formulas, which are not 
made so valuable in this way as when they are encoded word by 
word, and when they make series of groups repeated from one crypto- 
gram to the other. This is the method most often employed in certain 
recent codes and it offers good safeguards. But with small dic- 
tionaries we can also have recourse to superencipherment. 5 We 
shall revert to this later. 

Just as we have pointed out that in September, 1914, official serv- 
ice messages gave clear-text fragments of enciphered text, likewise 
these imprudences eventually gave to cryptanalysts the meaning of 
code telegrams. It will be easily understood that the comparison of 
text in clear (where a certain word, for example, is repeated three 
times), with its crytographic equivalent (where one group occurs 
three times in places corresponding practically to those occupied 
by the word) permits of originating a hypothesis as to the identity 
of the word and the group. The names which do not appear in a 
code, and which it is necessary to encode by syllables, give series of 
two or three groups which reappear at each repetition of the name, 
and permit of most far-reaching hypotheses. It is therefore impera- 
tively necessary to prevent the enemy from identifying a text in 
clear with a cryptogram. If we bear in mind the possibility of sur- 
prise attacks and espionage, we shall, therefore, avoid writing on a 
sheet which may be captured by the enemy the translation under 
each of the groups sent by telegraph, or pinning a paper bearing a 
text with that on which the translation appears, or even keeping a 
useless crytogram after it is translated since the service designations 
permit of comparing it with the clear text left in the correspondence 
files. The examination of this file alone, with the numbers, hours 
and dates, will readily permit of investigations with a view to identi- 
fying the translations of the file with the radiograms that it may have 
been possible to intercept, and still more easily if something distin- 
guishes them from the papers received through other channels (the 
inscriptions “translation of code telegram,” for example). Now, 
during the whole campaign, inspections made in the general head- 
quarters and command posts evacuated both by our forces and by 



* By superencipberment a meant enciphering a code dispatch. Oar term for the final product la “en- 
ciphered code.”— W. F. F. 
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the enemy, resulted in numerous discoveries of data for study of 
these categories, which, unfortunately, were almost never reported 
as a subject of study to their authors, or transmitted to the code 
section for utilization, with sufficient rapidity. Many other sources 
yield to the cryptanalysts the plain language of code radiograms. 

Without mentioning telephonic communications, (which, under pre- 
text of confirmation or warning orders, pass these texts along lines 
which, however, do not appear to be considered as safe, since in the 
region through which they pass telegrams are not transmitted in 
clear text but are encoded) accidents connected with utilization some- 
times supply the specialists with unhoped for data. Thus in 1914, 
the German station at Norddeich transmitted meteorological tele- 
grams in which, in the midst of encoded information, there was a fist 
of forces and directions of winds in the form which is common in these 
communications and is considered as clear test — that is, in groups of 
five figures. The station installed at Bruges took charge of a part of 
these meteorological messages and encoded the numbers left in clear 
by Norddeich. The comparison of the two series of radiograms 
provided a check as to the preparatory hypotheses for breaking into 
the code and permitted assumptions as to the meaning of the other 
code words in these special communications. 

If we extended this article to the subject of diplomacy we would 
mention the importance which press communications or parlimentary 
debates, in which telegraphed articles are made the subject of al- 
lusions and sometimes of citation, have frequently had for the recon- 
struction of diplomatic codes. Without doubt, even here we could, 
by a strict education of the personnel, eliminate the majority of fears 
to be harbored in this respect. It is possible to retain and especially 
to make public nothing but edited translations, that is paraphrased 
versions, of decoded messages. It appears expedient, however, to 
seek a method which makes it more difficult to compare a clear text 
with code text. The method adopted during the war was super- 
encipherment. We shall point out, before discussing this subject, a 
third danger which threatens the code, and for which superencipher- 
ment seems to constitute a remedy. 

We have shown the danger of sterotyped formulas. Without 
using any formula of this kind, however, the text of telegrams con- 
tains numerous repetitions. We are not speaking only of frequent 
words, prepositions, or auxiliary verbs, for which various equivalents 
may be assigned in the code book, enabling us to employ now one 
group and now another, but of names of places, of units, etc., which 
in the course of an action will recur frequently in the dispatches. 

Encoded ordinarily by words or by syllables, these terms given rise 
to repetitions of groups which attract the attention of the crypt* 
analyst. 



REF ID:A484988 

22 

The latter compares these series of groups of names on which it is 
possible to build hypotheses. In many cases, he secures in this way 
means of cross reference — for example, syllables common to several 
names appear in each series of groups. He then possesses an enter- 
ing wedge. It is therefore well to conceal repetitions. Several 
means to accomplish this purpose are recommended to encoders — 
breaking a word into groups of letters differing from one time to 
another; employment of groups without meaning (nulls) which are 
so inserted between the groups of a series that the same groups are 
not seen to follow each other, and the series is not noticed, etc. For 
encoders of little experience, however, these means are complical- 
tions frequently forgotten. Moreover, when a certain number of 
encoders are working on texts in which the same words recur, as is 
the case on a sector of the front at the time of an operation at a given 
point, each of them encodes in the best way, and perhaps his crypto- 
grams alone would not offer any weak point; but comparison of the 
juxtaposed work of these encoders, who are unaware of each other’s 
code versions, may supply an excellent basis for study to the bureau 
which centralizes the intercepts of the region. 

The method which it has been considered necessary to employ to 
diminish as much as possible repetitions attendant upon the use of 
codes and notebooks is again superencipherment. 

What is superencipherment then? It is a method (and there are 
infinite numbers of them) by means of which the groups taken from 
the code book, or furnished by a literal system, when they give rise 
to the danger that the repetition of a clear-text word may result 
in a repetition in the cryptogram, are disfigured in such a way that 
this repetition in the cryptogram will not occur again. For example, 
the succession of figures of the cryptograms will be so changed accord- 
ing to a known law, that the different figures of a group will be dis- 
persed. Or else, variable numbers will be added with each figure 
so that the repetition in groups formed by the totals will not be found 
again. Or again, the figures of the groups will be replaced by other 
figures or by letters, according to a given law, etc. 

For the reasons given above, superencipherment appeared to be 
indispensable in the course of the war. Let us see what use was 
made of it, chiefly with respect to the study of which we are treating. 

In France we had long considered our types of code books used 
for the staffs as affording a quite adequate security. In fact, theo- 
retically, codas sufficiently extensive, in which the groups consist of 
five figures, seem to afford full security. But the circumstances of 
employment, especially in war time, make the reconstitution of a 
code by a cryptanalytic bureau well served by secret services and 
well informed as to diplomatic questions a very different thing from 
the study of cryptograms by an isolated investigator. Therefore 
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although our codes have been changed very frequently, the fears 
which might result from their being printed in an establishment 
employing a great number of officials and their transportation under 
conditions where their security might be endangered without the fact 
being noticed by a too confident carrier led the general headquarters 
to give instructions for superencipherment as early as 1915. The 
codes established by the central administration, as well as the field 
codes in general, printed by the armies, received also a superencipher- 
ing table on a separate sheet so that it might be modified while the 
code was kept in service. Lastly, it was frequently directed that the 
field codes, containing also a simple superenciphering table, were 
not to be employed unless this system were used ; at least this was to 
be the case for radiotelegraphic messages. That is, however, an 
idea that the experts have not succeeded in imposing on the encoders 
in stnall units, the neglect of which certainly facilitated the enemy 
researches. 

On the part of the Germans, superencipherment was also used 
in certain communications between high authorities. We shall 
give a sketch of certain means which permit of discovering such 
artifices. The code of the submarines, to which we have alluded, 
contained several groups of three letters of a special form, with 
regard to which the hypothesis was advanced that they referred 
to proper names, and which occurred much more frequently than 
the others. On a certain day all the groups were changed, and 
at the end of a certain period, in revising the new texts it is per- 
ceived that the repetitions of several groups are more numerous 
than those of others. One is led to suspect a superencipherment 
which consists in the replacing each of the letters of the groups 
taken from a code book (original groups which are not known, since 
they have been seen only when superenciphered) by another letter 
of the alphabet according, to a conventional table. The identity 
of the group which occurs most frequently in the superenciphered 
texts of the first series with that which occurs most frequently in the 
second series of texts, is taken as a basis of research, and the hypothesis 
is set up of the equivalence of three letters of series 1, with three 
letters of series 2. In replacing these three letters in the radiograms 
of series 1 every time that they appear in any group, we see by their 
correspondence groups of series 1 which have been transformed into 
groups of series 2, that are already known. The hypothesis appeared 
to be verified. Attention had then been drawn to other groups, 
only two letters of which had been transformed. It was assumed 
that the third letter of the new group corresponded to the third one 
of the old group, and, gradually the whole process of superencipher- 
ment was reconstructed. In this way the various forms which a 
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group assumed after superencipherment were reduced to a single one, 
which permitted of a successful study. 

But the consideration of stereotyped formulas especially was, 
during the war, the basis of work connected with superencipherment. 
The practical certainty that the ciphers concealed by a new process 
were those which it was customary to find in a certain place, guided 
the researches, and it was that consideration which made it possible 
to analyze the superencipherment keys for radiograms in the 
“Satzbuch” of the German front. Moreover, the system of super- 
encipherment did not present any great complication, or much 
security, and the superenciphering tables (Geheim-Klappe) often 
involved the change of only two letters out of the three which con- 
stituted the groups of the code. 

The enemy gave us much more troublesome researches by multi- 
plying in his latest editions the equivalents for hours, numbers and 
syllables ; by frequently employing nulls, meanings for which were long 
sought, and by making considerable use of code names (Decknamen), 
to represent geographical points and localities.* These arbitrary 
names sometimes changed several times in a day, at hours agreed 
upon, and it became very difficult to identify them. Even in case of 
repetitions they did not yield very useful information, as the fact 
that one expects to find “Paris” in a text will cause him to search for 
the letters and syllables in “Paris,” and not that of the code name 
which replaces “Paris.” These modifications in the original arrange- 
ments of the oode books gave new problems for our cryptanalysts to 
solve. It should be noted in this connection, however, that the 
discovery on the field of several examples of codes, unfortunately 
usually obsolete, permitted of completing the first results obtained 
by the cryptanalysts, or furnished clues as to the nature of these 
documents. We must also take note of the fact that it usually is 
sufficient to make sure of the translation of a quite limited number 
of groups in order to grasp the sense of the majority of messages. It 
is a matter of experience that the encoders who use a code are often 
required to encode texts written without regard to the resources of 
the code, in words and expressions, and that they do not modify 
these texts. It is, as a consequence, nearly useless in practice to 
overload the codes with ready-made expressions, and with very com- 
plete lists which are little used and, therefore, the number of groups 
which appear in the majority of messages encoded by not very expert 
personnel and the meaning of which is essential for the translation 
is not very great. 

Another measure which was an indirect cause of trouble for our 
cryptanalysts, in 1918, was the adoption of daily change in the call 



•This applies only to the "Satzbnch.” The form and contents of the “Schlasselheft,” which was a 
"one-part” code, underwent very little change.— W. F. F. 
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letters of the German stations. As the reader knows, a wireless 
telegraph station receives as its call sign a name or a call symbol, 
generally a group of two or three letters or figures, and a radiotele- 
gram commences with the call signs of the station of designation and 
of the station of origin. When there are several codes in use at the 
same time it is essential not to mix the researches, as a group has one 
meaning in one code and another meaning in another code, and 
nothing would be accomplished if one worked on the two codes at 
the same time in the belief that one was working on a single code 
only. In order, therefore, to assemble a file of the cryptograms of 
the same language, if we may apply this expression to those made 
up with the same code book, one relies upon the composition of the 
nets formed by stations which are conversing with each other, and 
which are known by means of their call signs. The existence of the 
net is ascertained by studying for several days the relations of the 
stations, and it is noted that VA, PK, and RT, talk with each other 
without addressing DU, DT, and DM, which form another group of 
correspondents. If one has the proper facilities, one introduces radio- 
goniometry, which gives the positions of stations and which shows, 
for example, that VA is at Mourmelon, PL at Suippes, and RT at 
La Pompelle. When the call signs change every day it is no longer 
known whether the station VA of yesterday is not DU for to-day, or 
whether it is using the same code. One must constantly have recourse 
to radiogoniometry to locate the stations and must have a report 
every day as to what those of Mourmelon, La Pompelle and Suippes 
are called. With a system in which one speaks only in case of absolute 
necessity, and in which one transmits only short messages, it is quite 
possible that the enemy does not get bearings on all transmitting 
stations every day, especially if his goniometric system is not closely 
knit. 

The difficulty which this measure adds to cryptograms should be 
particularly noted in addition to all the difficulties which it neces- 
sarily created for the 0-2s with regard to the employment of radio- 
goniometry. Now, in our army, a measure of the same kind had 
been taken, but it appears that many staffs have not grasped the 
importance of it, as, for instance, witness the order which directed 
that every morning at a given hour all stations should give a call, 
always in the same order, to the division station. That was the 
equivalent of the stereotyped formulas which we criticized above. 

Equally dangerous in connection with the hypothesis of changes of 
call signs, are the practices and the habits of operators who may 
cause the stations to be recognized; such as, for example, the message 
in clear text from telegraph operator to telegraph operator, “Good 
morning, friends,” which occurs with terrible regularity in reports of 
messages received. If we examine the weekly report under date of 
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July 9, 1918, of the chief of intelligence section of the Seventh German 
Army, which fell into our hands, we read at the beginning: “The 
Tenth French Army was identified by the name of a radio officer; 
the Sixth by its transmissions without change from the meteorolog- 
ical post of Trilport.” And we read further on : “Toward the end of 
the week, the calls of the Third American Division with fragments of 
clear English text, have no longer been heard except in the terrain 
to the east of Chateau- Thierry.” One sees by these examples the 
effect of carelessness with respect to the identification of stations, 
and we have tried to make clear the effects of this identification on 
cryptographic researches. 

The observations which have been successively presented in this 
study show how much carelessness was committed by both sides in 
the World War, and we have emphasized the advantage which the 
cryptanalysts were able to derive from some of them. This explains 
much of the success of the cryptanalytic services. Whatever the 
author of “ General Headquarters, Section I, ” seems to say about it, 
and whatever may be the legends broadcast by those who were not 
actively engaged in the recent war regarding the r61e of “second 
sight,” there exists of necessity no relation between sorcery and 
code work. Perhaps a cryptanalyst needs a certain amount of 
intuition in order to proceed boldly along the lines of hypotheses 
but usually he follows a method well known in the sciences — -he 
makes observations in order to find a basis for hypothesis, and tries 
to verify them by experimentation and observation. In order to 
observe well he needs to be methodical in the classification of his 
files, where there must be no mixing of the wheat and the chaff; 
it is therefore well for him that previous knowledge regarding many 
cryptographic systems should facilitate the recognition of the chaff 
and the wheat in the midst of mixtures of grains; especially should he 
learn their peculiarities from the sample itself by examining the 
points in common, and the differences, in the documents which are 
submitted to him. He must also have the rapidity and the precision 
of the good observer, who sees important things and discovers 
analogies, which a less astute observer is unable to perceive. He 
needs also great perseverance, certain researches lasting for years, 
and certain hypotheses not being proven false until after the study 
of hundreds of texts. The hypothesis relating to the Bystem under 
examination having once been formulated, he must either apply 
the methods known, if there are any, to solve the problem which 
it presents, which necessitates advanced technical training, or he 
must invent one by analogy. All this requires an education there- 
fore in cryptanalysis; a good cryptanalyst does not become so without 
training, and if, during the war, we found individuals who, although 
ignorant of cryptography in 1914, accomplished very remarkable 
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results, it must be noted that the one who has been most frequently 
cited did not fully show his ability until the beginning of 1916, 
after having worked for more than a year under the direction of two 
of our best cryptanalysts. And it should be said that the feat of 
translating as promptly as it was possible the German cryptograms, 
and of following the successive complications was an infinitely less 
difficult task than the study of the systems such as they used in 1918 
would have been without this preceding experience. To cite an 
example, the code of the submarines was found at a period when the 
keys were changed every month. We would probably have met 
with a check by beginning this study later, at the time when the key 
was changing every day. 

If we desire then, in case of war, to have a group work in cooperation 
upon encoded enemy correspondence it is necessary to train crypt- 
analysts and give them a very thorough course of study. We will 
express our regret, en passant, that cryptological literature, well 
developed 30 years ago, appears to be actually scorned by authors 
and editors. 4 

If we have enough cryptanalysts to be able to detach part of 
them for code service in the armies, they will have, among other 
missions, that of teaching the encoders of subordinate units the 
precepts necessary for encoding well. We have stated and demon- 
strated that often the origin of a cryptanalytic success if found in 
the lack of skill of an encoder. WTien the encoders are legion, 
however, blunders are hard to avoid. In such case a relative security 
may be sought in a very strict discipline. The German order re- 
garding liaisons of January 22, 1918, gives in this respect a hint 
which appears to be extremely wise : 

It must be borne in mind, 
it says, 

that the enemy is methodically watching our communications. By the minute 
comparison of our shortest and apparently most insignificant messages he obtains 
results from which he draws the most important conclusions regarding our order 
of battle and our intentions. Our counter measures must tend to limit as much 
as possible the enemy’s facilities for observation : 

1. By the reduction to a minimum of messages liable to be intercepted; 

2 . 

That is an idea which it is most important to spread. We must 
not employ means of communication giving rise to the danger of 
interception, except where there is no other. We must then make 
use of them, but with such rapidity and such discretion as to furnish 

* It is very doubtful whether the paucity of the literature of cryptography and cryptanalysis is due to 
lack of interest on the part of authors and editors. For the most part, the policy of silence, on the part of 
those really qualified to write such treatises has been dictated by interests of national security and domestic 
tranquillity— W. F. F. 

478603 0 - 42 -3 
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as few data as possible for enemy intercepts and gonioraetrics. The 
German regulations as shown by G-S of French General Head- 
quarters deliberately sacrifices simplicity and therefore ease of 
operation to the rigorous maintenance of secrecy. Without going 
far into the matter we will not hesitate to say that, in certain cases, 
when the technical faults of a badly instructed personnel multiply 
the dangers to secrecy, when, for example, bad encoding or bad 
transmission give rise to repetitions or to endless explanations full 
of dangers for the code, we must consider the suspension of the 
dangerous method of communication and deprive the delinquent 
unit of it until it has learned how to use it in a sensible way. Again, 
from this point of view, we shall see the advantage of serious instruc- 
tion regarding the use of facilities so dangerous as code correspond- 
ence may be, and hence the necessity of training instructors. It is 
only on this condition that we can avoid imposing on our field 
stations the silence which they maintained in 1914, without the risk 
of making illusory the precautions taken to preserve the secrecy 
of our wireless telegraph correspondence. 

It is a question which may be faced at present. Since code in- 
struction in certain units appears difficult at present by reason of the 
multiplicity of occupations of the troops and since it is shown all 
through this article that a certain complication is necessary in order 
to have reliable systems, would it not be possible, as has been done in 
other fields, to make up for the inadequacy of man by means of 
machinery? There are, in fact, machines for enciphering, and the 
question being to the point, we shall say a few words about it. 

The large wireless telegraph companies, being desirous of concealing 
from indiscreet persons the meaning of messages entrusted to them, 
and wishing to offer to their clients the same security as that assured 
by the telegraph offices, owing to their communications by wire 
known only to agents bound to professional secrecy, have begun to 
adopt in their equipment automatic cryptographic machines. The 
principle of one of these machines is as follows: It is well known that 
one method of cryptography consists in replacing each letter of the 
clear text by another letter, according to a list of equivalents agreed 
on with the addressee. If we always replace a given letter by another 
given letter, always the same, the system does not present any 
security, for, taking as a basis the fact that in French the letter 
“E” occurs in the text more frequently than any other it will very 
soon be discovered that the letter which, being the most frequent 
in the cryptogram, replaces the “ E ” in the clear text, and the other 
letters will gradually be discovered. An improvement is effected 
when, having adopted a first series for replacing the letters of the 
clear text, by others in the cryptogram, as has been said, several 
others of the same kind are established, and it is agreed to replace 
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the first letter of the text by means of the first series, the second by 
the second, etc., changing the series for each letter of the clear text. 
The letter “E” is represented by a different letter in each series and 
it is impossible to apply the method of research indicated above. 
It will be seen, on the other hand, that we might write on a dial the 
letters of the alphabet and place on a movable dial concentric to the 
former the series of the letters for substitution in the cryptogram, the 
substituted letter being located, for a given position of the dial 
opposite to the letter of the clear text. If the movable dial is dis- 
placed, the equivalent of each letter of the clear text is changed and 
we have another series of equivalents. 

In this way an apparatus has been constructed which supplies a 
series of lists which permits of enciphering the letters according to 
the place which they occupy in the clear text (first, second, etc.) 
with different equivalents. 

There is a standard method for analyzing the text composed upon 
this system. It is based on the following observation: If I use only 
two different series always in the same order: 1, 2, 1, 2, the first, the 
third, the fifth, etc., letters will be enciphered with the same series; 
the “E” will be represented there by the same letter, and it will be 
possible for me to search for the most frequent letter, which, very 
probably will be the one which replaces “E” of the clear text. If 
I use three series in the same order, the first, the fourth, and the 
seventh letters will give rise to the same observation. If I use n 
lists, without, however, forming any hypothesis as to the fact that 
several among them may be identical, and have the same equivalent 
for the same letter, the first, the n+ lth, the 2 to 4- lth letters will be 
encoded with the same series. Now, there is a means, when we have 
a cryptogram to deal with, of formulating hypotheses on the value of 
n and of verifying them, and, this being done, we can apply the search 
for the “E,” on the one hand, to the first, n+lth, Kn + lth letters, 
and on the other, to the second, n + 2th, Kn + 2th, etc. It is seen at 
once that if n is very large, it is possible that there is no 2n+lth 
letter in the cryptogram, and then it will be extremely difficult to 
find “E,” as we shall have for this research only two letters, the first, 
and the n+ lth, none of which perhaps represents “E.” It is there- 
fore important in enciphering to take a very large n, that is, to use the 
series of equivalents in a long and complicated order for a large 
number of letters before terminating a period in this order, and to 
recommence in thp same order with the first series, then the 
second, etc. 

When a long complicated order of this kind is taken with dials 
the operator runs great risk of making errors. He would risk none, 
if, for example, he so moved the dials as to advance the correspond- 
ing positions by a single letter every time that he enciphered a letter 
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of the text, but after 26 movements he would take up the sequence 
again. By advancing by two letters each time the period would be 
a factor of 26 — 2 or 13. By adopting irregular movements we have 
much longer periods. If the operator runs the risk of making a 
mistake by forgetting the complicated movements made or to be 
made, a cogwheel gearing with teeth so arranged as to produce the 
variable movement desired at each complete turn of a certain crank, 
for example, would not make a mistake, and in this way we could 
have long periods and cryptograms presenting great difficulties to the 
specialists. It has been attempted to print the cryptograms with a 
typewriter when the letters of the clear text are struck. Let us 
suppose that a connection is formed for each position of the dials, 
between the letter of the large one and that of the small one (for ex- 
ample, two contact pieces each belonging to one of the dials giving 
passage to an electric current), so that the letter of the large dial is 
connected with the key of the keyboard, that of the small one with 
the letter printed, and it will be seen that by striking the same key, 
a letter which will depend on the relative position of the two dials 
will be printed. By means of devices multiplying the action of the 
pair of dials which we have considered by that of the similar pairs, 
moved by different cogwheel gears, so that the letter printed 
will depend on the different laws of change represented by 
these cogwheel gears, we shall have periods of several millions of 
letters — that is, for one sentence of the clear text to be repeated or 
represented the second time by the same cryptogram as the first, 
it will be necessary for millions of letters to separate the two repe- 
titions. Otherwise the cryptogram will be different, and the repe- 
tition will not appear. From the point of view of crytography the 
method offers a quite considerable security. 

An arrangement permits of automatic decoding. 

Such machines do not require, it would appear, technical ability 
in the persons using them, A secretary typewrites the clear text; 
it is the cryptogram which is automatically printed. Perhaps, as a 
matter of fact, the cryptanalysts will find some clues in studying the 
blunders, the errors, the texts enciphered from the same position of 
the dials, etc. At any rate, with respect to the employment which 
concerns us — their use in the armies — the present machines are 
cumbersome and expensive and the models which have been pre- 
sented as military models, do not appear to be perfected. 

It will therefore still be necessary to work with the present methods, 
code books and cipher systems. We have shown that in time of 
war a certain number of systems have been broken down. It ap- 
pears that the publicity raised concerning these questions, after the 
armistice, led those who employ the wireless telegraph in transmit- 
ting cryptographic dispatches, to complicate their systems and to 
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entrust the service to a select personnel who know how to avoid 
gross errors, and know well the resources placed at their disposition, 
so that the security of communications is greatly increased thereby. 

We must seek to profit by the same advantages for war time. In 
concluding, we shall repeat once more, that a good encoder, and, in 
another branch, a good cryptanalyst, is not selfmade; that code 
work is a technical service, in which it is well to follow the advice 
of experts ; that if the personnel charged with the work is not capable 
of encoding well, we must place at their disposal simple signals on 
which there is no cryptographic operation to perform, it being pos- 
sible to compile signal tables of this kind at any desired time, for 
almost all needs; and, in conclusion, we shall set down the sentence 
often repeated by one of the chiefs of the code service to the armies : 

Encode well or do not encode at all. In transmitting clear text, you give only 
a piece of information to the enemy, and you know what it is; in encoding badly, 
you permit him to read all your correspondence and that of your friends. 



THE NEW REGULATIONS GOVERNING CODE LANGUAGE IN 
INTERNATIONAL COMMUNICATIONS * 

By Maj. William F. Friedman, Sig-Res., Secretary and Technical Adviser of 
the American Delegation to the International Telegraph Confereuce of 
Brussels 

In the latter part of September, 1928, the International Telegraph 
Union held its twelfth conference at Brussels, Belgium. Contrary 
to all precedent, this conference was called to deal with but one of 

*(No. 47. March, 1929) 
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the many matters connected with international communication, 
namely, the rules governing the drafting of international corre- 
spondence in code language, a subject which has been a source of 
difficulty ever since the founding of the Telegraph Union in 1865. 
While the United States, for reasons which fall outside the scope of 
this article, is not a member of the Telegraph Union and therefore is 
not a signatory to the International Telegraph Convention, neverthe- 
less an invitation is usually extended this country to send a nonvoting 
delegation to participate in the deliberations of the telegraph confer- 
ences that are held about every five years, political Conditions permit- 
ting. In the case of the Brussels conference the United States was 
in the position of a more or less powerless but vitally interested 
spectator. 

A knowledge of the historic background of the matter that the 
Brussels conference was called upon to study is essential to an appre- 
ciation of the very serious problem with which it was confronted, 
and for which it had to find some solution. Only a very cursorjr sur- 
vey of this background can here be indicated. For those interested 
in details, reference is made to a paper prepared by the present 
writer, in connection with the International Radiotelegraph Confer- 
ence of Washington. 1 Suffice it here to indicate that although it is 
certain that codes were employed from the very birth of electric teleg- 
raphy, in about the year 1840, and although the first international 
telegraph conference took place in 1865, it was only at the 1872 con- 
ference that even so much as a definition of plain language was in- 
corporated in the regulations, to say nothing of a definition of code 
language. For a long time code words were treated in the same 
manner as plain-language words, for practically all code words were 
merely bona fide dictionary words to which arbitrary or code mean- 
ings had been assigned. By cipher language was meant only groups 
of figures, which were charged for at the rate of five figures per word. 
Code words, on the other hand, were charged for as single words 
up to 15 letters in length, and, at one time, up to seven syllables in 
length. Moreover, it was permissible to use words taken from any 
or all of the 50 or more languages authorized for international tele- 
graph correspondence. Such a generous regulation, coupled with the 
fact that code language words were charged for as though they were 
plain language words, was bound to lead to abuses and difficulties. 
Also, the multiplicity of languages permitted, the technical inade- 

1 An official report entitled “ The history of codes and code language, the international 
telegraph regulations pertaining thereto, and the bearing of this history on the Cortina 
report.” It may be procured from the Superintendent of Documents, Government Printing 
Office, Washington, D. C., at 20 cents per copy. A limited number of copies is available 
for distribution for official use and may be obtained upon request from the office of the 
Chief Signal Officer. 
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quacies of dictionary words when used as code words, the errors in 
transmission due to the unfamiliarity of telegraph operators with the 
many languages employed, and so on, all combined to produce serious 
delays and difficulties in the exchange of international communi- 
cations. 

Attempts were made by the conferences of 1885, 1890, 1896, and 
1903 to establish an official vocabulary of dictionary words that 
could be used as code words, and to make the use of this vocabulary 
obligatory. Naturally there was great opposition to such a project 
on the part of the large users of the telegraph facilities, even. though 
this might have standardized code words and reduced their diffi- 
culties. Their principal objection, however, nobody brought clearly 
to light, perhaps because none of the official delegations understood 
the matter, perhaps because none of them dared state it openly. It 
was this: The large users had discovered a way of making code 
words so that they could send two or more at the cost of only one, 
a procedure which, of course, was highly useful to the users, and 
detrimental to the operating agencies. The method was to employ 
a code book in which figure groups (from 00001 to 99999, for exam- 
ple) were used as code groups, and then to substitute pairs of letters 
for the numbers. Thus, the two code groups 17529 43072 might be 
transformed into the code word AFLOZUCORE, which might pass 
as a dictionary word in one of the 50 languages, and thus be charged 
for as a single word. By similar procedure one might send three 
or more code words in a single chargeable word. But aside from 
this, such artificial words, as they soon came to be called, had other 
advantages. Operators found them to be easier to handle than many 
bona fide dictionary words belonging to foreign languages with 
which they were not familiar, words such as AANGEHAARD, 
AANGELIJKT, etc. Users also found them easier to correct if 
mutilated in transmission and much more flexible and economical 
than dictionary words. It was not long before the use of artificial 
words, despite the fact that they were not legalized and constituted 
evasions of rules winked at or tolerated on account of competition, 
became deeply rooted in the telegraph industry and their eradica- 
tion could hardly be effected. Finally, in 1903 the use of artificial 
words was legalized by the introduction of a rule, which, unfortun- 
ately, was soon to lead to even greater difficulties. This was the 
famous “ pronounceability rule,” which read as follows : 

Code words, whether real or artificial, must be composed of syllables which 
can be pronounced according to the usage of one of the following languages: 
German, English, Spanish, French, Dutch, Italian, Portuguese, or Latin. 

At the same time, the provision that code words could be of a 
maximum of 10 letters (adopted in 1875) was retained. Whether or 
not the members of the 1903 conference saw the large loophole that 
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•was thus left in the regulations is not clear, but code compilers and 
code users were quick to find it. Since code words merely had to be 
composed of syllables pronounceable according to the usage of 1 or 
more of 8 languages, and since these words could be of a maximum 
of 10 letters, there seemed to be no reason why codes should not be 
based upon 5-letter words and why every 2 such 5-letter words in a 
message should not be regularly joined in pairs forming 10-letter, 
singly-charged-for words. Thus, of course, the cost of every code 
message could be cut in half. The new idea spread like wildfire. At 
first these codes contained only about 30,000 code words which could 
be regarded as fairly pronounceable, words such as FORAB, 
LUFFA, FREAN, etc. They also incorporated a principle termed 
the “2-letter difference,” that is, each code word in the book dif- 
fered from every other code word in the same book by at least two 
letters. This principle was absolutely essential for safety in trans- 
mission and ease in correction of errors, but it greatly reduced the 
possibilities for the construction of euphonic words. Naturally, 
when code books began to increase in their extensiveness and the total 
number of code words in a single code grew from 30,000 to 60,000, 
then 70,000 and more, all with a 2-letter difference, the code words 
became less and less pronounceable. Such outlandish assemblages 
of vowels and consonants as EYYHOGORGT, BEEUHDWEWF, 
and ZAQROTJARSC became common and, moreover, if even trained 
linguists and phoneticists could not dispute their “ pronounceability ” 
according to the definition adopted, what could be expected of the 
poor telegraph clerks? For the condition known as pronounce- 
ability can not be defined with precision, and even the significance 
of the simple word “ syllable ” taxes the knowledge of experts. The 
1903 rules were simply impossible to interpret and enforce. 

If the 1908 telegraph conference of London had any idea of being 
able to stamp out these artificial words and of eradicating a prac- 
tice which grew out of an oversight on the part of the 1903 confer- 
ence, such an idea was speedily dispelled. The fact that the 1903 
conference had had absolutely no intention of authorizing any pro- 
cedure that would permit of joining two code words and passing 
them off as single, 10-letter words was clearly emphasized, but the 
1908 conference was powerless to change the situation. The argu- 
ment was that although the 10-letter code words might not conform 
to the spirit of the rule established in 1903, they most certainly did 
conform to the letter of that rule ; it was merely unfortunate that the 
rule was not made more specific. But even the attempts of the 1908 
conference to add precision to the definition of code words, and to 
set up a code control committee were without any practical effect, 
and the situation grew- from bad to worse. A conference was to be 
held in 1915 but had to be postponed on account of the World War. 
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Immediately after the war there was a tremendous increase in inter- 
national telegraphy and a corresponding increase in the number and 
size of codes, and code words lost practically all semblance of pro- 
nounceability. Finally, in 1925 a conference was held in Paris. But 
the question of code language was impossible of solution by that con- 
ference, which appointed a special committee to study the whole 
matter and report its findings to the next international conference, 
whether radiotelegraph or telegraph. This committee met in 1926 
at Cortina d’Ampezzo, Italy, and tried to present its report for de- 
cision of the Washington Radiotelegraph Conference in 1927. But 
the latter decided it had no jurisdiction in the case, and on account 
of the urgency of the matter it recommended that the next inter- 
national telegraph conference, which had been scheduled to take 
place at Brussels in 1930, be advanced to 1928. This recommenda- 
tion was acted upon, with the proviso that the sole subject to be 
discussed should be that of the rules governing code language. 

Realizing the importance of the question to American commerce 
and industry the Secretary of State, upon receipt of an invitation 
extended this country to participate, recommended to the President 
that a careful and detailed study should be made, and that a delega- 
tion of experts be sent to represent the United States at the Brussels 
conference. The experts of this delegation made an intensive study 
of the report of the Cortina committee referred to above, and of the 
financial effects which the carrying out of its recommendations would 
have upon American business. In a nutshell, what the Cortina com- 
mittee proposed was that all restrictions upon the construction of 
code w r ords be removed and that code words merely be required 
to be not longer than five letters. But if 10-letter code words are 
cut in half, then what adjustment should be made in the rates for 
the new 5-letter words? Should the new rate be 50, 60, 70, or 75 
per cent of the old rate? On this point the committee could come 
to no definite agreement, and, of course, therein lay a source of 
great difficulty. It is impossible here to go into the mathematical 
calculations and considerations the Cortina committee presented. 
There was no desire and no attempt to increase the receipts of the 
operating agencies, but all the adjustments proposed seemed to mean 
a material increase in the costs of overseas communication for code- 
language users, with a corresponding decrease in costs to plain- 
language users. Now the fact is that the code-language users 
are the business concerns, _whose traffic forms about 88 per 
cent of the overseas business of the communication companies, 
and that the plain-language users are the private individuals, the 
total of whose traffic forms 12 per cent of the overseas business of the 
communication companies. The latter class of users is unorganized 
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and not particularly interested in these matters, whereas the former 
is vitally interested, fairly well organized and can make its wishes 
known. In fact, at the Brussels conference the large users of the 
telegraph, cable and radio facilities were represented by an official 
delegation from the International Chamber of Commerce, and this 
delegation made strenuous objection to any decrease in rates to the 
small users at the expense of the large users, the large business 
interests. One may conjecture what would have happened if there 
had also been present an official delegation representing the small 
users, the millions of private individuals scattered over the whole 
world. 

What did happen, however, rvas that after an apparent deadlock 
that lasted throughout half the conference a compromise was finally 
reached in an attempt to satisfy all interests involved. The follow- 
ing outline of the protocol finally adopted was drawn up by the 
writer to show the most important features of the new regulations. 

TYPES OF LANGUAGE 

PLAIN LANGUAGE 

Plain language is that which presents an intelligible meaning in 
one or more of the languages authorized for international telegraph 
correspondence, each word and each expression having the meaning 
which is normally attributed to it in the language to which each 
belongs. 

Requirements a/nd conditions. — ( a ) Maximum length of word, 15 
letters. 

(b) Must present intelligible meaning; each word and expression 
must have meaning normally attributed to it in the language to 
which each belongs. 

( c ) Telegrams of this class must be wholly in plain language, but 
presence of bona fide commercial marks or commercial abbreviations 
in current use, registered addresses, or check words in banking tele- 
grams are permitted. 

(d) Unions of plain-language words prohibited. 

Tariff. — Same as at present, at rate of 15 letters per word or 
authorized compound word. (Check word in banking telegrams 
must not exceed 10 characters in length.) 

SECRET LANGUAGE 
CODE LANGUAGE (DEFINITION) 

That which is composed of (a) artificial words, or (2>) bona fide 
words not having the meaning normally attributed to them in the 
language to which they belong and accordingly not forming compre- 
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hensible phrases in one or more of the languages authorized for tele- 
graphic correspondence in plain language, or ( c ) a mixture of bona 
fide words thus defined and artificial words. 

CODE LANGUAGE (CATEGORY A: THE 10-LETTEB SYSTEM) 

Requirements and conditions. — (a) Maximum length of word, 10 
letters. 

( b ) Words of 5 letters must contain at least 1 vowel. Words 
of 6, 7, or 8 letters must contain a minimum of 2 vowels; at least 1 
vowel must appear in first 5 letters, and at least 1 in remainder of 
word. Words of 9 or 10 letters must contain a minimum of S vowels; 
at least 1 vowel must appear in first 5 letters and at least 2 vowels in 
remainder of word, or vice versa, at least 2 vowels must appear in 
first 5 letters and at least 1 vowel in remainder of word. The vowels 
are A, E, I, O, U, Y; code words can not contain the accented letters 
a, k, a, 6, n, 6, u, and the combinations oe, ®e, aa, ao, ue, ch are each 
counted as two letters. 

(c) Mixture of plain, code, and cipher language words permitted. 

(d) Unions of plain-language words prohibited. 

(e) Code book must be shown, if requested by authorized offices. 

Tariff. — Same as at present, at rate of 10 letters per code word. 

Plain-language words inserted in code text at rate of 10 letters per 
word. Cipher-language words inserted in code text at rate of 5 
characters per word. 

CODE LANGUAGE (CATEGORY B: THE 5-LETTER SYSTEM) 

Requirements and conditions. — (a) Maximum length of word, 5 
letters. 

(b) No conditions or restrictions as to construction of words, ex- 
cept that they can not contain the accented letters a, a, &, e, n, o, ii, 
and the combination oe, ae, aa, ao, ue, ch are each counted as two 
letters. 

( c ) Unions of plain -language words not prohibited. 

(d) Mixture of only plain and code language words permitted; 
figures or groups of figures, except bona fide commercial marks, pro- 
hibited. 

Tariff. — Word count at the rate of five letters per word, charged 
for at two-thirds the full rate in extra-European regime, and at 
three-fourths the full rate in European regime. (Telegrams from 
the United States to all other countries, except Canada and Mexico, 
belong to the extra-European regime or system.) A minimum 
charge for four words compulsorily collected. Plain-language words 
inserted in code text counted at rate of five letters per word. 
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CIPHER LANGUAGE 

This consists of (a) Arabic figures, groups, or series of Arabic 
figures having a secret meaning, or ( b ) words, names, expressions, 
or combinations of letters not fulfilling the conditions of plain 
language or code language. 

Requirements and conditions. — (a) No fixed maximum length of 
word or group. . 

(6) No conditions or restrictions as to construction of groups. 

(c) Mixture of plain and cipher language words permitted. 

( d ) Unions of plain-language words prohibited. 

Tariff. — Same as at present, at rate of five figures or letters per 
word, charged for at full rate. Plain-language words inserted in 
cipher text counted at rate of 15 letters per word. 

No change is made in the present method of counting and charg- 
ing for words in the address and signature. As to taxation, a code- 
language telegram can not be considered as belonging partly to 
category A and partly to category B. From this standpoint it must 
be classified in one of the two categories, the other being excluded. 
******* 

Whether these new regulations, which go into effect on October 1, 
1929, will be more practicable and more satisfactory than the old 
ones remains to be seen. It is to be feared that the examination of 
code telegrams of category A to see whether all the words conform 
to the vowel requirements will be difficult in practice. There are 
many codes in use to-day, especially the large codes, which have an 
appreciable number of 5-letter code words that contain only one 
vowel. When two such words are joined together to form a single 
10-letter word there will be but two vowels. Such words will have 
to be charged for at the rate of five letters per word, and will there- 
fore count as two words. The examination of thousands of cable- 
grams and radiograms filed daily within a short period, usually 
toward the close of the day’s business, will be a serious matter for 
the communication agencies, and even now serious doubts as to the 
practicability of enforcing the vowel requirements for words of this 
class are being expressed. Again, under category B, since any group 
of five letters whatsoever is permissible, is the union or running to- 
gether of plain-language words chopped up into 5-letter groups 
going to be tolerated? The new regulations specifically prohibit 
this practice under category A but are silent in this respect under 
category B. Will some of the companies and administrations per- 
mit the practice while others resist it? Will old codes be revised so 
as strictly to conform to the vowel requirements of category A ? Will 
new and much larger codes be compiled to take advantage of the 
possibility of using category B? Will the 5-letter words prove 
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themselves to be superior to the 10-letter ones on account of their 
shorter length? Will the vowel requirements of words of category A 
reduce the errors and make the 10-letter words easier to handle by 
telegraph personnel? On this point grave doubts may be expressed. 
If, as seems to be the belief of the majority of the principal delegates at 
the Brussels conference, the presence of vowels aids in accuracy and 
ease of handling code messages, what was gained in this respect by the 
decision taken? 

According to statistics presented to the Cortina committee, the 
average number of vowels in the present-day, 10-letter code words is 
4,322. The new regulations will require the presence of only three 
vowels. Does this then not represent a loss rather than a gain? 
Furthermore, the present-day large codes contain approximately 
100,000 code words, of which over 50 percent are of difficult or doubtful 
pronounccability and for that reason are considered to have brought 
on the serious situation in which code communication finds itself 
today, according to the Cortina committee. Will the new regulations 
reduce the number of code words that can be employed? On the 
contrary, the number will be greatly increased, for the theoretical 
maximum number 1 of 5-letter code words with a 2-letter difference, 
each containing at least two vowels, is 150,480. This will practically 
increase the present capacity of codes by 50%. What then has been 
gained, aside from the elimination of disputes concerning prounce- 
ability — which for all practical purposes had alreadyjaeen allowed to die 
a more or less natural death? 

These and many other questions present themselves, the answers to 
which the next telegraph conference (to take place in Madrid in 
1932) will be called upon to determine. In the meantime, from October 
1, 1929, to 1932, there will be opportunity to observe both the 10-letter 
and the 5-letter systems in operation side by side and to form an 
opinion as to the merits of each system. In the end the now' compli- 
cated rules will have to be simplified by the adoption of a single 
system. 2 

1 See Friedman, W. F., and Mendelsohm, C. J., Notes on Code Words , in The American Mathematical 
Monthly , Vol. XXXIX, No. 7, Aug.-Sept., 1932. 

2 A limited number of copies of the English translation of the documents relating to the Brussels conference* 
including those of the Cortina committee, arc available for distribution for official use. They may be ob- 
tained from the Department of State, or from the office of the Chief Signal Officer. 
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TANNENBURG— A STUDY IN FAULTY SIGNAL COMMUNICATION * 

By MaJ. H. C. Ingles, Signal Corps 



The officer who would keep abreast of the military profession can 
not afford to neglect the study of history. There are many lessons 
that can be drawn from the success or failure of commanders in the 
past. This is as true in the study of signal communication as it is 
with strategy and tactics. Unfortunately, the material available for 
the historical study of signal communication is extremely limited. 
However, the campaign of the Russian Second Army in August, 
1914, culminating in the Battle of Tannenburg, is an exception in that 
there is considerable material available to indicate the status of 
signal communication. Probably no campaign of the World War 
furnishes such an example of faulty signal communication and the 
difficulties of command arising therefrom. It is the purpose of this 
article to briefly review this campaign and, in so far as available 
source material will permit, to point out the deficiencies in signal 
communication. 

ORGANIZATION* 

First it is necessary to briefly consider the organization of the 
Russian Army when war was declared in 1914. The infantry divi- 
sion was the basis of the Russian war organization, as wss the case 
with the other first-class powers. The Russian infantry division 
consisted normally of two infantry brigades (each consisting of two 
4-battalion regiments of infantry), a field-artillery brigade of six 
8-gun batteries, and a very small allotment of technical and admin- 
istrative troops. There was a small signal detachment as a part of 
the headquarters. In some divisions these signal detachments were 
apparently quite efficient, but in all cases they had only very scant 
equipment. They were initially supplied with only a small amount 
of wire, which was quickly exhausted in the early stages of the cam- 
paign and was not replenished. The divisions (with the exception 
of some of the cavalry divisions) were not supplied with radio. 

*(No. 49, July-August, 1929) 
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There 'were small signal detachments in each infantry regiment, but 
these were indifferently trained and practically without equipment. 
In all, the Russian infantry division contained about 20,000 men — 
about the total strength of our present Infantry division— but with a 
higher proportion of infantry and a less proportion of administrative, 
technical, and supply troops than our division. 

There were also permanent organizations known as rifle brigades. 
Each of these consisted of four infantry regiments, of two battalions 
each, and three 8-gun batteries of light artillery. Aside from small 
detachments of infantrymen partially trained in signal work, these 
rifle brigades were without signal troops. 

The army corps normally consisted of two infantry divisions ; one 
light-howitzer division (two 6-gun batteries) with a howitzer park 
(repair and ammunition supply) and one battalion of sappers (en- 
gineers). It is this battalion of engineers with which we are the 
most concerned. It consisted of three sapper companies (similar to 
our combat Engineer companies) and two telegraph companies. In 
the Russian Army signal communication was a function of the engi- 
neers. The telegraph companies were primarily trained and equipped 
to install and maintain telegraph lines and installations, but they also 
carried a small amount of telephone equipment. 

There was no fixed organization for the army. There were 
5,000,000 men in the regular army and its reserve classified for mo- 
bilization, about 3,000,000 of which were to be organized into 9 or 10 
armies. Each army had a different organization, according to its 
mission and the theater in which it was to operate. 

In addition to the signal organizations mentioned above, there were 
independent telegraph companies, telegraph columns, telephone 
establishments, and field radio stations. These were intended to be 
assigned to the headquarters of the various armies, army groups, 
and general headquarters. 

The independent telegraph companies were organized similarly to 
the telegraph companies regularly assigned to the army corps but 
were provided with more wire. These organizations appear to have 
been fairly efficient as far as line construction was concerned, but 
very short on operators, and those that they had were poorly trained 
and inexperienced. We have no signal organizations in our army 
parallel to these telegraph companies. They seem to have been 
somewhat similar to the telegraph trains organized by McClellan 
for the peninsular campaign in 1862. 

The telegraph columns were lines of communication troops and 
were probably somewhat similar to our construction companies. 
There is little or nothing that has come down to us from which we 
can determine their organization and equipment. 
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Telephone establishments were organizations provided with 25 
telephone instruments. They had sufficient switchboards, wire, and 
personnel to establish a telephone installation of not to exceed 25 
subscribers’ stations. 

A field radio station was an organization provided with personnel 
and equipment to establish and operate one radio station. There is 
no information available as to the type of set provided for these 
stations. It was undoubtedly spark equipment and must have had 
sufficient power to cover a range of at least 100 miles. This is inferred 
from the fact that messages sent from the headquarters of the Second 
Russian Army at Ostrolenka were heard and copied at the headquar- 
ters of the Eighth German Army at Reisenburg, about 110 miles 
away. Field radio stations were provided at corps headquarters as 
well as at army headquarters. 

CONCENTRATION AND THE GENERAL SITUATION 

With this brief survey of the Russian Army organization, we must 
next consider the military situation on the East Prussian frontier. 1 
Only the Russian Second Army was involved in the Battle of Tannen- 
burg, but in order to clearly understand the situation we must also 
consider conditions on the entire front of the northwest army group. 
The army group on the northwest front consisted of the First Army, 
under General Rennenkampf, and the Second Army, under General 
SamsonoiT. The entire northwest front was under command of 
General Jilinsky, whose headquarters were at Volkovisk during the 
first part of August, but about the middle of the month moved up 
to Bialystok. The First Army consisted of the Third, Fourth, and 
Twentieth Corps; Fifth Rifle Brigade; First and Second Guard 
Cavalry Divisions ; First, Second, and Third Cavalry Divisions, and 
First Independent Cavalry Brigade. Its concentration took place 
generally on the right along the line Kovno-Simno-Drusieniki. Dur- 
ing the concentration First Army headquarters was at Yilna (about 
40 miles east of Kovno). On August 17 it moved up to Wierzbolowo. 

The Second Army, consisting of the- Second, Sixth, Thirteenth. 
Fifteenth, and Twenty-third Corps; First Rifle Brigade, and Fourth, 
Sixth, and Fifteenth Cavalry Divisions, concentrated along the gen- 
eral line Augustow-Osowiec-Zambromo-Serock, with the Thirteenth 
Corps concentrating at Bialystok. The headquarters, Second Army, 
was initially at Bialystok, but on August 18 moved to Ostrolenka. 

Opposed to the First and Second Russian Armies the Germans had 
in East Prussia the First, Seventeenth, and Twentieth Corps and 
the First Reserve Corps; the First Cavalry Division, and garrisons 
of all the fortresses. In all, the Germans had available 144 batallions 



1 See map. 
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of infantry and 84 squadrons of cavalry with which to oppose the 
Russian 250 batallions of infantry and 230 squadron of cavalry. How- 
ever, the Russian concentration had been ordered before mobilization 
was complet, and the units were by no means up to strength. The 
Germans were at least equal in light artillery and had considerable 
superiority in heavy artillery. The German troops in East Prussia 
were organized into the Eighth Army under Von Prittwitz with 
Graf von Waldersee as his chief of staff. The Eighth German Army 
was later reinforced by two corps from the western front, but these 
did not reach East Prussia until after the Battle of Tannenburg. 

The Russian plan of campaign was for the First Army to advance 
into East Prussia north of the Masurian Lakes, crossing the frontier 
two or three days before the advance of the Second Army. It was to 
draw onto itself the main German forces. The Second Army was 
to cross the frontier two or three days later and, advancing south 
and west of the Masurian Lakes, cut off the withdrawal of the Ger- 
mans to the Vistula River and destroy them. Thus we see that the 
plan involved a gigantic turning movement or, if this was not en- 
tirely successful, an envelopment. The two armies were to effect 
a junction somewhere west of the Masurian Lakes. 

It will be readily appreciated from a glance at the map that by 
separating the two armies by the difficult lake region this plan greatly 
increased the difficulties of lateral signal communication. This 
danger seems to have been appreciated by Russian general head- 
quarters, as the instructions issued Jilinsky contained the following 
specific order : 

The closest liaison must be maintained between the First and Second Armies 
a sufficient screen being placed in front of the lake position. 

This part of his instructions does not seem to have greatly im- 
pressed Jilinsky. His orders to the Second Army directed that the 
Second Corps advance through the lake region, thereby providing a 
screen for the lake position, but he did this because he feared a 
German advance through the Lotzen Gap rather than for the pur- 
pose of maintaining liaison between the armies. He did not charge 
either army commander with the responsibility of maintaining signal 
communication with the other, nor did he make any provision for 
maintaining this communication himself. There is nothing to indi- 
cate that the principle that lateral communication between subordi- 
nate units is the responsibility of the first common superior, now ac- 
cepted in our Army, was then recognized in the Russian Army. 

During the concentration the mainstay of the signal communica- 
tion system was the network of Government-owned telegraph lines. 
In general, these lines followed the railroads, but not all railroads 
had telegraph lines. Since, during the concentration, army and 
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corps headquarters -were uniformly placed on the railroads, the exist- 
ing telegraph system satisfactorily met the situation until the 
advance started. Instructions sent out telegraphically from army 
group and army headquarters during the concentration seem to have 
been uniformly received and acted upon the same day as sent. Since 
the corps concentration areas were small (in only one case was a 
corps concentration area more than 10 miles across) the corps com- 
manders had no difficulty in communicating with their divisions. 

THE .ADVANCE 

Pursuant to the general plan outlined above, General Jilinslcy 
ordered the First Army to cross the frontier on August 17, advanc- 
ing from the line Wierzbolowo-Suwalki to the line Insterburg- 
Angerburg. The Second Army was ordered to cross the frontier 
on August 19, advancing from the line Augustow-Grajewo-Myszy- 
niec-Chorzele to the line Rudczanny-Passenheim and thereafter 
to continue its advance to the line Rastenburg-Seeburg. Instead of 
issuing one order which contained instructions for each army, Gen- 
eral Jilinsky issued a separate order to each army. He informed the 
commander of the First Army, General Rennenkampf, that the 
Second Army would advance to the line Lotzen-Rudczanny- 
Passenheim. General Rennenkampf therefore expected to gain com- 
munication with the right flank of the Second Army in the vicinity 
of Lotzen. However, as we have seen, the orders issued the Second 
Army directed an advance to the line Rudczanny-Passenheim. 
Under these orders the right flank of the Second Army would have 
been at Rudczannv, nearly 30 miles from Lotzen, leaving a gap 
which could only be partially screened by the Second Corps. How- 
ever, General Samsonoff did not obey these orders but directed the 
advance of the Second Army on the line Dombrowy-Mlawa, to be 
reached August 20, and the line Ribben-Waplitz, to be reached 
August 24. He thus increased the gap between the two armies by 
about 30 miles, so that the total gap which actually existed was about 
60 miles, with only the Second Corps to cover it. It should be 
noted that the Second Corps was in this gap and belonged to the 
Second Army. Samsonoff's only means of signal communication 
with this corps was by telegraph via the circuitous route Ostrolenka- 
Ostrow-Bialystok-Lyek. This route also involved several manual 
relays. The result was Second Army headquarters was almost con- 
tinuously out of communication with the Second Corps. 

The general picture is now complete and we see the First Army 
north of the Masurian Lakes and moving westward ; the Second Army 
south of the lakes and moving northwest and between the flanks of 
the armies a gap of 60 miles covered by only one corps, which was 
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out of communication with its own army. The operation of the 
concentric advance on a concentrated enemy is a classic one in his- 
tory. There is no operation in the realm of strategy which re- 
quires more careful timing and none that requires a more complete 
and reliable signal-communication system. Here there was no 
direct signal communication between the First and Second Armies. 
All communication between the army commanders had to be routed 
through Bialystok, the headquarters of the northwest front. Gen- 
eral Jilinsky had telegraphic communication with each army com- 
mander most of the time but failed to inform each commander of 
the situation in the other army. 

The First Army took no part in the battle of Tannenburg, and 
we will consider only those features of its operations which had a 
bearing on the fate of the Second Army. In order for the corps 
to cross the frontier on August 17 as ordered, it was necessary for 
them to march from the concentration areas not later than August 
13. The necessary rear services to supply the troops were not ready 
to function until August 19. The Second Army started its advance 
six days before the rear services were ready to function. This had 
an effect on the signal situation in that when the small initial 
supply of wire was exhausted it was not replenished. In spite 
of the exhaustion of the troops and shortage of food and every- 
thing else, the First Army crossed the frontier on August 17 on 
schedule and the Third Corps gained contact with the Germans at 
Stalluponen. The Germans were successful in this first action but 
received peremptory orders from Von Prittwitz to withdraw to 
Gumbinen. The First Army continued a slow advance on August 
18 but by night the rear services were in such disorder that they 
had practically ceased to function. The signal system was blocked 
with undelivered telegrams. Communication by wire between army 
headquarters and corps command posts was practically impossible. 
In desperation the army orders for the 19th, which were to advance 
to the line Ozballen-Goldap and halt there during August 20, were 
sent out by radio. These orders were sent out in the clear. They 
reached the corps on the morning of the 19th, and then only in muti- 
lated form. The corps receiving stations must have been at fault, 
as the Germans picked up these orders correctly, and were thus 
informed of the Russian movements for the next two days. Von 
Francois, the commander of the German First Corps which was 
opposing Rennenlcampf, was quick to take advantage of this in- 
formation and launched a successful attack. However, the German 
Seventeenth Corps failed to promptly support him and the action 
was indecisive. Von Prittwitz now received information that the 
Russian Second Army had crossed the frontier. He became fear- 
ful of the situation and ordered the German forces to withdraw 
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to the west of the Vistula River. When he called the German 
supreme headquarters at Coblentz and informed them of his action 
their reply was to promptly relieve both Von Prittwitz and hia 
chief of staff and replace them by the solid Von Hindenburg, with 
the nimble-minded Ludendorff as his chief of staff. 

OPERATIONS OF THE SECOND ARMY 

As has been previously pointed out, the Second Army, under 
General Samsonoff, was to cross the frontier two days after the First 
Army crossed. Under General Samsonoff’s orders they began their 
advance August 15 and by the 20th had reached the line prescribed 
by the army commander, Dombrowy-Mlawa. Though the advance 
started two days later than that of the First Army, the rear services 
were not yet organized. The country through which the army ad- 
vanced was a waste land, intentionally left that way by the Russians 
as a protection against a long-feared invasion of Poland from East 
Prussia. Roads were few and those that existed were mere sandy 
tracks. On the 18th the Second Army headquarters moved to Ostro- 
lenka. By August 21 the main body of the army had reached the 
line Friedrichsfeld-Willenberg-Mlawa. The Second Corps had 
reached Arys, just east of the Masurian Lakes. Samsonoff was now 
completely out of communication with the Second Corps and it was 
acting practically as an independent force. Jilinsky decided that the 
First Army could better control the Second Corps, and on the 21st 
transferred it to the command of the First Army. Since Jilinsky 
was the only one who had any signal communication with this corps, 
it would have been better to have kept it under his own command. 
By August 22 the army was so exhausted by continuous marching 
over abominable roads and from lack of food that only a straggling 
advance was possible. On August 23 the Sixth Corps advanced to 
Ortelsburg, the Thirteenth Corps to Jedwabna, the Fifteenth Corps 
to Neidenburg, the Twenty-third Corps (only one division of this 
corps was present) to Koslau, and the First Corps (which had been 
attached to the Second Army on the 20th) to Soldau. It will now 
be seen that Samsonoff had only one corps, the Sixth, on the line of 
his original objective. All the remainder were well to the west of it. 
The dangerous gap between the First and Second Armies was ever 
widening. Jilinsky saw the danger, and on the 23d directed Sam- 
sonoff to march on the line Sensburg-AUenstein. The position of the 
army now made this practically impossible. As a staff officer at the 
headquarters of the northwest front expressed it, “ Samsonoff was 
pulling the army to the left, and Jilinsky was pulling it to the right.” 

On the 24th the Fifteenth Corps encountered the German Twentieth 
Corps in the vicinity of Orlau and fought an indecisive engage- 
ment. The Thirteenth Corps changed its direction of march to 
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strike the German left flank, but during the night, 24th-25th, the 
Germans withdrew. Samsonoff assumed that they withdrew in the 
direction of Osterode. Strengthened by this assumption (which 
was unfounded, as the German Twentieth Corps did not withdraw 
to Osterode, but to Hohenstein), Samsonoff again requested the com- 
mander of the northwest front to permit him to march on the line 
Allenstein-Osterode. This time Jilinsky yielded to the westward 
pull of Samsonoff and acquiesced, but directed that at least one corps 
and one cavalry division remain between Allenstein and the 
Masurian Lakes. 

GERMAN MOVEMENTS 

When Ludendorff arrived at German supreme headquarters on 
August 22 he at once began issuing orders. He and Von Hinden- 
burg arrived at the headquarters of the Eighth German Army on 
August 23 and assumed control. On August 24 it will be remem- 
bered the German Twentieth Corps fought an indecisive engagement 
with the Russian Fifteen Corps in the vicinity of Orlau and then 
withdrew to the vicinity of Hohenstein. On the 23d Ludendorff 
had ordered a withdrawal from in front of Rennenkampf and on 
the evening of the 24th he decided to make the Twentieth Corps the 
framework upon which to direct the Germans then withdrawing from 
Rennenkampf’s front. Consequently he placed the Twentieth Corps 
in position on the line Hohenstein-Gilgenburg and directed the 
Seventeenth Corps and the First Reserve Corps to concentrate on 
the left of the Twentieth Corps. He also directed the Third Reserve 
Division to the left of the Twentieth Corps. The First Corps was 
directed to the right of the Twentieth Corps. All available garrison 
troops from the Vistula were also to move to the right of the 
Twentieth Corps. A landwehr division from Schleswig-Holstein 
was started to the eastern front and directed to Biessellen. 

Ludendorff was able to order these moves without fear of Russian 
interference because the careless use of radio in the First Army had 
informed him of Rennenkampf’s intention to slow up his advance. 
On August 24 Samsonoff transmitted, by radio, to his corps com- 
manders his orders for the movements of the 24th and 25th. The 
Germans picked up these messages, so were fully informed as to the 
movements of the Second Army. 

SITUATION BT EVENING, AUGUST 2 5 

By evening of August 25 the Russian Second Army was disposed 
a9 follows: Sixth Corps, Bichofsburg; Fourth Cavalry Division, 
Sensburg; Thirteenth Corps, Kurken; Fifteenth Corps, Orlau; 
Twenty -third Corps (with only one regiment now absent), Lippau; 
First Corps (attached), Usdau-Grallau. 
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It should be noted that the Sixth Corps and the Fourth Cavalry 
Division, which had now been attached to the Sixth Corps, were 
approximately 30 miles from the right flank of the main body of the 
Second Army — over two days’ march. 

By the evening of August 25 the German Eighth Army was dis- 
posed as follows : First Corps and a detachment aggregating about a 
brigade, southeast of Montowo ; Twentieth Corps on the line Gilgen- 
burg-Hohenstein ; Seventeenth Corps, Gross Schwansfeld; First Re- 
serve Corps, east of Seeburg; Sixth Landwehr Brigade, east of See- 
burg. 

The picture is now complete. Samsonoff had disposed his three 
cavalry divisions on the flanks of the Second Army instead of in 
front, where they should have been, so was in complete ignorance of 
the German concentration and of the blow about to descend upon 
him. He was about to continue his advance on the line Allenstein- 
Osterode with the bulk of his army, leaving one corps and one cavalry 
division isolated on his right at a distance of over two days’ march. 

The troops were tired and unfed. Stragglers were numerous and 
the army much reduced by sickness. All had been marching over 
execrable roads since the 15th, and some even before that date. 

SIGNAL COMMUNICATION IN THE SECOND ARMY 

In addition to the telegraph companies that were integral parts 
of the corps, Samsonoff had with the army headquarters the follow- 
ing signal troops: One independent telegraph company, one tele- 
graph column, one telephone establishment, two field radio stations. 

The existing net of government-owned telegraph lines was de- 
pended upon as the mainstay of the signal system. However, this 
was pitifully inadequate. These lines ran as follows : 

( 1 ) Ostrow-Ostrolenka-Myszyniec. 

( 2 ) Ostr ow-Makow-Przasny sz-Mlawa . 

(3) Przasnysz-Chorzele. 

(4) Ostrolenka-Lappy-Bialystok. 

These towns were the only telegraph offices in the area of the 
advance. By August 20 all the corps except the Thirteenth Corps 
had advanced beyond these stations. The Thirteenth Corps was then 
at Chorzele, but by evening of the 21st it also had advanced beyond 
the end of the permanent telegraph lines. It then became necessary 
to extend the permanent lines with temporary construction in order 
to reach the command posts of the corps. 

It is a well-recognized basic principle that the impetus for signal 
communication must come from the rear and the superior unit must 
be held responsible for signal communication to the subordinate. 

This principle was not applied in the Russian Second Army, and 
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the corps were required to extend the telegraph lines from the near- 
est permanent offices. Each corps had but 50 miles of wire when it 
entered the campaign, and, due to the disorganization of the rear 
services, the wire supply was not replenished. The corps soon ex- 
hausted their supplies of wire in extending the permanent lines, 
leaving nothing for the corps signal systems to the divisions. The 
divisions had only a few miles of wire, insufficient for their own use, 
and were unable to help out the general shortage. 

The Independent Telegraph Company, which should have been 
employed installing and maintaining wire communication between 
Second Army headquarters and the command posts of the corps, was 
employed to build a telegraph line from Ostrolenka to Przasnysz and 
thence to Mlawa. This line was intended to furnish lateral com- 
munication, but it was so slow in building that by the time it was 
completed it had been decided to move army headquarters to Ortels- 
burg. Consequently the company was ordered to proceed to Ortels- 
burg. The army had available only about 80 miles of wire, and 
about 50 miles had been used in the Ostrolenka-Mlawa line. In order 
to recover the wire, it was ordered to take down this line, which it 
had just finished. At Chorzele, on its way to Ortelsburg, the order 
to proceed to Ortelsburg was revoked and the company was directed 
to go to Neidenburg. The company eventually arrived at Neiden- 
burg after Samsonoff had left and the fate of the Second Army 
had been decided. 

The wire supply in the Second Army was entirely inadequate. 
Counting the wire in the First Corps, which was only attached to 
the army, and counting small amounts of wire in the divisions, the 
total amount of wire within the army was about 350 miles. If we 
compare this with the 5,776 miles of wire which would be available in 
an American Army of only three corps to-day, or if we compare 
it with the 2,500 miles of wire per day which was being consumed 
by the American First Army by the fourth day of the Meuse-Ar- 
gonne offensive, we can readily appreciate how pitifully insufficient 
the wire supply was. As has been pointed out, the corps used their 
precious 50 miles of wire in extending the permanent lines in an 
endeavor to keep in communication with the army, and had nothing 
left to communicate with the divisions. In the Sixth Corps this did 
not suffice even to keep in wire communication with the army. This 
corps used all their wire in extending the line from Myszyniec to 
Ortelsburg and had to rely upon mounted messengers from Ortels- 
burg forward. By the evening of August 25, when the Sixth Corps 
command post was at Bischofsburg, these mounted messengers had 
to cover a distance of over 25 miles to get to the head of the wire 
line. 
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After August 20, the telegraph offices became so jammed with mes- 
sages and the confusion reached such proportions that army orders 
sent out in the evening did not reach the corps until late the next 
morning — sometimes as late as noon. In desperation, army head- 
quarters turned more and more to the use of radio. We have seen 
the disastrous results of the careless use of radio on August 24. In 
many cases messages were sent out in the clear. The F rench mission 
with the Russian Army reports that the Russians had a cipher for 
field use but that it was such a simple cipher that even when it was 
used the Germans probably had no difficulty in breaking it down. 
General Knox, British Army, who was the British liaison officer 
with the northwest army group, reports that the general use of the 
then authorized Russian cipher was impossible, as many of the corps 
staffs w T ere unable to use the cipher or decipher messages sent in it. 

THE BATTLE OF TANNEXBURG 

The Battle of Tannenburg was really three engagements all start- 
ing on August 26. They were all coordinated on the German side 
but were separate, independent, and widely separated actions as far 
as the Russians were concerned. 

It will be remembered that the Sixth Russian . Corps was at 
Bischofsburg, nearly 30 miles from the main body of the Second 
Army. Early on the 26th it was attacked by the German Seven- 
teenth Corps, assisted by the First Reserve Corps and Sixth Land- 
wehr Brigade. The Sixth Corps was disposed with its divisions out 
of supporting distance of each other. The Fourth Division was very 
severely punished, while the Sixteenth Division spent the day march- 
ing and countermarching. The Russians retreated in disorder for 
about 21 miles. All communication with army headquarters had 
been lost and it was not until the morning of the 28th that a mounted 
messenger reached the army commander and informed him of the 
disaster to the Sixth Corps. During the 27th the corps withdrew 
to Oschienen and Wallen, leaving the German Seventeenth Corps 
and First Reserve Corps free to turn south and assist in the attack 
against the Russian center. 

The Russian First Corps was on the line Usdau-Grallau, on the 
extreme left of the Second Army. The corps commander had 50 
squadrons of cavalry at his disposal and yet the whole German 
First Corps detrained within one day’s march of the Russian position 
without being detected. The German First Corps was still short 
some of its artillery and made only a half-hearted attack on August 
26. By the morning of the 27th all the artillery was in place and the 
Germans launched a determined attack at 5 a. m., preceded by an 
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hour’s intensive artillery preparation. The half-starved and r 
hausted Russians were in no condition to withstand it. They beg- 
to leave the trenches without even waiting for the infantry attae 
The movement soon became a rout and by 10 a. m. the Russian Fir 
Corps had ceased to exist as an organized body. By night of tl 
27th all that remained of the corps was a rear guard of five regimen 
from various divisions. The German First Corps pushed on, some c 
the troops covering 40 miles in 2 days, and by the evening of Augm 
29 was east of Neidenburg, blocking the Russian line of retreat. 

The Thirteenth Corps at Kurken, the Fifteenth Corps at Orlat 
and the incomplete Twenty-third Corps at Lippau formed the Rus 
sian center. On the morning of the 26th these corps continued thei > 
advance on the line Allenstein-Osterocle. They soon encountered 
the German Twentieth Corps all along the line. The Russians 
fought well, and, with the exception of the Second Russian Division, 
which was nearly annihilated, succeeded in pushing the Germans 
back. Hindenburg wished to gain time for the German First Re- 
serve Corps and the Seventeenth Corps to close in on the north and 
the German First Corps to close in on the south. To gain this time 
he ordered the Twentieth Corps, with a landwehr division attached, 
to attack on the 27th. Because of the total absence of lateral signal 
communication the Russian corps commanders were in ignorance o£- 
what was taking place on their flanks. As we have seen, by evening 
of the 27th both the right and left flanks of the Second Army had 
been broken down. The attack of the German Twentieth Corps was 
successful. The Twenty-third Corps was driven back through 
Neidenburg and the Russian Thirteenth and Fifteenth Corps left 
with both flanks exposed. 

On the 27th, headquarters of the Second Army moved to Neiden- 
burg. The army was now out of communication with all the corps — 
in fact, did not even know where the corps command posts were. 
The breakdown of the signal system had deprived the army com- 
mander of any information of the true situation. 

Hindenburg ordered the German Seventeenth Corps and First 
Reserve Corps to attack the Russian center from the north on August 
28. while the German First Corps was to close in on the south. The 
Twentieth Corps was to continue the pressure in the center. 

On the 28th the double envelopment struck the flanks of the Thir- 
teenth and Fifteenth Corps. Both corps were shattered, and during 
the night August 28-29 the remnants started to withdraw. The 
Germans pursued vigorously and the Russian withdrawal soon be- 
came a rout. During the 29th and 30th all organizations broke up 
and small groups of utterly exhausted men continued to drag them- 
selves to the rear. By evening of August 30 the Second Army had 
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ceased to exist. Of the Thirteenth and Fifteenth Corps there re- 
mained of the 50,000 which entered the campaign only 50 officers 
and 2,000 men. Losses in the other corps were not so heavy, but 
in all the Second Army lost about 130,000 men. 

It is interesting and instructive to trace the movements of army 
headquarters. When the campaign opened army headquarters was 
at Ostrolenka. As the advance progressed plans were made to move 
it to Ortelsburg, and, as has already been described, the Army Inde- 
pendent Telegraph Company was ordered to that place. With the 
defeat of the Sixth Corps Ortelsburg became an unsafe place for 
army headquarters, so on the 27th it moved to Neidenburg. How- 
ever, only the army commander and a few staff officers went to 
Neidenburg. All the supply and administrative officers remained at 
Ostrolenka. Messages between these echelons of army headquarters 
had to be transmitted through five stations — Mlawa-Przasnysz- 
Makow-Ostrow-Ostrolenka. All signal communication with head- 
quarters of the northwest front at Bialystok was also over this very 
circuitous route. On the 28th the army commander left Neidenbursr 
and went to Nadrau, where the command post of the Fifteenth Corps 
was supposed to be, thereby cutting himself off from all signal 
communication to the rear. On the night August 28-29 he decided 
to move army headquarters to Janowo. Samsonoff, with a few staff 
officers, started out to ride from Nadrau to Janowo. They became 
lost in the fornst before they reached Janowo, and Samsonoff in 
despair committed suicide. 



CONCLUSIONS 

There are several lessons which commanders, general staff officers, 
and signal officers may draw from this campaign. It would be an 
error to say that faulty signal communication was the only cause of 
the disaster to the Second Army, but it undoubtedly was one of the 
primary causes. Disorganization of the supply services, which re- 
sulted in men and animals being half starved; lack of reconnais- 
sance, which was the result of improper use of the cavalry; and, 
above all, poor leadership, all contributed their quota to the Russian 
defeat. 

The Russian advance was, with some slight modifications, an exe- 
cution of the plan of 1910. Though this plan had been in effect four 
years it contained no provision for signal communication. This 
indicates to us that no war plan is complete without a signal annex. 

The signal supply, particularly wire, was entirely inadequate. 
There is no doubt that the American soldier is very prodigal of 
wire, and the large amounts of wire provided for our organization is 
greater than would be necessary in other armies. Even taking this 
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into consideration, however, we can not blit conclude that the Rus- 
sian supply was pitifully insufficient. 

After August 26 there was no time at which army headquarters 
knew the location of all the corps command posts. In battle we 
expect frequently to lose communication with battalions. Doubt- 
lessly there will also be times when we do not know the locations of 
regimental command posts, and there were even times during the 
World War when division headquarters did not know the location of 
the brigade command posts. However, losing the command post of 
a unit as large as an army corps is inexcusable. 

Army headquarters greatly multiplied the communication diffi- 
culties by its frequent moves. Starting with its movement to Neiden- 
burg on the 27th, army headquarters moved daily for three days. 
These moves were made without regard to the communication situa- 
tion, and the commander and staff groups making the moves were 
not preceded by signal detachments to install signal facilities at the 
new locations. 

It has been possible within the limits of this article to point out 
only the more glaring defects in signal communication during this 
campaign. A more detailed study of the Russian operations is 
recommended for signal officers. 
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* Cryptogram. — The cryptogram reproduced below was found in 
the prison yard of an eastern penitentiary and was sent to the office 
of the Chief Signal Officer for solution. The message was deerypto- 
graphed in 50 minutes by a group of junior cryptanalysts. Can you 
solve it ? The solution will appear in the next issue of the Bulletin. 
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* Cryptogram. — How many solved the cryptogram appearing in the 
last issue of the Bulletin? The following is the translation: 

Dearest Sarah, sweetheart: Just a few lines to let you lienr from me. I 
am well and hoping that these few' w’ords will find you enjoying the best 
health and all the pleasures a happy life affords. Dear, I should have written 
you long before this had circumstance permitted for, dear, you can not 
imagine what a torture it has been this being too far away to see you and to 
hear your voice assuring me that you still care. Back in Newark it was 
easier to bear because there we could see each other twice a week but here 
haven’t even heard from you in three weeks and it has worried me more than 
I can say. Well, little sweetheart, I am going to close. 

(No signature.) 

*(No. 56, September-Occober, 1930) 
*(No. 57, November-December, 1930) 
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THE INTERNATIONAL TELECOMMUNICATION CONVENTION * 

By Maj. William F. Friedman, Signal Reserve 



FOREWORD 

The following article, appearing coincidentally with the effective 
date of the new International Telecommunication. Convention, is 
deemed timely and of general interest to Signal Corps personnel. 
The author attended the Conference of Madrid, which drew up the 
convention. He participated in the work of the conference in a 
dual capacity — first, as a technical adviser to the American delega- 
tion to the International Radiotelegraph Conference, secondly, as a 
representative of the United States to the International Telegraph 
Conference . — The Editor. 



On December 9, 1932, there was signed in Madrid, by specially 
designated plenipotentiaries from practically all the governments 
of the world, a document which is at the moment of particular in- 
terest to all persons connected with the communication industry, and 
is in the future likely to become of great historic importance in the 
art of signaling, namely, the International Telecommunication Con- 

*(No. 76, January-February, 1934) 
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vention. This new convention became effective on January 1, 1934, 
as among the signatory governments which had ratified it on that 
date. 1 With its accompanying sets of regulations, the convention 
constitutes a treaty between the signatory governments with regard 
to the broad, general principles upon which they agree to exchange 
communications between themselves or to permit them to be ex- 
changed between their respective nationals. In relations between 
two governments both of which have ratified it, the Telecommunica- 
tion Convention will supersede and replace all previously existing 
communication conventions, including the International Telegraph 
Convention signed at St. Petersburg in 1875, and the International 
Radiotelegraph Convention signed at Washington in 1927. 

In order to appreciate the significance of the new’ convention, it is 
necessary to have at least a birdseye view of the historical back- 
ground of the two older conventions which it replaces. This back- 
ground, of course, has as its principal features the invention and 
development of wire telegraphy and wire telephony, the discovery 
of radioelectric waves, and the consequent development of radio- 
telegraphy and radiotelephony. In America, in 1835, Joseph Henry, 
then a professor at Princeton University, demonstrated electric 
telegraphy, and in the same year Morse constructed his first rude 
working model. In 1837 Morse was granted the first American pat- 
ent covering electric telegraphy and gave the first public exhibition 
of his instruments; and in 1844, with the aid of a governmental grant 
of $30,000, he established the first public telegraph line in America, 
between Washington and Baltimore. The development of the new 
facility was very rapid in the United States, but since it proceeded 
within the confines of one large country there was no necessity for 
a considerable time for American participation in any international 
agreements. Communications with Mexico and Canada were sparse ; 
cable telegraphy was in its infancy. When the time for international 
agreements did come as a result of the successful establishment of elec- 
trical connections with Europe by means of submarine cables (1867), 
the situation was already quite complicated and such that the United 
States never became a party to the international agreements drawn 
up and entered into by most of the other nations of the world. This 
phase of the subject will be dealt with in detail later in this paper. 

Suffice it to say 7 at this point that the American companies owning and 
operating the land wires and ocean cables over which international 
messages were transmitted retained practically complete freedom to 
negotiate directly with the foreign governments concerned such 

1 The convention is not yet effective as to the United States. It is understood that it 
will be submitted to the Senate in January for that body's advice and consent to 
ratification. 
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agreements as were necessary to facilitate the handling of this inter- 
national traffic. 

The situation in this respect in other parts of the world, however, 
was quite different. In Europe, the first patent covering electric 
telegraphy was granted to two Englishmen, Cooke and Wheatstone, 
in 1837. Although the earliest practical test of it was made by them 
in the same year, and the first public line was opened in England in 
1843, it was not until 1847 that telegraphy was introduced on the 
Continent, in Germany. The development of the industry was also 
rapid, and almost from the very first the new instrumentality of com- 
munication was taken over completely by the governments concerned ; 
each state owned and operated its telegraphs, and later, its tele- 
phones. But, in contrast with the situation in the United States, 
European countries, except Russia, were so small in area that the 
necessity for international agreements soon became pressing. For 
as the telegraph in each country developed into usage, it was not long 
before the lines from two countries would reach the boundary 
between them and would there have to stop. In order to relieve a 
situation rapidly becoming intolerable, some sort of agreement 
between the countries concerned was essential. The establishment 
of agreements in respect to telegraphy was more difficult than that 
in the case of the mails, on which subject international agreements 
had long been a common matter, because in the latter only the phys- 
ical carriage of material objects is involved whereas in the former 
the transmission of a more or less mysterious force — electric current — 
is involved, together with such debatable questions as types of 
apparatus, languages to be used, hours of opening and closing offices, 
tariffs, and methods of accounting to one another for charges 
collected, and so on. 

The reader may appreciate the situation in Europe if he will 
imagine that the States of New York and Pennsylvania, for example, 
were separate, sovereign nations, speaking entirely different lan- 
guages, and that the telegraph lines and offices were owned by the 
States themselves. It is apparent that specific agreements w ould be 
necessary in order that citizens of one State might exchange mes- 
sages with citizens of the other. 

Let us note now how the first telegraph convention originated. In 
1849 Prussia and Austria concluded a convention concerning the 
establishment and utilization of electromagnetic telegraphs, but only 
for the exchange of government dispatches. Very soon agreements 
w'ere made between other portions of what later became German}’ and 
Austria, resulting in the formation of the Austro-German Telegraph 
Union, which became effective on October 1 , 1851. In 1852 France, 
Belgium, Prussia, Bavaria, Saxony, Hanover, Wurtemberg, Austria, 
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and the Netherlands signed a convention “ to assure to international 
telegraph correspondence the advantages of a uniform tariff and 
identical regulations.” It was not until 1865, however, that a really 
international union was formed, when, on the invitation of the 
French Government, plenipotentiaries from 20 European states as- 
sembled at Paris for the first International Telegraph Conference 
and drew up a convention and regulations governing international 
telegraphy. It was still a regional agreement, however, as there was 
no participation by countries outside of Europe. Not even Great 
Britain was a party to it. 2 In 1868, at Vienna, and in 1872, at Rome, 
delegates from the signatory countries reassembled to revise and add 
to the rules formulated by the Paris Conference. 

In 1875, however, with a view to making the International Tele- 
graph Convention a sound, simply, practical and general agreement, 
and of such a nature as to facilitate the adherence of governments 
and large companies, the Conference of St. Petersburg proceeded 
to establish the convention upon a new foundation by limiting it to 
provisions of a character considered by all to be basic, as determined 
by long experience and general consent. The Conference at the same 
time decided to relegate variable provisions and minor rules to a set 
of regulations which could, in consequence, be amended, broadened, 
or made more specific in details as often as became necessary. In 
1875 the map of Europe had assumed a form that remained fairly 
constant until 1914. Because of the absorption of many small states 
into larger ones, and the consequent reduction in boundary lines, there 
were only 15 European states represented at the St. Petersburg Con- 
ference; but the presence of representatives from Egypt and from 
the United States made it truly an international conference in which 
governments from four continents participated. The Telegraph 
Union was no longer purely a European affair. So well did the 
St. Petersburg Conference do its work that the convention it formu- 
lated in 1875 remained unchanged for over half a century, although 
the regulations were amended from time to time, at London in 1879, 
at Berlin in 1885, at Paris in 1890, at Budapest in 1896, at London 
in 1903, at Lisbon in 1908, at Paris in 1925, and at Brussels in 1928. 8 
In the years intervening between 1875 and 1932, practically all gov- 
ernments of the world had signed the St. Petersburg Convention; 

s Great Britain became a signatory to the Rome convention of 1872 after the Post- 
master General was empowered to purchase the telegraph lines by an act passed In 1888. 

* It eliould be noted that up to and including the St. Petersburg Conference, govern- 
mental delegates to the Telegraph Conferences represented their governments as well as 
their respective telegraph administrations, for they attended these Conferences as diplo- 
matic representatives. But all the Conferences held after the St. Petersburg and until 
tbe Madrid Conference were administrative Conferences ; that is, the persons who 
attended them as delegates carried no plenipotentiary credentials and were empowered 
only to make changes in the regulations, and not in the convention itself. The latter was 
a treaty, in other words, and as such, a nrore or less sacred document, to be dealt with 
only by diplomats with plenipotentiary powers. 

478603 0 - 42 -5 
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the only ones conspicuous by their failure to sign were the United 
States, Canada, and Mexico. 4 

We come now to the interesting question as to why the United 
States never became a signatory to the International Telegraph Con- 
vention. In the words of the report of one American delegation, 
to sign the convention and become a member of the Telegraph Union, 
a government “ must be in a position to insure the general acceptance 
of the principles and rules of the International Telegraph Conference 
on the part of the private companies within its territory.” But 
electrical communication facilities in the United States, except for 
a very short time in the early days of development, have always 
been privately owned and operated. There have been, and still are, 
instances wherein the Government owns and operates small systems 
open to public correspondence, but these are sporadic instances 
only and are of such minor importance that they may be disregarded 
in this connection. Now the St. Petersburg Convention and its ac- 
companying regulations contain obligatory clauses of a nature such 
that the signing of these documents by the United States would 
involve the imposition of restrictions upon the degree of freedom 
of action deemed essential by private operating companies for the 
successful conduct of their enterprises. Therefore, when the United 
States received urgent invitations to join the Telegraph Union as a 
full member, these were consistently refused “ on the ground that 
telegraphy in this country is a private enterprise not subject to con- 
trol of government.” However, the invitation to join did not preclude 
the possibility of participation by sending representatives who acted 
in the capacity of nonvoting delegates or “ observers ” and this is 
what has happened at practically every Telegraph Conference since 
1865, when President Grant, on repeated, earnest solicitation by 
Russia, directed our minister at St. Petersburg to “ attend the Tele- 
graph Convention and report results without committing this 
Government.” 

Private ownership and operation of electrical communication facil- 
ities in the United States has for a long time been such an- obvious 
and satisfactory arrangement that one is apt to take it for granted 
and overlook the fact that in the early days this Government was not 
at all certain whether to take over telegraphy as a matter of public 
interest or to permit its development as a private enterprise. 5 

* According to the 1932 Annual Report of the International Bureau of the Telegraph 
Union the following governments are not signatories to the St. Petersburg Convention : 
Canada, Costa Rica, Cuba, Dominican Republic, El Salvador, United States of America, 
Guatemala, Haiti, Honduras, Liberia, Mexico, Nicaragua, Panama, Paraguay, and Peru. 

s There is, indeed, on the statute books even now a fundamental permissive law which 
arose as a result of early experiments in public ownership. On July 24, 1866, Congress 
passed an act (37 Stat.L. 560; R.S. 5263) in which the following is stated: 

•• The United States may at any time after the expiration of 5 years from the 
date of the passage of thiB act purchase ail the telegraph lines, properties, and effects of 
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In the majority of the countries of the world the communication 
facilities, as already noted, are owned and operated by the respective 
governments. But there are cases in which even though these facili- 
ties are private enterprises, the governments concerned are neverthe- 
less signatories to the telegraph convention and the regulations, 
which provide that in these cases and solely in connection with their 
participation in the international service, the privately owned sys- 
tems shall be regarded as forming integral parts of the telegraph 
systems of the States concerned. A private company conducting an 
international service in a country not signatory to tVie convention can 
“ adhere ” to it and to the regulations on notification through diplo- 
matic channels from its own government that it is ready to abide by 
the obligatory clauses contained therein. Thus, privately owned 
cable companies, by formally adhering to the convention and to the 
regulations, can, if they wish, have the opportunity to enjoy all the 
advantages of full signature except the right to vote at conferences. 
But the American cable companies apparently have not found it to 
their interest to “ adhere ” officially to all the obligatory clauses of 
the convention and of the regulations; they do, however, conform in 
a general manner to those clause^ and correspond regularly with the 
International Telegraph Bureau. Indeed, conformity with the con- 
vention and the regulations is more or less compulsory if they expect 
to do business in foreign countries that are members of the Tele- 
graph Union, for otherwise their messages would not be accepted or 
delivered over the lines of those foreign countries. Nor, of course, 
would those countries accept messages for transmission over the lines 
of the companies unless the latter conform to their rules. The reason 
why the American cable companies impose the international regula- 
tions upon all messages destined abroad should now be clear; and it 
also becomes clear why it is that even though their own government 
is not a signatory, American business men desiring to exchange 
messages with their agents or with other business men in foreign 
countries (except Mexico and Canada) find that their messages have 
to conform to international rules and regulations which are quite 
different from domestic rules and regulations. For example, in 
domestic practice no charge is made for words in the address or sig- 
nature; in cablegrams, on the other hand, every word in these im- 
portant parts of a message is charged for. Again, under domestic 
rules the method of counting and charging for code or cipher groups 
is far different from that under international rules. 

To go back now to the International Telegraph Convention itself, 
that a treaty drawn up as early as 1875 should have remained even 



any or all of said companies, at an appraised value, to be ascertained by 5 competent 
disinterested persons, 2 of whom shall be selected by the Postmaster General of the United 
States, 2 by the companies interested, and 1 by the 4 so previously selected.” 
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reasonably satisfactory for almost 60 years, during which the tech- 
nology to which it applied grew by leaps and bounds until it had 
come to occupy one of the foremost positions in those industries which 
make civilization possible, is a tribute to the perspicacity of the 
framers of the St. Petersburg Convention. But the time had come 
when that convention had to be broadened in its scope. In 1875 wire 
telegraphy alone occupied the field of electrical communications; 
but by 1932 many other agencies of signal communication — wire 
telephony, radiotelephony, radiotelegraphy, broadcasting, television, 
radiobeacon, radio compass, telephotography — had to be considered, 
especially if an efficient, world-wide system of communication was 
to be established. Thus, it seemed time to revise the now hoary 
St. Petersburg Convention and replace it with a more up-to-date 
treaty. 

The Telegraph Convention was, however, not the only convention 
dealing with electrical communication matters. There was, of 
course, the Radiotelegraph Convention, born long after the Tele- 
graph Convention had reached manhood and now threatening to 
supersede it in importance. Let us see how the Radiotelegraph Con- 
vention came into existence and grew up to occupy such a prominent 
place in the field of electrical communication. 

Although the history of radio communication may be traced back 
to 1827, when Savary found that a steel needle could be magnetized 
by the discharge from a Leyden jar, or to 1840, when Henry first 
produced high-frequency electric oscillations, or to 1873, when Clerk- 
Maxwell noted that electric waves were set up in the space sur- 
rounding a circuit through which high-frequency currents were 
passed, it was not until 1887 that the fundamental theory upon 
which all modem radio devices are based was established by Hertz, 
who in that year showed that electromagnetic waves act in accord- 
ance with the laws underlying light and heat waves. In 1896 Mar- 
coni entered his application for the first British patent for wireless 
telegraphy, and the entrance of radio in the field of public corre- 
spondence may accurately be dated as having taken place on June 3, 
1898, when the first paid radiogram was transmitted from a station 
on the Isle of Wight. In 1901 the letter “ S ” was transmitted across 
the Atlantic by Marconi between two stations 1,800 miles apart. 
From then on the use of radiotelegraphy grew by leaps and bounds, 
improvements as a result of new inventions acting as a stimulus to 
increased public use of radio, and the latter resulting in turn in a 
further stimulus to inventors to improve methods and apparatus. 
It is one of the characteristics of electrical communication that it 
rapidly breaks down or through national boundaries, and this is 
especially true of radio communication. In order to permit of 



63 



] - 

REF ID : A484988 



orderly progress and, in the case of radio, to prevent actual chaos, 
international agreements are, of course, absolutely essential. 

It was noted in the case of wire telegraphy that the establishment 
of the first agreement between two nations in regard to the exchange 
of telegrams practically coincided with the introduction of this means 
of communication within each of the nations concerned. Since radio 
waves are no respecters of national boundaries, one might naturally 
expect that the first international agreement concerning their use 
would be established almost simultaneously with the introduction of 
radiotelegraphy because of this obvious characteristic. Strange to 
relate, however, when finally the first radio convention was estab- 
lished it did not come about primarily because of this fundamental 
property of radio, but because of the refusal of certain radio com- 
panies to permit stations employing their apparatus to receive mes- 
sages from stations employing competing apparatus. The object 
behind this refusal was obvious enough: The building up of a 
monopoly by the Marconi Co., which had the support of not only 
Italy but also Great Britain. This state of affairs could, of course, 
not be tolerated for long. In 1903 a preliminary conference met in 
Berlin, with a view to drafting an international agreement in regard 
to the general principles upon which a radio convention and a set of 
regulations might later be established. Although the German Gov- 
ernment invited 18 nations to participate, only 8 attended and 7 of 
these were European. The only non-European country represented 
there was the United States, showing that it recognized the impor- 
tance of the pending negotiations upon the future development of 
radio. It is interesting to note that the then Chief Signal Officer, 
Maj. Gen. A. W. Greely, was head of the American delegation. This 
preliminary conference drew up no treaty but only resolutions, 6 and 
in 1906, in the same city as before, a conference was held to adopt 
the first radio convention and regulations. Whereas in 1903 only 
8 nations participated in the discussions, in 1906 30 governments 
from 4 continents were represented, showing that in a brief space 
of 3 years radio had become world-wide in its importance. The 
convention comprised 23 articles, fundamentally legal in character, 
and the regulations, 42 articles of technical details. There was also 
a supplementary agreement to cover a point on which unanimous 
approval could not be obtained, and a final protocol. This treaty 

•According to Clark in International Communications, the reason why no convention 
wag drawn up at thia time can be found in General Greeley’s address at tbe opening of 
the second session, during the course of which be said : 

“ Recognizing the inchoate state of the science of wireless telegraphy, it is our firm con- 
viction that detailed regulations are impracticable . . . that general resolutions . . . 
ensure the greatest advantage to the trade and commerce of the world. (Since Inter- 
change of ship signals was not Internationally obligatory, he believed it) inadvisable to 
Insist, for the present at least, on interchange between ships on the high seas, especially 
In view of the impracticability of efficaciously enforcing any such regulations.” 
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contained basically good material, for it served as the framework for 
the subsequent conventions of 1912 and 1927. In 1912 a second 
convention was adopted at London; it merely widened the scope of 
the Berlin Convention, but made many changes in the regulations to 
keep pace with the development of the art. The third radio con- 
ference was scheduled to take place at Washington in 1917, but the 
World War forced its postponement. During the World War radio- 
communication control among the Allies was exercised by the Inter- 
allied Wireless Commission, and at the Paris Conference the Prin- 
cipal Allied and Associated Powers issued a draft of revised Inter- 
national Regulations known as the “ Radio Protocol.” In 1920 a 
preliminary conference of the 5 great powers was held at Wash- 
ington to discuss the whole field of communication control. It was 
there that the idea of a single convention was first officially discussed. 
The conference drew up a draft convention and regulations of a 
“ Universal Electrical Communication Union.” A technical com- 
mittee revised the draft at Paris in 1921, but the conference which 
was to adopt the treaty was never called. The decade 1917-27 wit- 
nessed most remarkable advances in the radio art. Broadcasting 
as an educational, recreational, industrial, and political medium 
began in 1920 and by 1927 almost overshadowed its much older 
progenitor, radiotelegraphy. Governments were quick to recognize 
the great importance of the new medium and of the necessity for 
safeguarding their individual, national interests. In 1927 the Con- 
ference of Washington, originally scheduled for 1917, took place and 
was attended by delegates from 80 countries. The successful labors 
of this conference extended the scope of the convention and brought 
about a degree of order and coordination so necessary for the most 
efficient use of radio, at the same time not setting up restrictions 
that would hamper future development. The most important prob- 
lem that confronted the Washington Conference was, of course, that 
of allocation of radio frequencies, and this was accomplished on the 
basis of “services”, designated by various names such as “fixed”, 
mobile ”, “ broadcasting ”, and so on. It was recognized as being 
entirely impossible, impracticable, and impolitic to allocate specific 
frequencies to specific countries. Authority was permitted to each 
country to assign any frequency and any type of wave to any radio 
station within its jurisdiction, provided no interference with any 
service of another country resulted from such assignment. 

The International Radiotelegraph Conference of Washington drew 
up a Convention, a set of General Regulations, and a set of supple- 
mentary Regulations. The last-named regulations embodied certain 
provisions such as those concerning rates, priority of transmission, 
accounting, etc., which are established in this country by private 
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companies rather than by the Government. This separation of regu- 
lations into two sets was. of course, clone for the benefit of the coun- 
tries in which the radio facilities are not government owned, among 
them the United States and Canada. Since the Convention and the 
General Regulations were so drafted as to cover matters which were 
essentially governmental in character and were of the type with 
which governments usually concern themselves, the United States 
was able to sign these documents and thus enter into full member- 
ship in the radiotelegraph section of the International Telegraph 
Union. The Convention and the General Regulations were signed 
by 78 of the 80 governments represented at Washington, and thus 
these documents became one of the most generally accepted treaties 
in the world. 

It has been noted that although the United States never became a 
signatory to the International Telegraph Convention, it did become 
one of the first signatories to the International Radiotelegraph Con- 
vention. There is undoubtedly a perfectly valid basis for this dif- 
ference in attitude, lying in the different media through which the 
electric waves are propagated in the two cases. In that of land wire 
and cable telegraphy, the electric currents are confined to physical 
conductors and nature imposes no limitations with respect to the 
number of such conductors that may be established; practical con- 
siderations of finance, politics, industry, and so on are the deter- 
mining factors. Moreover, these conductors can be established 
wholly on or within territory belonging to each government, and 
signals traversing these channels, no matter how contiguous, within 
reasonable degrees, do not interfere with one another. But in the 
case of radio, nature imposes rather severe limitations. First, the 
electric waves are practically free to move in all directions; no 
physical conductors are required for their propagation in space. 
Hence, once they have been started their control passes out of human 
hands and signals which are national in origin may become inter- 
national in their effects. Secondly, the available channels for the 
propagation of these waves are quite limited in number and they 
must be shared in a more or less equitable manner among all the 
governments of the world. Thirdly, radio waves readily interfere 
with one another if the channels are close together, thus impairing 
the efficiency of the signals or nullifying them altogether so far as 
their usefulness is concerned. Fourthly, radioelectric waves are'the 
sole means by which communication can be established over long dis- 
tances between moving objects and the latter may be moving in dif- 
ferent national territories or on the high seas. There are other 
differences, too, which necessitate a much greater degree of interna- 
tional cooperation in the case of radio than in that of wire teleg- 
raphy. But it is to be admitted that there are persons who see in 
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these arguments no valid reason why the United States should so 
willingly have become a signatory to the Radio Convention and 
should have refused all invitations to become a signatory to the 
Telegraph Convention. For example, American business men are 
vitally affected by the rules for determining word count and by the 
rates and methods of charging for cablegrams ; however, at present 
they have no recourse such as is available in the case of these same 
factors in domestic messages. Hence, they feel that their Govern- 
ment should be a party to the agreement whereby these regulations 
are established, so that American business men may be safeguarded 
against what they believe' to be inequitable provisions when changes 
in these regulations are under consideration by other countries. 
However, this view has not gained sufficient support to influence or 
modify the position taken by the United States in the matter. 
When, therefore, the time came for the Telegraph and Radio Con- 
ferences at Madrid, the United States appointed no delegates to the 
International Telegraph Conference, but only to the International 
Radiotelegraph Conference. However, as noted above, since this 
Government has usually been invited to participate in the delibera- 
tions of the Telegraph Conference, without right to vote, the matter 
of participation was easily settled by designating certain members 
of the American delegation to the International Radiotelegraph 
Conference to serve also as representatives of the United States to 
the International Telegraph Conference. It is of interest to relate 
that when the question arose of whether the representatives of the 
United States had the right to vote in the meetings of the Telegraph 
Conference at Madrid, it was decided that full voting participation 
was within their right — but, under instructions from the Govern- 
ment, this right was not exercised. 7 

We hasten now to that part of the story which deals with the 
fusion of the Telegraph and Radiotelegraph Conventions. 

It was noted that the idea of a single Communications Convention 
was the basis of the draft convention drawn up in Washington in 
1920. That convention never was adopted. The Telegraph Con- 
ference of Paris in 1925 expressed a desire to combine the Telegraph 



7 The basis for this unprecedented grant of voting privileges to the American repre- 
sentatives lay, of course. In the facts that the telegraph and the radio conventions were 
to be fused into a single convention and that the United States had indicated its inten- 
tion to sign the convention, if satisfactory. The decision to waive their right to vote in 
the discussions relative to telegraph matters, both in committees and plenary sessions of 
the Telegraph Conference was based upon their indicated intention not to sign the tele- 
graph regulations. To participate in the voting and then refrain from signing would, of 
course, have been most inconsistent. At the same time it must be admitted that it was 
only logical that the previously announced intention not to sign -the telegraph regulations 
should have had the Important consequence of greatly weakening the position taken by 
the American representatives in regard to such controversial matters as changes in code 
language rules, rate coefficients, and minimum word counts, matters which vitally affect 
the international messages transmitted by American business firms. 
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and the Radio Conventions into a single convention to apply to all 
electrical communications. 8 The Radio Conference of Washington 
in 1927 was in accord with this wish and adopted the following 
recommendation : 

“ The International Radio Conference at Washington expresses the 
desire that the contracting Governments shall examine the possibility 
of combining the International Radio Convention with the Interna- 
tional Telegraph Convention, and that, where necessary, they shall 
take the necessary steps for this purpose.” 

To fulfill this wish was one of the principal aims of the Madrid 
Conference of 1932. It may be stated that the fusion of the two 
Conventions was not brought about without many difficulties, acri- 
monious discussions, and what seemed interminable delays, but it was 
finally accomplished. It took years of preliminary work and four 
solid months of constant discussion in conference. 

One may visualize the document and its accompanying regulations 
more easily by a study of the following diagram, which shows the 
relationship between the various acts of the conferences. According 
to article 2 of the convention, in order to become a signatory or an 
adherent to the Convention, it is necessary to sign or adhere to at 
least one of the regulations. 

ACTS OF THE MADRID CONFERENCES 



Convention Regulations Supplementary Protocol a 



(Radio) (Telegraph) 



General Supplementary Telegraph 

Radio Regulations Radio Regulations Regulations 

Final Protocol e Final Protocol d 

(applying to General (applying to Telegraph 

Radio Regulations) Regulations) 



* The Telegraph Conference of Lisbon, 1908, was the last held before the World War. 
The Conference scheduled for 1915 had, of course, to be postponed. 

“This document, entitled “ The Supplementary Protocol of the Acta of the International 
Radiotelegraph Conference of Madrid Signed by Governments of the European Region ”, 
deals with a subsidiary conference to be held in Switzerland for the purpose of conclud- 
ing an agreement concerning the allocation of frequencies to various broadcasting 
stations of the European region and the fixing of methods of employing these frequencies. 
The Conference met at Lucerne in May 1933, and reached satisfactory agreements on the 
subjects indicated. These, of course, are of no direct interest to the United States. See, 
in this connection the remarks made below, under article 13 of the convention. 

b The telephone regulations deal almost entirely with matters concerning telephony in 
Europe. 

c The final protocol applying to the general radio regulations sets forth certain 
reservations made by several governments to specific articles of the regulations. Among 
them, the Union of Soviet Socialist Republics reserves the right to use certain frequencies 
for services otherwise than as indicated in the regulations. This reservation brought In 
its wake reservations by other countries with regard to their retention of full liberty of 
action to protect themselves against radio interference resulting from such special usage 
of the frequencies indicated. 

* The final protocol to the telegraph regulations contains two parts. The first merely 
stipulates that the signatories agree to place certain of the regulations into effect on 
April 1, 1933. The second part contains reservations by practically all the signatories 



(Telephone) 



Telephone 
Regulations * 
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The documents to which the United States delegates appended 
their signatures at Madrid are : 

(1) The International Telecommunication Convention. 

(2) The General Radio Regulations. 

(3) The Final Protocol Applying to the General Radio Regu- 
lations. 

They did not sign : 

(4) The Supplementary Radio Regulations. 

(5) The Telegraph Regulations. 

(6) The Final Protocol Applying to the Telegraph Regulations. 

(7) The Telephone Regulations. 

(8) The Supplementary Protocol to the Acts of the International 
Radiotelegraph Conference of Madrid (European Radio Protocol, 
see footnote a , p. 12) . 

The new convention and its accompanying sets of regulations are 
certainly not perfect and some time must pass before their real value 
can be measured. It is true that they contain many basic articles 
concerning which there was from the first practically unanimity; 
but they also contain many more articles concerning which there was 
up to the bitter end much haranguing and wordy combat so that the 
final results must obviously represent compromises between widely 
divergent original views. 

Since the single convention is applicable not only to radio but also 
to telegraphy and telephony, one may wonder whether its acceptance 
by the American delegation represents a departure from the policy 
discussed above in setting forth the reasons for the refusal of the 
United States to sign the International Telegraph Convention. But 
it must be emphasized that the statements contained in the Telecom- 
munication Convention are, as already indicated, only of the character 
of general principles. The efforts of the American delegation were 
entirely successful in eliminating all those features relating to, 
telegraphy and telephony which had made it undesirable or imprac- 
tical for the United States to accept the Telegraph Convention. 
These objectionable clauses, and the detailed provisions applicable to 
telegraphy and telephony are, as noted above, contained in separate 
documents, neither of which was signed by the American delegation. 
At the same time that objectionable clauses relating to telegraphy 
and telephony were eliminated from the Telecommunication Conven- 
tion to meet the wishes of the American delegates, the latter were 

to the effect that they accept no obligation whatsoever with regard to paragraph 3 of 
article 26 (composition of rates) or to article 31 (fixing of monetary equivalents). Space 
forbids a discussion of the reasons for the latter reservations ; they are, of course, inti- 
mately associated with the present-day difficulties connected with the maintenance of 
the gold standard. Tbe arguments that centered about these reservations very nearly 
broke np the conference. 
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nevertheless able to keep in the convention certain important, rather 
specific articles relating directly to radio. 

Only a few explanatory details with respect to the convention 
itself can here be given. It consists of 5 chapters containing 40 
articles. Practically every word of each article was carefully selected 
as to its exact meaning (in French), its connotations and impli- 
cations. The present verbiage represents the result of collective 
efforts in the dissection and synthesis of literally dozens of prelimi- 
nary drafts. For the benefit of readers who may not have oppor- 
tunity to learn by direct examination what subjects are treated in 
a convention of this type, a brief outline of its contents will be given. 
The titles of each article will be indicated, together with a very 
brief resume of its subject matter. 

The International Telecommunication Convention 

CHAPTER I. ORGANIZATION AND FUNCTIONING OF THE UNION 

Article 1. Constitution of the union . — Merely states that the coun- 
tries which are signatory to the convention form the International 
Telecommunication Union. (Many hours were spent in unsuccessful 
attempts by certain Fmropean countries to include a statement as to 
the purpose of the union.) 

Art. 2. Regulations. — States that the provisions of the convention 
are completed by telegraph, telephone, and radio regulations, wdiich 
bind only the contracting governments that have signed them and 
apply only as between governments that have undertaken the same 
obligations. Only signatories to the convention or adherents can 
sign or adhere to these regulations. Each signatory to the conven- 
tion must adhere to at least 1 of the 3 sets of regulations. The 
supplementary radio regulations can be accepted only in con- 
junction with the general radio regulations, although acceptance 
of the latter does not involve acceptance of the former. The last 
paragraph of this article is very important to note. It states that 
the provisions of the present convention bind only the contracting 
governments with respect to the services governed by those regula- 
tions which these governments have signed. Thus, since the United 
States signed only the radio regulations, this government will have 
obligations only with respect to radio and not with respect to 
telegraphy or telephony. 

Art. 3. Adherence of governments to the convention . — Sets forth 
the procedure by which a country that is not a signatory to the con- 
vention may become an adherent to same. (Adherence carries with 
it the same advantages and obligations as signature.) 

Art. 4. Adherence of governments to the regulations. — Same sub- 
ject matter as under Article 3, but applicable to the regulations only, 
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for the benefit of countries which are already parties to the con- 
vention and 1 or 2 of the 3 sets of regulations. 

Art. 5. Adherence of colonies , protectorates , etc., to the convention 
and the regulations. — States that each contracting government may 
indicate either at the time of signature, ratification, adherence, or 
afterward, whether acceptance of the convention is also valid for the 
totality, or a group, or a single one of its colonies, protectorates, etc. 
But the latter may at any time separately adhere. 

Art. 6. Ratification of the convention. — Details of ratifying and 
depositing the ratifications by diplomatic channels. (Ratification by 
the United States is effected by the President, “ with the consent and 
advice of the Senate.” By withholding its consent, the latter can, of 
course, prevent ratification. See footnote 1, p. 2.) 

Art. 7. Acceptance of the regulations. — Governments must indi- 
cate, as promptly as possible, their intentions with regard to their 
acceptance of the regulations drawn up in conference. If one or 
more governments fail to accept the new regulations, the latter are 
nevertheless valid as between those governments which have accepted 
them. 

Art. 8. Abrogation of previous conventions and regulations. — It 
was deemed necessary to include a statement expressly abrogating all 
prior documents of this nature so far as they concern the relations 
between countries which have ratified or adhered to the later conven- 
tion and regulations. 

Art. 9. Execution of the convention and the regulations. — This 
article is of such importance as to warrant quoting in full : 

Section 1. The contracting governments undertake to apply the provisions of 
the present convention and of the regulations accepted by them in all the 
offices and in all the telecommunication stations established or operated by 
them, and which are open to the international service of public correspondence, 
to the broadcasting service, or to the special services governed by the regulations. 

Sec. 2. Moreover, they agree to take the steps necessary to enforce the 
provisions of the present convention and of the regulations which they accept 
upon the private operating agencies recognized by them, and upon the other 
operating agencies duly authorized to establish and operate telecommunications 
of the international service, whether or not open to public correspondence. 

Art. 10. Denunciation of the convention by governments. — Details 
of procedure to be followed by a signatory that wishes to withdraw 
from the convention. 

Art. 11. Denunciation of the regulations by governments. — Same 
as regards the regulations. 

Art. 12. Denunciation of the convention and the regulations by 
colonies , protectorates , etc.-— Same as regards colonies, protector- 
ates, etc. 

Art. 13. Special agreements. — A very important article under 
which the contracting governments reserve for themselves and for 
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their private operating companies all rights to make special agree- 
ments with regard to service matters not of interest to all govern- 
ments. But such special agreements must remain within the limits of 
the convention and the regulations as regards interference with 
the services of other countries. 9 

Abt. 14. Relations with noncontracting States . — Governments re- 
serve rights on their own behalf and on behalf of their private oper- 
ating companies to establish the conditions under which they will 
exchange telecommunications with a country that does not adhere to 
the convention or to the regulations. (This article is designed pri- 
marily for the relations of governments which accept the telegraph 
regulations, but its phraseology is not objectionable to governments 
that do not accept the latter.) 

Art. 15. Arbitration . — This is a long and complicated article deal- 
ing with the mechanics of settling, by arbitration, disputes relative 
to the execution o^the convention and the regulations. 

Art. 16. International consulting committees . — A short article 
dealing with advisory committees appointed to study questions rela- 
tive to the telecommunication services ; details are given in the regula- 
tions. (A great deal of argument centered around this matter. The 
efforts of the United States were directed toward reducing the func- 
tions of these committees to a minimum.) 

Art. 17. Bwreau of the Union . — The official name of the “ Berne 
Bureau ”, formerly designated as “ The International Bureau of the 
Telegraph Union ”, becomes “ The Bureau of the International Tele- 
communication Union.” 

This article sets forth the functions and responsibilities of the 
Bureau, together with specific indications as to how its expenses are 
to be shared by members of the union. Two separate accounts must 
be maintained, one relating to the telegraph and telephone services, 
the other, to the radio services. (The reason for this is that certain 
countries are signatories or adherents to the documents applying to 
only one type of service and therefore should not be expected to 
share the costs of the Bureau incurred in connection with other types 
of service. For example, the United States contributes only to the 
support of the Bureau as regards the expense occasioned by the serv- 
ices rendered by the Bureau in connection with radio matters.) 

CHAPTER II. CONFERENCES 

Art. 18. Conferences of Plenipotentiaries and Administrative 
Conferences . — Delegates for the purpose of revising the convention 

•The radio conference held at Mexico City in 1933, attended by representatives trout 
governments of North and Central America, is a good example of how special or regional 
agreements can he reached under this article. This conference adopted recommendations 
for the further allocation of frequencies between 1,500 and 4,000 kilocycles. 
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must have plenipotentiary powers, and revision can be made only 
when it has been decided upon by a previous conference of plenipo- 
tentiaries or when at least 20 contracting governments have indicated 
a desire for revision. Revision of the regulations, however, can be 
made by administrative Confei’ences, each conference setting the 
time and place of the next Conference. 10 

Art. 19. Changing the date of a Conference. — Conferences may be 
advanced or retarded in date when at least 10 contracting govern- 
ments wish to do so. The place of meeting remains as fixed by the 
last Conference, or if this is impossible, a consultation on the matter 
is held among the contracting governments. 

Art. 20. Internal regulations of Conferences.— This refers briefly 
to the rules of procedure to be followed in the deliberations. The 
rules of the preceding Conference are to be taken as a basis for 
the establishment of the rules for a new Conference. 

Art. 21. Language. — French is the official language for the acts 
of the Conferences and for all the documents of the union, but 
French and English may be used in the debates ; each language must 
be immediately followed by a translation into the other language by 
official interpreters furnished by the Bureau of the Union. Other 
languages may also be used provided interpreters are furnished by 
the delegates to translate into French or English. 11 

CHAPTER HI. GENERAL PROVISIONS 

Art. 22. The public telecommunication service. — In a single para- 
graph the right of the public to avail themselves of the telecommuni- 
cation facilities for the purpose of correspondence is recognized, 
without granting anybody special prerogatives not provided for in 
the convention or the regulations. 

Art. 23. Responsibility. — The contracting governments declare that 
they accept no responsibility with regard to the users of the inter- 
national telecommunication service. (In the domestic service in this 
country the telegraph companies are liable, but only to a limited 
degree, for mistakes or delays in transmission or delivery or for non- 
delivery of messages. On the contrary, in other countries where the 

10 The next Conferences are scheduled to be held in Cairo, In 1937. They will be admin- 
istrative Conferences. Curiously enough, when the question came up aB to whether a 
single telecommunication Conference or two separate Conferences, telegraph and radio, 
would be called, the Madrid Conference decided in favor of the latter. 

11 To give the background of this article and to tell in detail how It came finally to 
be adopted as it stands would require a separate paper. Suffice it to say here that the 
question of language, instead of being definitely settled at the very first session, was left 
open practically throughout the duration of the Conferences ; but in the meantime, both 
English and French were used, the delegation of the United States furnishing the in- 
terpreters. By common consent, the irregularity In parliamentary procedure and the 
anomalous situation presented by the way In which the matter was being handled was 
blinked at with considerable humor. 
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communication facilities are owned and operated by the government, 
no such liability whatever is recognized.) 

Art. 24. Secrecy of telecommunication. — This is an important ar- 
ticle under which the secrecy of international correspondence is as- 
sured. However, the contracting governments reserve the right to 
communicate international messages to competent authorities in order 
to insure the application of the internal law’s or the execution of the 
international conventions to which these governments are parties. 
(The latter makes it possible for one government to turn over to 
another messages dealing with violations of laws based upon inter- 
national treaties, for example, laws against narcotics smuggling.) 

Art. 25. Constitution , operation, and safeguarding of installations 
and telecommunication channels. — This article is of a general nature 
in regard to insuring the use of up-to-date equipment, its operation 
according to the best methods, and its protection against willful 
damage within the limits of the jurisdiction of each country. 

Art. 26. Stoppage of telecommunications. — This article allows 
each government to stop the transmission of private communica- 
tions (including telephone conversations) which appear to be danger- 
ous to the safety of the state, or contrary to the laws of the country, 
public order or decency. But the office of origin must immediately 
be notified of such stoppage, except in case such notice can appear 
dangerous to the safety of the state. This article is the basis upon 
which censorship of communications, especially of press messages, 
is exercised. Attempts by some countries to make its provisions 
more rigid terminated in liberalization of the article, so that certain 
censorship practices will, in future, be more difficult. 

Art. 27. Suspension of service. — Each government reserves the 
right to suspend the international telecommunication service for an 
indefinite period, in whole or in part, provided it notifies each of 
the other governments immediately through the bureau of the 
Union. 

Art. 28. Information concerning infractions. — The governments 
agree to inform one another as to violations of the provisions of 
the convention and of the regulations approved by them, in order 
to facilitate action with a view to their elimination. 

Art. 29. Rates and franking privileges. — This article simply makes 
a reference to the fact that this subject is set forth in detail in 
the regulations. 

Art. 30. Priority of transmission of government telegrams and 
radiotelegrams. — Priority in transmission is accorded such messages 
except when the sender specifically renounces this right. 

Art. 31. Secret language. — All government messages may be in 
secret language; private messages may be admitted in secret lan- 
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guage between all countries except those which have previously 
indicated that they do not admit them. However, a country which 
does not admit such messages must allow them to pass in transit. 

Art. 32. Monetary unit. — This sets up the gold franc of 100 
centimes, 10/31 grammes in weight and 0.900 in fineness as the 
monetary unit employed in the composition of rates, and in the 
settlement of accounts. 12 

Art. 33. Rendering of accounts.— The governments undertake to 
account to one another for the charges collected by the respective 
services. 



CHAPTER IV. SPECIAL PROVISIONS APPLICABLE TO RADIO 

This chapter, comprising six articles, contains provisions relating 
particularly to radio. Their contents are practically identical with 
the corresponding articles of the 1927 Radio Convention, but for the 
sake of completeness they will be outlined below. 

Art. 34. Intercommunication . — Under this article the reciprocal 
exchange of radiocommunications of the same character in the mobile 
service is guaranteed, without distinction as to the radio system 
employed by the various stations. This, of course, does not pre- 
vent the use of a system incapable of communicating with other 
systems, provided this incapacity is of a nature inherent in the sys- 
tem and is not the result of devices solely employed to prevent 
mtercommiunication. 

Art. 35. Interference. — So far as radio is concerned, this is prob- 
ably the most important article in the convention. It reads as 
follows : 

Section 1. All stations, whatever their purpose, must, so far as possible, be 
established and operated in such a manner as not to disturb the radio com- 
munications or services either of the other contracting governments or of the 
private operating companies recognized by these contracting governments and 
other duly authorized agencies which conduct a radio service. 

Seo. 2. Bach of the contracting governments not itself operating the radio 
facilities undertakes to require of the private operating companies recognized 
by it, and of other duly authorized operating agencies, the observance of the 
provision of section 1 above. 

Art. 36. Distress calls and messages. — Stations participating in 
the mobile service are obliged to accept with absolute priority dis- 
tress calls and messages, whatever be their origin, to answer these 

u In this connection, sec footnote d on p. No reservations were made by any gov- 
ernment to this article as were made to article 31 of the telegraph regulations. What 
might on flrBt glance appear to be an inconsistency in attitude in respect to reservations 
on this matter can be explained by noting that while it is agreed that rates and account- 
ing are to be expressed in terms of the gold franc, the number of units of a specific 
currency that are considered to be equal in value to that of a gold franc is another 
matter and one that is subject to change as determined from time to time by the country 
issuing that currency. 

47 8803 0 - 42 -6 
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messages themselves, and to take whatever action they require 
immediately. 

Abt. 37. False distress signals — Illegimate use of call signs. — The 
contracting governments agree to take necessary measures to sup- 
press the transmission or the circulation of false or erroneous distress 
signals or distress calls, and the use by a station of call signs which 
have not been legitimately assigned to it. 

Aht. 38. Limited service. — This permits a station to establish a 
restricted international service determined by the object of the tele- 
communication or by other circumstances independent of the system 
employed. (The purpose of this is to except certain stations from 
the obligation to exchange communications as required under sec- 
tion 1 of article 34. For example, stations carrying on a news 
service to ships at sea are not required to accept private messages for 
transmission or relay.) 

Abt. 39. Installations of national-defense services. — This article is, 
of course, of particular interest to the military service, and is there- 
fore worth quoting in full : 

Section 1. The contracting governments retain their entire liberty with 
respect to radioelectric installations not covered by article 9 and, in particular, 
to military stations of land, maritime, or aerial forces. 

Sbw. 2. (1) However, these installations and stations must, so far as possible, 
comply with the regulatory provisions relative to aids to be furnished in cases 
of distress and to measures to be taken to prevent interference. They must 
also, so far as possible, observe the regulatory provisions concerning the types 
of waves and the frequencies to be used, according to the kind of service which 
the said stations conduct. 

(2) In addition, when these Installations and stations make an exchange of 
public correspondence or participate in special services governed by the regula- 
tions annexed to the present convention, they must comply, in general, with the 
regulatory provisions for the conduct of these services. 

CHAPTER V. FINAL PROVISION 

Art. 40. Effective date of the convention. — The new convention 
becomes effective on January 1, 1934. 

* * * * * * * 

There then follow the signatures of the various plenipotentiaries 
empowered by their governments to sign the convention. The orig- 
inal is deposited in the archives of the Spanish Government and 
one copy is sent to each government. 

The convention proper is followed by a single annex defining 
certain of the terms employed in it, such as “ telecommunication ”, 

“ radiocommunication ”, “ radiotelegram ”, “ administration ”, “ pub- 
lic service ”, etc., each of which has a specific meaning that was 
agreed upon only after much discussion. In case of future disputes, 
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undoubtedly much will depend upon the interpretation to be given 
certain of these definitions. 

It is interesting to note that the guiding minds at the Madrid Con- 
ferences were extremely careful to observe all juridical formalities 
deemed essential for the validity of the new single convention. For 
instance, the fact that two separate and distinct Conferences, Tele- 
graph and Radio, were in session was constantly emphasized. In- 
deed, from a legal standpoint previous conventions still exist and 
will continue to be in force as between specific governments until 
the new convention is ratified by the governments concerned. For 
example, although the French delegates signed the Washington con- 
vention of 1927, the French Government never ratified this treaty. 18 
Consequently, as between France and other countries, the London 
Radio Convention of 1912 has been in effect since the date of rati- 
fication of that treaty and will continue in effect until France ratifies 
the Madrid convention. Suppose she fails to ratify the latter, and 
suppose the United States and Great Britain do ratify it, and fur- 
ther, suppose Canada, which did ratify the Washington convention, 
does not ratify the Madrid convention; then the situation between 
the United States and these three countries as regards the convention 
in effect may be depicted as follows : 



United States 




Canada 



France 



Would such a complicated situation cause much difficulty? Not 
necessarily, for much depends upon the proximity of the countries 
and the extent of their radio relations. The fact that France failed 
to ratify the Washington convention meant very little so far as this 
country is concerned; but so far as France’s neighbors are concerned, 
the situation is different. 

It can almost be taken for granted that not all the governments 
will ratify the Madrid convention at first. It may take several years 
and perhaps many will have failed to ratify it by the time the 
next Conference takes place, which is scheduled to open at Cairo. 



“Recent information indicates that Frsnce may yet ratify the 1927 radio convention. 
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There is no question but that the fusion of the telegraph and the 
radiotelegraph conventions into a single telecommunication conven- 
tion marks a distinct and very important step forward, not only in 
the art of signaling, but in the advance of civilization itself. While 
some countries objected strenuously at the outset to a fusion of the 
two conventions, foreseeing some loss perhaps in advantages to them, 
in the end the weight of the majority opinion prevailed. The phrase 
“ weight of the majority opinion ” is used advisedly, for in matters 
such as these there can be no coercion, pressure, or force applied as 
between sovereign States. A single document, signed by practically 
the whole world, and covering the transmission of intelligence by 
every agency of electrical communication cannot fail to lead to 
unification, coordination, and better employment of these agencies, 
to the material advantage of all concerned. But in a larger sense, 
the unification is much more important. In these difficult days, when 
the labors of international conferences are beset with apparently 
insurmountable obstacles, when human efforts to iron out honest 
differences of opinion between nations in a spirit of cordial cooper- 
ation, justice, and conciliation seem baffled on all sides, the fact 
that an accord was reached at Madrid between 81 governments 
and on matters vitally affecting each of them, stands out as a bright 
light in the otherwise dark heavens. F or, before nations can reach 
any agreement on matters of mutual concern, they must be able to 
communicate with one another and exchange ideas; and anything 
that will facilitate such communication and exchange materially 
assists in clearing a way to the reaching of those accords without 
which civilization stagnates. Thus, if the birth of the telecommuni- 
cation convention is noteworthy from a materialistic or economic 
point of view, and is therefore of particular interest to those con- 
cerned with signal-communication matters, it also presents a spirit- 
ual significance that merits the attention of everybody the world 
over. 
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SECRET CAUSES OF GERMAN SUCCESSES ON THE EASTERN FRONT 7 

By A. M. Nikola ieff * * 

(Reprinted from the September-October 1935 issue of the Coast Artillery Journal with 
the courteous permission of ltB editor) 

It was commonly believed during the World War, and even now 
the opinion prevails, that the main causes of the military successes of 
the Germans on the Eastern front lay as much in the superiority 
of their artillery and aircraft, and in the well developed system of 
their strategic railways, as in the clever stategy of the German 
military leaders. However, in the opinion of some Russian students 



’ Editoe’s Note. — The author of this article was a colonel in the Imperial Russian 
Army and served on the Russian General Staff during the World War. He was formerly 
a military attach® at both Washington and Tokyo. 

* Editob’b Note. — For a more recent example of military defeats caused In part by 
Improper use of radio, see, under The Editor's OP of this issue, the item “Radio, a Con- 
tributing Cause of Military Disasters.” See also the articles, "Tannenberg — A study In 
Faulty Signal Communication”, by Lt. Col. H. C. Ingles, Signal Corps, In the July-August 
1929 Issue of the Bulletin. 

*(No. 91, July-August, 1936) 
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of the War, these causes taken alone did not offer an adequate ex- 
planation of those episodes of the struggle in the East in which the 
relative strength of the opposing forces was approximately equal 
and the strategic skill of the Teutonic leaders was not particularly 
brilliant though the results obtained by the Germans were so. Some 
of the episodes were : The extraordinary German victory at Tannen- 
berg, the forestalling by the Germans of the Russian offensive after 
the defeat of the Austro-Hungarian army in the battle of Galicia, 
and the escape of the German Army Corps surrounded by the Rus- 
sians at Lodz. The fortunes of war, usually so changeable, here con- 
stantly favored one side, and this suggested that there must have 
been another cause to explain in a more satisfactory way the re- 
markable successes of the Germans, and the reverses and half-suc- 
cesses of the Russians. What was that cause? For some time it 
remained a secret, and then the curtain began to rise. 

Light was thrown on the secret for the first time when the German 
military leaders published their memoirs and accounts of the war 
events on the Russian front. In 1919 General Ludendorff, describ- 
ing in his Own Story the situation before the Battle of Tannenberg, 
made the following significant statement: “On the journey from 
Marienburg (the Headquarters of the German Army in East Prussia) 
to Tannenberg an intercepted enemy wireless message was sent us 
(that is, to Hindenburg and Ludendorff) which gave a clear idea 
of the opponents’ dispositions for the next few days.” 

Next came the admission of Field Marshal Hindenburg. In his 
reminiscences (Out of My Life) published in 1920, he said, speaking 
of the campaign in Poland : “By tapping the enemy’s wireless we 
were not only able to learn what the situation was, but also the in- 
tentions of the enemy.” Finally General Hoffmann, with whose work 
“all the important military events on the German Eastern front 
are closely bound”, supplied detailed information on the question 
of the Russian wireless messages before the Battle of Tannenberg. 
In his account of that battle (Tannenberg wie es wirklich war), pub- 
lished in 1926, he disclosed what those messages were. One, sent 
from the army of Rennenkampf , made it clear that the army was not 
marching in a southwesterly direction toward the army of Sam- 
sonoff, as the Germans had feared, but was continuing its advance 
westward, toward Konigsberg; it could not, therefore, arrive in time 
to the assistance of Samsonoff’s army, against which the Germans 
were planning an attack. The second message was sent from the 
army of Samsonoff. This message showed that Samsonoff, having 
mistaken the retreat of one German Army corps (the 20th) for the 
withdrawal of all the German forces facing his army, had given 
orders to his own army corps to pursue the retreating Germans in a 
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northerly direction (from the line Ortelsburg-Soldau toward the 
line Allenstein-Osterode), and by that pursuit had exposed his left 
flank to a German attack. According to Hoffmann, neither of these 
Russian messages was sent in cipher. Their importance to the 
Germans cannot be overemphasized. The situation was similar to 
that of a bridge game in which one team is not only holding its cards 
face up, but is even informing its opponents in advance of what 
cards it is going to play. 

How could it happen that wireless messages of vital importance 
were sent unciphered? In his study of the first battles in East 
Prussia in 1914, General Golovine, one of the Russian Army leaders 
in the War and a writer of note, sees the cause of that fact in the 
want of organization and the disorder which characterized the work 
of the headquarters of the Russian armies in the beginning of the 
campaign.® According to another Russian author, General Daniloff, 
who was Director of Military Operations at the Russian General 
Headquarters in the first year of the War, the sending of unciphered 
radio messages by various Russian headquarters was a result of their 
lack of familiarity with the new means of liaison. He writes : “To 
the various headquarters of our army, the use of the wireless in the 
field was something completely new.” 10 Whatever may have been 
the real cause of the Russian blunder, whether a lack of organization 
or of familiarity with the wireless, it was more because of their error 
than because of the strategic skill of the Germans that the battle of 
Tannenberg turned out to be such a disaster for the Russians. 

Following the Russian reverses in East Prussia, measures were 
taken by the Russian High Command to keep secret the dispositions 
and movements of troops. In the beginning of the War wireless 
messages were often sent with a part of the text in cipher and a 
part unciphered. Soon it was realized that the deciphering of such 
messages was comparatively easy for the enemy, and the practice of 
sending messages in this form was therefore discontinued. Besides 
this, the cipher used by the army in the field was changed from time 
to time. The Russian military leaders believed in the efficiency of 
these measures and were under the impression throughout the War 
that the contents of their wireless messages remained unknown to the 
opposite side. In the period which followed the war, some suspicion 
as to the secrecy of the Russian radio messages was expressed in the 
Russian military press abroad, but for a long time there was nothing 
to prove that those suspicions were justified. Now, however, after 
all these years, a new light has been thrown on this puzzling question, 

•N. Golovine. Iz lstorii kampanli 1914 g. na russkom fronte. Naehalo volny 1 operat- 
Zll V Vostoehnol Pnissli (The history of the campaign of 1914 on the Russian front. The 
beginning of the War and the operations in East Prussia.) Prague, 1926, p. 220. 

io V. Daniloff Rossiya v Mirovoi volne (Russia in the World War). Berlin, 1924, p. 153. 
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and the secret cause of the military successes of the Teutonic armies 
am the Eastern front has been revealed. 

These striking revelations are made by General Max Ronge, Chief 
of the Intelligence Service at the Austro-Hungarian General Head- 
quarters during the World War, in his imposing book, Kriege and 
Industrie Spionage (Military and Industrial Espionage). Here we 
learn that on September 19, 1914, an intercepted Russian wireless 
message was deciphered by the Austrian intelligence service for the 
first time ; and we are told that from this time until the end of the 
War the messages sent in cipher by the Russian radio stations in the 
field were regularly intercepted by the Austrian stations, and suc- 
cessfully deciphered by the experts of the Austrian intelligence serv- 
ice. The contents of these messages were known to the Austrian and 
German High Commands within a few hours after their original 
dispatch. Thus the dispositions and movements of the Russian 
troops, and therefore the Russian strategic plans, were not a secret 
for those Commands. It is quite obvious that this detailed and relia- 
ble information made it easy for the German and Austrian strate- 
gists not only to take counter measures to prevent the execution of the 
Russian plans, but to launch attacks on the weakest parts of the Rus- 
sian front as well. 

The combatant who knows his enemy’s plans has, of course, an 
extraordinary advantage, and in the whole of military history there 
is perhaps no better illustration of this advantage than that offered 
by the checking of the Russian offensive in the initial period of the 
War, after the defeat by the Russians of the Austro-Hungarian 
army in the battle of Galicia. 

The strategic situation after the battle of Galicia, fought from 
August 24 to September 12, 1914, was as follows: The remnants of 
the defeated Austro-Hungarian army had retreated from Russian 
Poland and East Galicia toward Cracow, and had gathered in the 
western corner of Galicia behind the Visloka River. The Austrian 
losses were so heavy 11 that for some time the Austrian armies were 
not even able to protect their own and the adjacent German territory 
from a possible further invasion ; the Germans, therefore, had to move 
four of their army corps from East Prussia to Silesia in order to bar 
the roads, should the Russians attempt to invade this province and to 
dominate its rich resources of coal and iron. 

A difficult task now confronted the Austro-Hungarian commander 
in chief. He had to solve a problem of vital importance — what 

11 Prom a remark In General Ludendorlf's memoirs one may judge the extent to which 
the strength of the Austrian armies had been reduced by their heavy losses. He expresses 
great surprise at the fact that four Austrian armies were crowded into an area so nar- 
row as the corner of Galicia behind the Visloka River, between the Vistula and the 
Carpathians. 
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would the victorious Russian Army undertake next? The further 
advance of that army might be undertaken in any one of three 
directions : First, the Russians might invade the plain of Hungary ; 
second, they might continue their drive toward Cracow, and, finally 
the Russian armies might concentrate on a new line, for instance, 
behind the middle Vistula (as they actually did), with the object of 
starting an offensive in the direction of Silesia (toward Breslau). 
However, the problem of finding out the further movements of the 
Russians proved to be an easy one for the Austrian High Command. 
The solution of that problem was obtained by deciphering the 
intercepted wireless messages sent by the Russian army leaders. 

The first information was received by the Austrian High Command 
from three messages, of which two had been sent by the Ninth Rus- 
sian Army on September 25 and 28 and one by the commander of the 
Russian cavalry corps on September 25. The Ninth army formed the 
right flank of the Russian front; it had been pressing upon the heels 
of the retreating Austrians in Galicia, and by September 25 had 
crossed the Visloka River. Now, according to the first radio mes- 
sage, all its army corps, “in view of the new maneuver decided upon” 
by the Russian High Command, were to fall back on the next day 
(September 26), leaving on the Visloka River only vanguards. The 
second message disclosed that the Ninth army was to assemble in a 
new area, behind the Vistula to the north of the mouth of the San 
River. Finally, the message of the commander of the Russian cav- 
alry corps presented a clear picture of the whole situation (as the 
Russians saw it) in the wide region to the west of the Vistula; and 
besides this, it contained information with regard to the movements 
planned by the Russian cavalry with a view to preventing the enemy 
cavalry from reconnoitering the Russian front. The subsequent 
Russian radio messages, intercepted and deciphered up to the 5th of 
October, disclosed that not only one (the Ninth) but two more 
Russian armies (the Fourth and the Fifth) were being withdrawn 
from Galicia to take up a new front, behind the middle Vistula, the 
latter two armies to occupy a line to the north of the Ninth Army. 
Furthermore, it was learned that two Russian Armies of the Northern 
front were being moved southward toward the Novogeorgievsk and 
Warsaw to form the right flank of the new Russian front. 

No information about the enemy, more complete and accurate than 
that contained in these intercepted messages, was ever received by 
an army engaged in military operations. The Austrian and German 
High Commands now knew in detail just what forces and what 
movements they had to deal with, and of even greater importance 
was the fact that the information about the enemy’s movements and 
intentions had reached these High Commands at a time when the Rus- 
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sians were just starting to carry out their new plan. This plan called 
for a huge shifting and a complicated regrouping of five Russian 
armies, and at least 3 weeks would be required for these opera- 
tions. That is, the Russian armies would not be ready to take the 




offensive from the new front until about October 20; in the mean- 
time the advance units of the Austrian and German forces were only 
1 day’s march away from the midde Vistula (at Opatov and op- 
posite Sandomir.) . With the obvious purpose of taking advantage of 
the precarious situation in which the Russian armies stood during the 
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slow process of their regrouping, the Germans and Austrians pushed 
on toward the Vistula; on October 9-12 they attacked the Russian 
Army corps (of the Fourth and Second armies) which had crossed 
the river in order to enable the Fifth Russian army to take up its 
position to the south of Warsaw. 12 Although those army corps were 
pushed back by the Germans and had to withdraw to the right bank 
of the Vistula, they put up a stubborn resistance on the line of that 
river (at the fortresses of Ivangorod and near Warsaw), and were 
able to hold their own until all the Russian armies had reached the 
positions assigned to them, and were ready to advance. The Russian 
offensive was scheduled to begin on October 21, and the main attack 
was to be launched from the region of Novogeorgievsk and Warsaw 
by the combined force of two Russian armies (the Second and 
Fifth) ; the attack was aimed at the left flank and rear of the Ger- 
man front. But quite unexpectedly in the night of October 19 the 
German left facing the Vistula to the south of Warsaw began to fall 
back, and soon the whole German-Austrian front was in full retreat. 
Thus the attack planned by the Russians did not materialize; the 
enemy had escaped. Had the Germans remained on their front 2 
days longer, their position might have become critical. At the time 
of that retreat the “clairvoyance” of the German High Command 
could be little understood, but now the mystery has been explained. 
The author of Kriegs and Industrie Spionage tells us that the retreat 
from the Vistula toward Silesia was ordered by General Hindenburg 
because it had become clear, after the deciphering of the Russian 
radio messages, that the German and Austrian forces were greatly 
outnumbered by the Russians. To prove the accuracy of his state- 
ment General Ronge cites figures which show the distribution of the 
Russian divisions among the various parts of the front at that time ; 
from these figures the numerical superiority of the Russian forces 
facing the German left may be clearly seen. 

The blow aimed at the German left and rear had been averted, but 
the danger of a Russian offensive was still present — the round was 
not over. The retreating Teutonic armies might be pursued and 
overtaken. In point of fact the Russian High Command, upon learn- 
ing of the escape of the Germans, changed its plan and immediately 
gave orders to pursue the enemy and force them to accept a battle. 
The situation of the Teutonic armies remained serious, but one im- 
portant circumstance was still favorable to them. General Ronge 
writes: “Our radio service was able to discover at once the inten- 
tions of the enemy leaders, and already by the end of October our 
information about the enemy forces was subjected to such a thorough 

“ On October 9 that army only started to assemble at the city of Lublin to entrain there 
in order to be transported to Warsaw, about 100 miles away from the former place. 
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checking that our data about the daily disposition of the Russian 
troops, from a division up, could not have differed very much from 
those of the Russian General Headquarters.” In this struggle in 
which one side knew every move of its opponent, while the other side 
had to grope in the dark, the outcome might have been told in ad- 
vance. What actually happened is as clear now as it was mysteri- 
ous and unexpected to the Russians at the time when their offensive 
was in progress. The facts were as follows : The German and Aus- 
trian armies retreated from the line Warsaw-Ivangorod-Sandomit in 
a southwesterly direction, toward Breslau and Cracow ; as they fell 
back they destroyed the railways and bridges and offered a strong 
resistance to the pursuing Russians. By November 8 the main Ger- 
man force reached the line Kalish-Chenstokhov, running along the 
westernmost frontier of Russian Poland (the western face of the “Po- 
lish salient”), and, according to the Russian information, started to 
fortify that line. On November 13 an order was given to the Rus- 
sian armies, which were less than 2 days’ march away from the enemy 
front, to take the offensive against the line Kalish-Chenstokhov where 
the main German force was supposed to have taken up a position. 
But in the afternoon of the same day (General Ronge writes) the 
wireless message in which this order had been sent to the Russian 
armies “lay deciphered on the desk in our (the Austrian) office of 
military operations and on the desk of the office of the German Head- 
quarters in Posen as well.” The information contained in this mes- 
sage “immediately put an end to the divergence of opinion of the 
(Teutonic) Allies” as to the best plan for further action. Knowing 
that the Russian forces were concentrated in front of the line Kalish- 
Chenstokhov, with their right flank exposed to an attack from the 
northwest, the German High Command gathered a strong force to 
the north of Kalish, between the rivers Varta and Vistula, 13 and 
launched that force from the line Wreschen-Thorn along the left 
bank of the Vistula with the object of turning the right flank of 
the advancing Russian front. The Russian offensive was stopped 
for the second time. Evidently proud of the invaluable achieve- 
ments of the Austrian radio intelligence service, of which he was in 
charge, General Ronge makes an ironical remark with regard to the 
inability of the Russians to find out how such complete information 
reached their opponents. He writes : “For a long time the Russians 
had wondered about our excellent orientation, but finally they came 
to the conclusion, which the Novoye Vremya (a Russian daily) ex- 

** The German Ninth army under Mackensen, reinforced by two corps of the German 
Eighth army in East Prussia ; in the latter part of November this force was increased by 
four corps from the Western front and by the garrisons of the fortresses Thorn, Posen, 
and Breslau. 
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pressed in an article of November 11, that the German air recon- 
naissance was responsible for it.” 

The German counter-offensive between the rivers Varta and 
Vistula progressed quickly and eventually led to the extremely 
complicated battle of Lodz (November 18-24). The whole opera- 
tion which ended with the battle of Lodz is of special interest be- 
cause in that operation more than in any other episode of the War 
it was made clear to what extent the successful action of the Germans 
depended on the good services of the Austrian radio intelligence. 
Having succeeded in cutting off two Russian armies (the Second 
and the Fifth) from the remaining Russian force, the Germans 
were doing their utmost to surround these armies. But at the time 
of these important engagements an unexpected thing happened: 
the Russians changed their cipher. General Ronge thus describes 
the effect which that change had on the Austro-German leaders: 
“We were living through a crisis. At the very time when our 
encircling movement seemed to have reached its highest point, and 
the surrender of the two Russian armies, surrounded by the Ger- 
mans near Lodz, seemed certain, our best means of securing informa- 
tion became useless. The radio stations, both ours and the Germans’, 
set to work together on the newly received ciphered messages * * * 
and as a result of the joint effort the new code was deciphered on 
November 22.” Thus during the few days preceding the above date, 
the Germans were in the same position with regard to the knowl- 
edge of the situation of the opposing side as were the Russians, and 
it is highly significant that during those decisive days the German 
plan of surrounding the Russian armies failed, and a part of the 
German turning force (the Twenty-fifth Reserve corps and the Third 
Division of the Guard) was surrounded by the Russians and escaped 
from the Russian ring only with the greatest difficulty, leaving 
behind many prisoners. The first Russian message deciphered by 
the Austrians after they succeeded in working out the new Russian 
cipher, contained information (General Ronge writes) “about the 
breaking of the German encirclement” by the Russians and also 
information about the directions in which the retreating Germans 
were being pursued. Thus the hopes of the Germans for a great 
victory were wrecked, but the information enabled them to carry 
out their retreat safely. 

How is one to explain the remarkable results obtained during the 
War by the Austrians in the deciphering of intercepted messages? 
One factor to be taken into account in attempting an explanation 
is the experience in work of this kind gained by the experts of the 
Austrian cipher service (“Chiffredienst”) during the years preceding 
the War. Another factor to be considered is that the Russians made 
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mistakes in the employment of their ciphers. From General Ronge’s 
book it may be learned that as early as 1908 — that is, at the time 
when the relations between Austria-Hungary and Serbia became 
6trained on account of the annexation of Bosnia and Herzegovina, 
the Austrian intelligence service was busy deciphering Serbian 
messages. Later in 1911-12, during the Turko-Italian war in 
Tripoli, a special section was formed in the Intelligence Bureau of 
the Austrian General Staff for the purpose of deciphering the radio 
messages intercepted by the Austrian naval wireless station. Still 
later, during the Balkan wars of 1912-13, the Austrian cipher 
experts acquired an important fund of material, namely, a large 
number of intercepted Serbian messages. Working on that mate- 
rial, the experts succeeded in obtaining excellent results, thanks to 
which “the deciphering of Serbian messages (before the War) 
presented no difficulties.” As regards the deciphering of Russian 
messages before the War, the Austrian General Staff was less fortu- 
nate. The secret of the Russian cipher was not disclosed until 50 
days after the World War began — that is, on September 19, 1914, 
as it has been already said. From that time on, General Ronge 
says, the deciphering of Russian messages was, “with the exception 
of some unavoidable mutilations, no longer difficult.” This state- 
ment is supported by the following figures: Up to the beginning 
of 1915, 16 Russian ciphers were unraveled, and during the War 
there were days when the number of deciphered messages reached as 
many as 70; for instance, this was the number of messages 
deciphered on June 4, 1916, the day when the Brusiloff offensive 
began. 

What were the Russian mistakes in using the cipher? One mis- 
take made in the beginning of the War, and righted after 6 weeks, 
has been already pointed out. It consisted in sending messages of 
which only certain parts were in cipher. Another mistake — we 
learn from General Ronge’s revelations — consisted in using two 
ciphers, the old and the new, for identical dispatches. This viola- 
tion of the fundamental rules of ciphering was made on the occa- 
sions when a change of cipher was taking place. Stations that had 
not received the new cipher in time, would report their difficulty, 
and the message that had been communicated to them in the new 
cipher would be put into the old cipher and dispatched again. 
“Nothing more was required by our cipher experts”, Ronge remarks 
with regard to this careless way of overcoming a difficulty. Still 
another mistake, according to the Austrian general, was that “the 
systematic Russians stuck pretty near to the method of ciphering to 
which they had become accustomed.” This, of course, facilitated 
the process of deciphering their messages. 
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Thus the wireless telegraph proved to be a great disadvantage for 
the Russians. Their army orders and reports sent by radio were 
known to the opposing side as well and as soon as they were known 
to those to whom they had been addressed. Speaking of this fact 
in his review 14 of General Ronge’s book, General Batyushin, of the 
former Russian General Staff, maintains that the military action of 
the Russians in the World War would have been much more success- 
ful if they had not used wireless telegraphy at all. The correct- 
ness of this statement he proves by citing two examples: First, the 
defeat of the Austro-Hungarian armies in the battle of Galicia in 
August and the earlier part of September 1914; and, second, the 
initial success of the Russian Army of General Rennenkampf in East 
Prussia in August 1914; both Russian successes were won at a time 
when the Austrians and the Germans had not yet succeeded in dis- 
covering the secret of the Russian cipher. These two examples 
constituted exceptions from the general order of things during the 
World War in which as a rule the Russians had to fight in the dark, 
while for the Germans and the Austrians the military situation of 
their opponent was as clear as daylight. 

It now remains to be seen what lessons may be derived from all 
that was said above. It seems that the sad experience of the Rus- 
sians fully reveals the extreme disadvantage at which an army in 
the field may be placed if it freely uses the wireless telegraph. Hence 
it follows that, except in circumstances when no other means of 
liaison can be resorted to, the wireless must not be used by an army 
for strategic communications or for any other dispatches that con- 
tain information useful for the enemy. Furthermore, the cipher in 
which radio messages are sent must be as difficult as possible to 
decode. 

However, the elimination of the wireless as a means of sending 
strategic directives, long orders, and detailed information does not 
mean that this invention may not be of the greatest service in time 
of war. But to be of such service, the radio, when used for stra- 
tegic purposes, must be limited to the sending of brief messages and 
commands which are rather signals for initiating, changing, or stop- 
ping movements previously decided upon. Next, the radio should 
be used for purposes other than strategical. In this respect the 
tactical use of the radio should be placed first. Tactically the radio 
may be used for giving orders which call for immediate execution 
and which the enemy would not be able to prevent from being carried 
out should the messages be intercepted. For instance, an order to 
a firing battery to open fire against a new target may be sent over 
the radio because the fire of the battery will be carried over to the 



14 Veatnik Voennykh Znanil, Sarajevo, 1931, no*. 9, 10. 
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new target whether the enemy intercepts the order or not. Further- 
more, the wireless should be used for the interception of radio mes- 
sages of the enemy, not only to find out what is going on on his 
front (provided the enemy messages relate to the conduct of military 
operations), but also to get information of the situation in the rear, 
that is, in the interior of the enemy country. Another important 
service of the radiotelegraph may consist in broadcasting messages 
with a view to disseminating news and communications which may 
lower the morale of the enemy, contribute to the breaking of his 
resistance, and induce him to ask for peace. 



POWERS AND LIMITATIONS OF RADIO COMMUNICATION WITHIN A 
MODERN FIELD ARMY * 

By Maj. R. B. Moran, Signal Corps 
INTRODUCTION 

This paper was undertaken with the primary purpose of deter- 
mining as far as practicable from a theoretical study, whether in 
the field in time of war the various units which go to make up a field 

*(No. 91, July August, 1936) 
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army can expect to operate satisfactorily the radio sets which have 
been allotted for their use. If the answer should be negative, it 
was then desired to formulate some basis of priority for the use of 
radio. 

The study has been revised for publication as an article in the 
Signal Corps Bulletin by modifying the form slightly, by the addi- 
tion of some information which has come to the attention of the 
author since the original paper was completed, and by the elimina- 
tion of the detailed application of conclusions to a particular tac- 
tical situation, although a statement of the tactical situation in gen- 
eral terms is included, together with the method followed in provid- 
ing radio communication therefor. 

THE PROBLEM PRESENTED 

The problem presented in this study is a determination of the 
powers and limitations of radio communication within a modern 
field army. In studying the problem we should assume that both 
Red and Blue have radio equipment, and that each has a mechanized 
force and combat aviation attached. 

BASIS OF CONSIDERATION 

The problem presented is considered in this study on the basis of 
operating practicability with the technical equipment available, after 
a careful consideration of the needs of the various arms and services 
involved. Some consideration will also be given to the trend of 
future development. 

Many items which actually affect the powers and limitations of 
radio, such as the availability of competent operators, availability 
of transportation, availability (production) of radio equipment, and 
suitable power supply therefor, are not considered to be within the 
scope of this study. Each one is a suitable subject for study and 
investigation. It is assumed in this paper that these requirements 
can be met. 

An analysis of the problem dictates its division into two main 
phases: First, what are the needs for military radio? This ques- 
tion will be answered insofar as possible by a study of historical 
examples and the results of tests and experiments. The result of 
this study should lead to certain conclusions concerning the relative 
needs for radio communication by different elements in a field army. 
Second, it is possible, based on the conclusions drawn as a result of 
the preliminary study, to provide radio communication of the type 
desired and in the amount desired by the various elements of the 
field army? The answer to this question should be determined by 
an actual radio set-up for a tactical problem taken from the course 
of instruction at the Command and General Staff School. 
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The transmission of radio waves and their manipulation to pro- 
duce signals, and hence convey intelligence, are natural physical 
phenomena and are therefore governed by fixed natural laws. 
Those ether vibrations which occur approximately between a low- 
frequency limit of 7,500 to 10,000 cycles per second and a high- 
frequency limit which has not yet been determined are known as 
radio waves. For convenience frequencies of the order of thousands 
per second are expressed in kilocycles per second, as 7,500 cycles 
per second equals 7.5 kilocycles per second. Frequencies of the 
order of millions per second are expressed as megacycles per second. 
That is, 62,000,000 cycles per second would be expressed as 62 mega- 
cycles per second. 

The low-frequency limit is rather well established in present-day 
development since installations employing low-frequency transmis- 
sions are costly to build and operate, and at the same time can 
transmit only short distances per unit of energy expended as com- 
pared to so-called high-frequency transmissions. Due to the great 
saving in weight, size, original cost, cost of operation, and due to the 
decreased problem of supply, all development of field radio sets 
for the United States Army is taking place in the high-frequency 
ranges. Low frequencies are adaptable only to fixed installations. 
The practical limits so far determined for field sets are about 150 
kilocycles per second and 62 megacycles per second. 

The ultrahigh frequencies have certain peculiarities which lend 
themselves well to use in front-line situations. Waves of extremely 
high frequency do not travel very far regardless of the amount of 
power used at the transmitter. They may be reflected to some extent 
in a manner similar to that in which light is reflected. Usually 
no fading (alternate rise and fall in the volume of the received 
signal) is experienced. However, the waves in transmission are 
subject to deflection and absorption in some degree. 1 

TYPES OF TRANSMISSIONS 

There are two general types of radio transmissions, or, putting it 
another way, there are two general .forms of radio waves, each pro- 
duced in a characteristic manner, each having definite qualities, 
nd each producing quite different effects in the receiver. 

The first of these types is the damped wave such as is emitted by 

spark transmitter. Its chief characteristic is that, when trans- 
mitted on a given frequency, it really contains several frequencies 
offering more or less from the principal frequency and containing 

1 Sail ; Chandler, pp. 455 and 458 ; BC, pp. 44 and 45 ; Borden, pp. 52 and 53. 
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less energy than the principal frequency (when the transmitter is 
properly tuned). This results in what is known as a broad wave; 
that is, it takes up considerable space in the radio spectrum . 2 

The second type is known as a continuous wave and is emitted on 
one fixed frequency. This is the type used in all modern transmit- 
ters, military or otherwise. It can be seen that the latter type of 
wave is much more economical of frequency space in the radio spec- 
trum. It has many other advantages, but they are not important 
to this paper. 

Characteristics which are important in the consideration of mili- 
tary radio are : Damped waves may be received by any type of re- 
ceiving equipment and the signals have a fixed tone or pitch deter- 
mined entirely by the transmitting set . 3 They cannot be used as a 
practical means of voice transmission . 4 Continuous waves, as such, 
cannot be heard by means of an ordinary receiver unless modulated 
or shaped by audio-frequency tones or sounds such as the voice or 
music . 6 They may, however, be detected by the operation of a small 
transmitter in connection with the receiver which produces a beat 
note equal to an audio-frequency difference between the incoming 
radio wave and the wave set up by the local oscillator. 1 ’ This effect 
makes it possible for an operator receiving telegraph signals to vary 
the tone or pitch to best suit his ear and thereby enable him to receive 
through otherwise serious interference . 7 The continuous wave may 
be modulated at the transmitter by any type of sound which may 
then be heard in a receiver without the aid of a local transmitter or 
oscillator . 8 

It will be obvious from this discussion that each type of wave 
occupies a certain amount of space in the radio spectrum ; the lesser 
amount being required for the continuous wave. If the continuous 
wave be modulated, somewhat more frequency space will be required. 

ASSIGNMENT OF FREQUENCIES 

The total frequency space occupied by a transmission and an ad- 
jacent clear space forms a channel. There are certain basic prin- 
ciples which govern the allotment and assignment of the frequencies 
from the available frequency bands. These must be observed if 
a minimum of interference is to result. 

The ideal assignment of frequencies is one in which, if each net 
operates on its assigned frequency, it will not cause interference 



•Morecroft, p. 388. 

•Morecroft, pp. 405-411 and 676. 
‘Morecroft, p. 742. 

‘Moreeroft. p. 722. 

•Morecroft, p. 724. 

7 Morecroft, p. 676. 

•Morecroft, p. 746. 
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with any other net operating on the assigned frequency of the 
latter. In making frequency assignments, it is difficult to formulate 
a general rule designating the minimum width of the frequency 
band in which a given type of set is to be operated, unless all the 
conditions under which the sets are to be operated, and their physical 
relationships to other sets with which they* might interfere, are 
definitely known. The band of frequencies over which a given 
transmitter may cause interference to receivers operating on another 
frequency, depends upon numerous factors such as : 

(1) The distance between transmitter and receiver. As an ex- 
ample, the 75-watt radio set SCIk-193 is likely to cause interference 
to any set having a receiver such as the receiver BC-189, over a 
frequency band of approximately 125 kilocycles at distances from 
the transmitter up to 2 miles. With such a receiver located 40 miles 
away from the transmitter of a set SCR-193, the interference band 
of the transmitter is reduced to approximately 10 to 15 kilocycles. 
Similarly if each of two sets SCR-177 at a corps command post 
were to operate on frequencies having a minimum of separation 
in kilocycles, interference between the two sets would be almost 
a certainty whereas if the nearest two sets SCR-177 operating on 
these same two frequencies were 75 miles apart, probability of in- 
terference between them would be negligible. 

(2) Power of the transmitter, which in turn is dependent in part 
upon the efficiency of the antenna system and the watts rating of 
the transmitter. Under the same conditions as those given in (1) 
above for the radio set SCRr-193, the interference band of a 10-watt 
transmitter has been shown to be approximately half of the above 
figures. 

(3) The type of transmission used ; i. e., c. w., voice, or tone. A 
given transmitter usually has the narrowest interference band when 
operated on c. w. telegraph, and the widest on tone telegraph. This 
latter is particularly true between nearby stations due to key thumps 
and constant high-percentage modulation. However, voice opera- 
tion in some sets covers the widest band. 

(4) The frequency used. Generally speaking the greater the fre- 
quency used by a transmitter the greater must be the frequency sep- 
aration for sets operating within their rated transmitting distance 
of each other. 

(5) The frequency stability of the transmitter. To be considered 
with this factor are the initial accuracy of the transmitter frequency 
setting, and the frequency drift after the transmitter is once set on 
a particular frequency. 

(6) Characteristics of the receiver with which the transmitter is 
apt to interfere, including particularly its sensitivity and selectivity. 

(7) The dimensions of the receiver antenna system. 
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(8) Propagation characteristics in the part of the country where 
the sets are operating. For example, attenuation of the ground 
wave is much greater along the eastern seaboard than in the Middle 
West. With radio sets separated by the same distance, interference 
over a wider band can be expected in the Middle West than on the 
eastern seaboard. 

However, in making preparation for field operations of a large 
unit, a corps, Army, or GHQ signal officer must arrange for distribu- 
tion and assignment of frequencies and blocks of frequencies before 
tactical dispositions and ths resulting locations of radio stations are 
decided upon. Consequently he must make an as nearly equitable 
distribution of suitable frequency assignments as he can from in- 
formation at his disposal concerning the characteristics and locations 
of the radio sets which are to employ those frequency assignments. 
He later can expect to have to make an adjustment of his initial 
assignment of frequencies as need therefor becomes apparent. As a 
very rough guide in making such initial assignments of frequencies 
to radio nets the sets of which are to operate within their rated 
transmitting distance of each other, it is recommended : 

First. That the adjacent frequency assignments of radio frequen- 
cies for nets in which only radio sets SCR-131, 161, 163-A, or 171 
are to operate, be separated by at least 20 kilocycles. 

Second. That adjacent frequency assignments to nets in which 
the radio set SCR-194 is to operate, be separated by at least 500 
kilocycles. 

Third. That for nets in which any other than the above-men- 
tioned military radio sets are to operate, the separation between any 
two net frequency assignments be made at least 1 percent of the 
higher frequency assigned, and never less than 20 kilocycles. 

Fourth. That adjacent frequencies be not assigned to nets each 
having a set operating at the same location ; e. g., to the corps and 
Army (command) nets each of which has a station at the corps 
command post. 

It must be emphasized that this is only a very rough guide, that 
later a more detailed and accurate guide may become available to 
the service, and that whatever the guide used, adjustments will very 
probably have to be made to correct individual cases of interference. 
Also, it must not be forgotten that frequencies used by the enemy 
and by other governmental or commercial agencies may also make 
necessary a readjustment of assignments of frequencies to military 
radio nets. 

TRANSMITTING DISTANCE 

The distance over which a radio set will transmit is the greatest 
variable with which one has to deal. The distance depends upon a 



REF 



r 

ID : A 4 8 4 98 8 



95 

;#rge number of factors, many of which are themselves variable, 
j'he most important of these factors are : 
j a. Power of the set. 

•; b. Time of day. 

c. Season of the year. 

d. General frequency band of the set. 

V- e. Terrain over which the transmission is made. 

/. State of training of operators. 

g. Interference. 

It is necessarily the policy of the Chief Signal Officer to develop 
sets which will operate over the minimum distance required under 
unfavorable conditions. This indicates at once that under favorable 
conditions greater distances will be covered except in the case of 
ultrahigh frequency sets which have the peculiar characteristic of 
limited range more or less irrespective of added power, as previously 
mentioned. 

NOXDIRECTTONAL CHARACTERISTIC OF RADIO 

One of the outstanding characteristics of radio transmission is 
that waves radiated at the transmitter travel in all directions. The 
extent of travel in all directions is not the same but, except in the 
case of ultrahigh frequencies, this fact may be neglected in military 
sets since they are designed to transmit over a minimum distance 
in any direction. 

This characteristic is both advantageous and disadvantageous. 
The advantage is that communication can be established quickly 
between stations without orientation and usually regardless of inter- 
vening terrain. It has the important disadvantage that enemy re- 
ceivers located within range of friendly transmitters may pick up 
any transmission and make use of information thus obtained. This 
matter is more fully discussed in a later portion of this paper on 
goniometric and intercept activities. Since the enemy may and will 
intercept radio messages, they must be sent and received, and the 
information they contain utilized before the enemy can make use of 
it. The use of codes and ciphers increases the delay to the enemy 
although their use consumes time in the transmission of messages. 

It has, therefore, become the policy of all nations to encode or 
encipher all radio messages containing information of value to the 
enemy, and to send in clear only messages which, if intercepted by 
an enemy, will be of no value to him. The idea must not be gained 
that encoded or enciphered messages cannot be read by the enemy. 
They can. The advantage of cryptographed messages is that they 
force the enemy to consume time in securing the information he 
seeks . 9 
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GENERAL MILITARY VALUE OF RADIO 

Radio was not put to any practical military use in the held prior 
to the World War, although some experiments were made involving 
the use of radio by the British in the Boer War in South Africa in 
1899. 10 Since 1906 the principal armies of the world have had 
some radio equipment. The first field radio equipment made its ap- 
pearance in our army ill 1903 and was used in maneuvers held in 
Kentucky under General Bates. 11 

Radio was early recognized as a valuable means of signal com- 
munication for forces whose movements were rapid. The British 
entered the World War with radio provided in a meager manner 
for independent cavalry. 118 The increase in the use of radio during 
the World War as a means of signal communication continued 
throughout its length, as is ably demonstrated by Priestly’s account 
of the British Signal Service, Carlsward’s description of the Ger- 
man Signal Service, and the report of the Chief Signal Officer, 
United States Army, 1919. Its value is shown not only to cavalry 
but to aviation, artillery, tanks, and forward infantry units. 

RADIO COMMUNICATION IN THE OPERATIONS OF INFANTRY (LESS TANKS) 

AND FIELD ARTILLERY 

One of the first uses to which radio was put was that of providing 
communication between airplanes in flight and ground stations. 
While radio was early employed for this purpose, other means such 
as dropped messages and visual seemed to be preferred both in the 
British and American services. 12 There was one type of operation, 
however, which required the use of radio, that was “spotting” for 
artillery. Prior to the Aisne offensive in the fall of 1914 spotting 
for artillery by observation aviation was unknown in the British 
service. On October 1, 1914, the first experiment in spotting was 
conducted, using radio for communication, with conspicuous success. 
Priestly says: 

The new invention quickly showed that it had come to stay, and from this 
date a great organization was built up for this purpose alone, with ramifica- 
tions which embraced the Signal Service, the K. F. C. (Royal Flying Corps), 
and the Intelligence Branch of the General Staff. 1 ” 

That the Germans considered this use of radio important is shown 
by the following quotations contained in translations of German 
documents : 



10 Priestly, p. 9 ; Wade, p. 188. 

11 Harbord, p. 31 ; Carlsward, pp. 5-10. 

1,1 Priestly, p. 28. 
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It (wireless telegraphy) Is the only rapid and reliable means of communi- 
: cation between aircraft and the ground . 14 

’ Artillery airplanes employ wireless telegraphy as the only means which 
; enables them to transmit the results of their observations to the batteries flr- 
; ing promptly and safely, without interrupting their flight. 1 ' 

The British and American forces used wire communication when- 
- ever it was possible to do so. The Germans also made extensive use 
of it. In stabilized situations wire buried deep in the ground w T as 
seldom interrupted. Both Priestly’s account of the British Signal 
Service in France and the report of the Chief Signal Officer, 1919, 
show the preponderance of importance given to wire telephone when 
it was possible to use it. It was when this means failed that radio 
was in demand. 

To show the natural inclination of an American to use the tele- 

— phone, the following example is mentioned. It occurred in the 
course of the Allied offensive which began on July 18, 1918. On 
August 7 the Sixth Brigade of the Third Division was temporarily 
out of wire communication. (It was operating independently.) 
Radio was available but the brigade commander preferred to wait 
until the lines were in again rather than use it. 18 Also previous to 
this time in the St. Mihiel offensive it was not uncommon to receive 
the following message from a brigade commander by radio : “I am 
absolutely out of all communication.” 17 This condition improved, 
however, as the value of radio became more apparent. 

The British found that during their 1915 fighting in nearly every 
operation, whether offensive or defensive, the hostile artillery early 
destroyed forward wire lines. Visual signaling did not fill the need. 
The obvious answer was radio, but at that time no suitable set had 
been produced. 18 After a trial at the battle of Ypres in June 1915, 19 
the tactical importance of short-range sets was demonstrated to the 
British in the battle of Loos in September 1915. Only eight sets 
were available to the First Army but they functioned well and on 
three critical occasions radio messages got through when all other 
means of communication failed. 20 Radio communication with front- 
line units always jumped in importance when movements were rapid 
or distances to be covered were great. During stabilized periods 
extensive wire installations reduced the necessity for radio. The 
British found radio of particular value in their Somme offensive 
when units passed beyond the limits of the extensive wire system. 

“Signal Service, July, p. 6. 

“ Signal Service, December, p. 18. 

“CSO-3, p. 412. 

17 CSO— 3, p. 448 ; Harbord, p. 28. 

“Priestly, pp. 81 to 84. 

“Priestly, p. 86. 

“Priestly, p. 88. 
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At times radio was the only means of communication available. 21 
Again during the battle of Cambrai radio became extremely valuable 
both to the infantry and cavalry due to the comparatively great 
depth of the advance and also to the fact that tanks wrought havoc 
to wire lines. 22 In spite of excellent radio communication, however, 
this means was not used to its full advantage, largely due to its new- 
ness and to the difficulty, involved in the use of codes or ciphers. 23 

All available radio was concentrated on service between divisions 
and brigades. 24 Later in the battle when the Germans Counter- 
attacked the southern part of the salient, radio was the most used 
of all alternate methods of signaling. That it did not play even 
a more important role was due to the fact that one alternate wire 
line remained intact throughout two critical days. 25 The British 
'learned the full value of radio in their retreat from the Oise-Arras 
front to Amiens in March 1918 over the completely devastated area in 
their rear. The figures of wireless traffic during these few days 
had never been approached before. 28 Radio proved its great use- 
fulness in maintaining contact with flank units. So long as flank 
radio stations were in operation there was little fear of a break- 
through taking place to the right or left without information reach- 
ing the divisional commander in time to permit him to organize a 
defensive flank or hasten his retreat. 27 Later radio again proved its 
value in the advance during the German retreat from the Marne. 
In one instance a British division had only radio communication 
for 2 or 3 days. 28 

All accounts show the need for radio communication when wire 
failed, and the lack of its use for command purposes when wire was 
available. During the bombardment of the Third American Divi- 
sion by the Germans on July 14 and 15, 1918, every line of the 
Fourth Infantry was severed. Eight pairs of linemen went out in 
an endeavor to repair the breaks but every man was either killed or 
wounded. Radio was then resorted to and operated successfully. 29 
Heavy shelling of the command post of the Sixth Brigade at Cour- 
boin spared nothing. Wire was cut into pieces 15 to 20 feet long, 
and radio and visual stations were destroyed. The same thing hap- 
pened to the Seventh Infantry. However, repairs were made the 
next day. 30 Radio could be put into operation as soon as sets could 

21 Priestly, pp. 150 and 151. 

22 Priestly, p. 237. 

39 Priestly, pp. 239 and 240. 

24 Priestly, p. 241. 

M Priestly, p. 243. 

» Priestly, p. 273. 

27 Priestly, p, 274. 

28 Priestly, p. 290. 

29 CSO-3, pp. 398 and 399. 

90 CSO-3, p. 399. 
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be brought up. It is interesting to note that most of the radio mes- 
sages sent at this time within the Third Division were of an emer- 
gency nature calling for reinforcements, water, and action against 
new moves of the enemy. These were sent in clear. 30 On the con- 
trary when the Third Division took up the pursuit of the Germans 
on July 21, good wire communication had been established well 
forward and radio was seldom used. 31 In the advance of the Thirty- 
second Division from August 27 to September 3 wire was used ex- 
clusively for command purposes. Radio was not used except for 
communication with airplanes in which it was very successful. 
There were no other means of signal communication available. 32 
The Thirtieth American Division demonstrated the value of radio in 
the British attack on the Hindenburg line which began September 
29 in which tanks tore up wire lines. 33 The One hundred and 
eighteenth Infantry of the Thirtieth Division had particularly hard 
fighting in the latter stages of this offensive and while they were able 
to maintain some wire communication, they used radio every hour in 
the day. Long messages were often sent. Cipher was used. 34 In 
the beginning of the St. Mihiel attack the wire lines of the Fifth 
Division were broken time and again by shell fire. During such 
times service was rendered by radio. 35 In the attack of the Twenty- 
sixth Division on October 23 in the Meuse-Argonne offensive against 
the woods to the north and east of the Ravine de Molleville, tele- 
phone lines and one radio set accompanied infantry battalions in the 
attack against Molleville farm and Ravine de la Reine. When all 
telephone lines in the area went out at 6 A. M., the first message 
back to division headquarters came from the continuous-wave radio 
station at the advance brigade command post. 30 At the end of Oc- 
tober, during the rapid advance of the V Corps, considerable diffi- 
culty attended the maintenance of signal communication. In one 
instance radio had to be relied upon during a forced march of 2 
days and nights. 37 During the advance of the Ninetieth Division 
to Montigny in the same offensive, lines were broken continuously 
and radio was called upon to maintain communication. 38 The 
Seventy-eighth Division, after taking Grandpre and after a few days 
of rest, again entered the offensive. Its advance was so rapid that 
after the first few hours no attempt was made to maintain telephone 
communication with the regiments. Radio had to be resorted to as 

81 CSO— 3, p. 410. 
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the troops advanced through Germont and Auths to Brieulles-sur- 
Bar. For a time the radio station at Brieulles-sur-Bar was the only 
point of contact which the division had with the rear, after it had 
moved its command post to that place on November 5. 39 The First 
Division went into the line near Chehery, just south of Sedan, after 
a forced march of 40 kilometers on the night of November 6, and 
went into the attack at 9 A. M. the following day. The division 
command post was established at Chehery from which point radio 
was the only means of communication to the rear. 40 

In the Champagne offensive the Second Division had an extensive 
wire system and used it as its primarj^ means of signal communica- 
tion. However, while radio was not used along the main-wire axis, 
sets moved with regimental and brigade command posts and fur- 
nished direct and practically continuous communication. 41 In the 
rapid advance of the Thirty-sixth Division in this operation neither 
wire nor radio gave entire satisfaction. Command posts were moved 
so frequently and on such short notice that wire lines often could 
not keep up. On one occasion during the move of the division com- 
mand post from Machault to Dricourt there was a period of 7 hours 
during which telephone connection to corps was lost. The radio sec- 
tion was virtually the first command post personnel to enter Dri- 
court. Three stations were immediately set up. 42 

The great difficulty of maintaining wire communication in a rapid 
advance is well illustrated by the experiences of the Thirty-seventh 
and Ninety-first Divisions with the Belgians in the Lys-Scheldt 
drive. 43 Under such conditions the need for emergency means of 
signal communication becomes acute. 

Artillery fire is a considerable menace to radio antennas when 
they are of appreciable size. It was a common occurrence during 
the World War for them to be shot out. However, they are quite 
easily replaced. The Fourth Division experienced this difficulty in 
the Meuse-Argonne offensive, although it did not seriously interfere 
with radio communication which was maintained. 44 In one day dur- 
ing this operation the radio station at division command post sent 
80 messages, one containing more than 400 words. This service was 
maintained in spite of the fact that good wire communication existed 
at the time. 45 This appears to be unusual. An incident related by 
the Chief Signal Officer in his report of 1919 indicated both the 
value of radio in an emergency and the effect of artillery fire. It 
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occurred at the headquarters of the One Hundred and Forty-fifth 
Infantry, Thirty-seventh Division, in the early stages of the Meuse- 
Argonne offensive. 

A runner had just brought in information to the One Hundred and Forty- 
fifth Infantry commander that the enemy had begun a bracketing fire on the 
front line. The regimental position would unquestionably come under fire 
in a matter of minutes, and as the colonel dashed off a message to the artil- 
lery to begin counterbattery action, all personnel prepared to leave the regi- 
mental post. Sergeant Mulzer ordered his men to seek shelter with the 
colonel and his staff as the enemy was beginning to concentrate on the 
wireless antenna at the command post. The sergeant alone remained and 
began to flash his message just as a shell concussion blew down the antenna. 
Mulzer put the antenna up again and started on the message while lying 
flat on the ground. This time he succeeded, and a few minutes later the 
American batteries opened fire . 44 

In the march of the Third Army into Germany radio demonstrated 
its importance. Limitations placed upon the use of the telephone 
brought radio into prominence, and the efficiency of that type of 
signal communication was soon appreciated more fully than it had 
been during combat. Contact between brigades and divisions often 
depended entirely upon radio, and within brigades radio frequently 
became the only means of transmitting information, 47 The Thirty- 
second Division used no other means of signal communication within 
its brigades during the march. For the larger units civil and mili- 
tary telephone lines were used whenever possible. 43 The British 
also used radio extensively on their march into Germany. 49 

The dependence of the First, Second, Third, and Fourth German 
Armies on radio communication during their early advance into 
France is well known. 

The failure of German wire communication was due to a number 
of causes, among which were: The presence of the largest military 
communication problem the world has ever known. 50 Reorganization 
of telephone units was taking place when the war opened. This 
caused a mixing of personnel and equipment. 51 The responsibility 
placed on lower units to connect with higher units was often im- 
possible of accomplishment, and usually resulted in delays and 
wrong connections due to the ignorance of forward troops concern- 
ing rear wire systems. 52 Shortage of wire. The telephone detach- 
ment with the First Army had initially only 115 miles of wire, none 
of which was suitable for the construction of permanent lines. 53 Dis- 
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tances as great as 510 kilometers separated GHQ from army head- 
quarters (First Army) of which 325 kilometers extended through 
hostile territory. 54 Lines were frequently cut by hostile inhabitants 
and destroyed by fire and friendly transportation. 55 The first wire 
communication established between GHQ and the right wing was to 
the Fourth Army on September 8, the day before the momentous 
decision was made to retire to the Marne. 58 A wire line between the 
First and Second Armies was completed on September 9, just after 
the retreat order- was issued. 57 

The pre-war German signal organization provided only for tele- 
phone and radio communication. 58 Radio was provided only for 
army headquarters and for cavalry divisions. 58 Frequently there 
was no signal communication between army headquarters and lower 
units. 60 

Each Army headquarters was provided with two radio sets, each 
of a different type and range. One worked with GHQ and the other 
with adjacent armies. GHQ had only one radio set with which to 
communicate with all seven armies on the western front in addition 
to several fortress stations. This resulted in hours of delay in clear- 
ing radio traffic. The total inadequacy of this station forced the 
designation of the fortress station at Cologne and later the one at 
Metz as stations to operate with the armies. 61 

Some of the field radio units started the march without having 
received orders or instructions as to radio traffic, station-call signs, 
wavelengths (frequencies), or the use of cipher. It was therefore 
necessary for station chiefs to get together during the first few days 
of the campaign in order to regulate the traffic. 62 

In all of Carlsward’s extremely detailed description of German 
signal communication up to the battle' of the Marne, he mentions only 
one delay due to the failure of radio. In that case, a message from 
the First Army to GHQ which was to be sent at 10 p. m. on August 
31 could not be transmitted until 4 a. m. September l. 63 Contrary 
to some opinion, radio was functioning satisfactorily on September 
8 and 9 during the critical period of decision at the Marne but for 
some unknown reason was not used to get information of the situ- 
ation on the fronts of the First, Second, and Third Armies. 84 
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Von Kluck well describes the signal communication situation in 
general and that of radio in particular during the days immediately 
preceding the battle of the Marne, in the following words: 

Army headquarters had up until then been under the assumption that the 
German plan of operations had been so far carried out as arranged, that all 
the armies were advancing from victory to victory, and that the enemy was 
being beaten along the entire front. That such was not the ease — particularly 
that the German left wing to the southwest had withdrawn from the front of 
the French line of fortresses — was not realized at First Army headquarters, 
owing to the scanty information which was given to it concerning the general 
situation of all the armies. The rapidity of the advance frequently made it 
difficult to maintain the telephone lines leading to the rear, which were often 
destroyed by the inhabitants or by Are, sometimes accidently by our own troops, 
and in other ways. Communication with the Supreme Command had therefore 
to be carried on mainly by radio stations, which again were overworked in 
communicating with the Cavalry Corps and the neighboring armies, a fact 
which the army commander was frequently made aware of by personal expe- 
rience. There was consequently no means for the personal exchange of views 
so urgently needed between army headquarters and the General Staff of the 
Supreme Command." 5 

It is remarkable that radio rendered such splendid service in the 
first month of the German operations in view of the fact that there 
seemed to be no plan for any kind of signal communication, and that 
radio carried the whole load except that which was handled by 
messenger and by the personal visits of staff officers. There were 
no message centers, no liaison officers attached to units, no airplane 
messengers, and no wire. 66 Much better radio service could have 
been rendered had plans been made and had supervision led to the 
early correction of errors. 07 Carlsward places the blame for the 
lack of planning directly at the door of the chief signal officer (chief 
of field telegraphy) although Schniewindt indicated that he was 
not free to make the necessary decisions. 68 

Lieutenant General Schniewindt in his report submitted to the 
Eeichswehr Ministry following a study of the signal communication 
of the German armies of 1914 on both the western and eastern 
fronts, concludes that: 

Radio communication, according to the state of technique at that time, did 
well and often replaced the lacking wire connections. For a complete replace- 
ment it was not suitable, which is also the case today. First of all, radio 
communication is correctly considered as the most exposed means of signal 
communication, since radio messages are accessible to the enemy. * » * 

Rightly used, radio communication can alw’ays be an important means of 
exercising high command, as is shown by its employment on the right wing of 
the command on the western front. 1 ” 
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To show the German appreciation in 1917 of the value of radio 
in forward units (which had none when the war began) the follow- 
ing is quoted from the translation of a German document dated 
December 15, 1917 : 

The artillery, in particular, must bear in mind that it is absolutely impossible 
to rely on the transmission of orders and reports by telephone in the forward 
area during a battle. Wireless means of communication must therefore form 
the basis of the entire system of communications within the zone of effective 
hostile fire.’“ 

Since the World War considerable research has been devoted to 
the development of ultra-high frequency radio telephone for artillery 
communication. Radio set SCR-194 is the result of this effort. It 
operates in the frequency band of 28 to 52 megacycles, which 
removes it far from other bands employed in the infantry division. 
Results of tests on this set are not available. However, in the course 
of a test of a similar set operating in the frequency band of 45 to 75 
megacycles, First Lt. Rex E. Chandler, Field Artillery, found it 
to be suitable for artillery communication due to the facts that the 
range is limited — 5,000 yards in this particular case; there is no 
fading; telephone is employed; and sufficient channels can be 
obtained. 71 He says: 

Radio, not wire, will be the only means of communication capable of keeping 
up with the situation.” 

Captain D. A. L. Wade, writing in the June 1933 issue of Fighting 

Forces, says: 

No matter what decision regarding the use of wireless strategy may demand 
in the opening stages of battle, the fact remains that once the forces are engaged 
it must become the backbone of the system of communications ; for it alone can 
compete with the mobility of modern weapons." 

RADIO COMMUNICATION IN THE OPERATIONS OF CAVALRY (HORSE) 

The need for radio communication for cavalry was recognized 
early by the British as has already been mentioned, and that the 
Germans forsaw its need is indicated by their assignment of at 
least three, and in some cases four, radio sets to each cavalry di- 
vision, while each field army had but two. 74 Since cavalry was 
little used on the western front after the initial stages of the World 
War, other theaters must be searched for historical examples. It 
may be stated in passing, however, that radio formed the only con- 
necting link between German GHQ, the cavalry, and the field armies 
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on the western front in the early days of the conflict. Marwitz’s 
misuse of radio is discussed later in this paper under intercept and 
goniometric activities. 

Probably the best-known use of cavalry made during the World 
War was that by Allenby in Palestine in September and October 
1918. While this operation was conducted by a force of all arms, 75 
cavalry operations played a very important part in it. Its success 
was largely dependent upon surprise, rapidity of action, and careful 
preparation. 79 

The British relied instinctively on good wire communication, as 
has already been brought out, and never felt quite secure without it. 

For this reason, while it was recognized that the advance of the 
Desert Mounted Corps comprising the Fourth and Fifth Cavalry 
Divisions, and the Australian Mounted Division would be rapid, 
and that it would be impossible to build wire lines fast enough to 
keep up with it, they were unwilling to rely on radio alone but 
planned on using the captured Turkish telegraph lines which would 
fall into their hands. They had done it before. 77 In this case, 
however, this ability to utilize the Turkish telegraph system was 
in no small measure due to a stroke of luck. When the Thirteenth 
Cavalry Brigade captured the headquarters of the Yilderim Army 
Group at Nazareth on September 20th, among the papers that fell 
into their hands was an up-to-date map showing routes, number of 
circuits, etc., of the entire Turkish telegraph system in Palestine. 

This information was promptly made available to all concerned. 

Notwithstanding the extensive use of Turkish wire lines, it was 
often impossible to provide wire communication between the com- 
mand post of the Desert Mounted Corps and its divisions. In such 
cases radio was extensively used. During the 120-mile march of 
the Fourth Cavalry Division from Beisan to Damascus, September 
26th to 30th, radio furnished the only means of signal communica- 
tion. During the entire period this division was in communication 
with the Desert mounted Corps at least twice daily. 78 

Chaytor’s Force which consisted of the Australian and New 
Zealand Mounted Division, the Twentieth Infantry Brigade, four ad- 
ditional battalions of infantry, a mixed artillery contingent, and a 
detachment of engineers, operated east of the Jordan River in a 
country devoid of wire lines, and until Es Salt was captured (a 
period of 3 days from September 21st to 23d), had to rely on radio. 

At one time, due to the loss of its radio set over a cliff and to the 
fact that it was not provided with a signal unit, General Chaytor’s 
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headquarters was out of touch with general headquarters for more 
than a day. 79 

The cavalry divisions were equipped with both pack and wagon 
radio sets. In several cases radio and messengers of the Desert 
Mounted Corps were the only means of communication with some of 
the divisions for 2 or 8 days at a time. 80 

Considerable difficulty was encountered at times in keeping wire 
lines up behind the rapid advance of the infantry. The greatest 
difficulty was experienced in the zone of action of the XX Corps 
through the rough, hilly country north of Jerusalem. Due to the 
character of the country, the clear atmosphere and sunshine at this 
period of the year, heliograph solved the problem. 81 This incident 
is mentioned here merely to note the use of a means of signaling little 
used today. It emphasizes the point that no available means of 
signal communication should be neglected. 

Prior to the final offensive in Palestine, radio played important 
roles in raids and other operations despite the fact that a most 
excellent wire system was maintained. In one instance a raid was 
directed on Amman from Jerico, a distance of 30 miles. Signal com- 
munication with the raiding force was entirely by radio and was 
successfully maintained during the 12 days which the raid lasted. 82 

In the 1932 maneuvers of the First Cavalry Division (US) radio 
was used extensively although one wire circuit was maintained to 
the rear, and in the defensive phase of the maneuver one wire line 
was laid as far forward as regiments. The single circuit to the rear 
over field wire was too long to permit telephone communication 
although telegraph was practicable. 83 The training policy for signal 
communication stressed radio telegraphy and emphasized the need 
for the maintenance of communication during rapid movements over 
long distances. 84 Contact was maintained between a moving counter- 
reconnaissance screen and division headquarters by means of radio 
at hourly intervals while the division was on the march. 85 Constant 
radio communication was maintained between the division command 
post, observation aviation, brigade command posts, the field artillery 
battalion, and the division rear echelon. 80 It is not difficult to 
imagine the importance of radio had the one-wire circuit between the 
various command posts and the rear been interrupted. 



’» Ingles-1, pp. 1, 17, 20, and 21. 

80 Ingles— 1, p. 23. 

81 Ingles-1, p. 21. 

82 Ingles-1, p. 10. 

83 Rumbough, pp. 8 and 9 . 

84 Rumbougb, p. 1. 

85 Rumbougb, p. 7. 

88 Rumbougb, p. 9. 
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BADIO COMMUNICATION IN THE OPERATIONS OF TANKS AND MECHANIZED 

CAVALRY 



Since tanks' were used comparatively little in the World War and 
mechanized cavalry not at all, an estimate of the radio requirements 
for these forces must be made largely on a theoretical basis supple- 
mented by conclusions drawn from such peace-time tests as may be 
found. 

The most extensive use of tanks made in a World War operation 
occurred at the second battle of Cambrai. This operation came at a 
time early in the development of radio as a whole, and little atten- 
tion had been given to tank radio. Visual methods were used prior 
to the battle with indifferent success. Pigeons proved to be of more 
value. 87 Radio sets were carried by fighting tanks in the battle, 
and were used with good effect. They were not especially designed 
for the purpose but were originally intended for use by the artillery. 
Radio in the battle encountered some failures the principal one of 
which was the nonuse made of such radio facilities as existed. The 
success attained, however, demonstrated the need for tank radio, and 
development continued to finally include the use of radio telephone. 68 

The experiences of the First Cavalry (mechanized) throw some 
light on the need for radio communication from, and to fast moving 
vehicles. In the march of this unit from Marfa, Tex., to Fort Knox, 
Ky., a distance of 1,600 miles, in the winter of 1932-33, the lack of 
radio in the column was a serious handicap to its control. 89 This 
was in the early period of the organization of this regiment. Radio 
has now been provided. The columns of mechanized cavalry move 
at 25 miles per hour on the march, and a day’s march usually aver- 
ages 150 miles. Indications point to an increase in the rate of speed 
and in the daily distance covered in the future. Under such condi- 
tions situations change rapidly. It is important that information of 
such changes reach the command headquarters quickly and that 
orders be issued to distant units with no loss of time, even though 
these units and their headquarters are on the move. These consid- 
erations indicate, in the opinion of the communication officer of the 
regiment, certain definite conclusions as follows : Wire communication 
cannot be used. Visual signaling can only be employed when the 
units or vehicles are within view of each other. Motorcycle mes- 
sengers can be used profitably between points that are fixed and are 
not too far apart. This exhausts about all the means of signaling 
except radio. It is difficult to operate radio telegraph from vehicles 
that are moving rapidly over rough ground. Also, radio operators 

87 Priestly, p. 247. 

88 Priestly, p. 248. 
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must be provided. Thus, only radio telephone remains as the solu- 
tion to the problem. This means works very well and development 
is increasing its reliability. 80 The principal difficulties encountered 
in the use of radio telephone were technical breakdowns due largely 
to dust and moisture 81 and to the lack of proper training on the 
part of using personnel. 82 

No descriptions of post-war tests to determine the need for radio 
communication with tanks, are available. However, it is known that 
much thought and effort have been devoted to this subject and sets 
have been designated for tank use. It would seem reasonable that 
fast -moving tanks which operate at a considerable distance from their 
headquarters and from troops which they support, will require radio 
to at least as great an extent as does mechanized cavalry. 

RADIO COMMUNICATION IN THE OPERATIONS OF AVIATION 

Some references have been made to the use of radio for communi- 
cation between airplanes and the ground for the purpose of report- 
ing the results of reconnaissance and to the necessity for its use in 
the control of artillery fire. This use was confined to telegraph dur- 
ing the World War because suitable radio telephone equipment had 
not been developed at that time. The operations of aircraft were not 
as great nor as varied as they may be expected to be in a future 
major conflict. It appears self-evident that if technically satisfactory 
equipment can be produced, radio offers an excellent means of com- 
munication between aircraft and the ground and more important, 
between aircraft in flight. While visual and sound signals, and 
dropped and pick-up messages can be used over short distances be- 
tween airplane and ground quite successfully, there is no method, 
other than radio, which will provide communication between indi- 
vidual planes in the air and between planes in the air and ground 
stations when the latter are separated by great distances. 

In order to make some estimate of the radio requirements for 
aviation it is necessary to observe the results of peace-time tests. 
The latest and probably the most extensive test of radio communica- 
tion for an air force was that made in connection with the air force 
maneuvers of 1933 on the west coast. These maneuvers consisted of 
five phases; viz., a rapid mobilization and concentration at March 
Field, Calif., involving a convergence of units from as far as the east 
coast; a series of exercises at March Field; a move of the air force 
and subordinate staffs to Seattle; and the return of the skeletonized 
air force units to their respective home stations. 83 

“Withers, pp. 16 and 17. 
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The air force was composed of two bombardment wings and an 
additional bombardment group, one attack wing, two observation 
groups, and a provisional transport squadron, in all of which a total 
of 136 planes were equipped with radio. 94 

While full advantage was taken of all ground wire communication 
facilities, a considerable amount of radio communication, both inter- 
plane and air-ground, was essential. Radio was the vital link on 
which the success of the exercises depended. 98 Four groups of fre- 
quencies were established as follows: One for command, one for 
secondary communication such as position reports, one for observa- 
tion, and one kept clear for emergency use or for night missions over 
water. The latter was never required. 96 Frequency assignments had 
to be made to avoid mutual interference and interference from har- 
monics* of broadcasting stations. 97 In time of war a strict control 
of our own nonmilitary radio would reduce the interference from 
this source but it would be more than equaled by hostile radio inter- 
ference. It was found entirely practicable to control airplanes in 
flight in this maneuver, to receive orders from the ground, and to 
report the results of observation by radio. 

The author of this paper has talked to Maj. Hugh Mitchell, 
Signal Corps, who was signal officer for the 1931 air division maneu- 
vers held in the eastern part of the country. His experience bears 
out the facts that it is entirely practicable to control air units in the 
air by means of radio and that radio is absolutely essential as a 
means of communication for such a force. 

Radio was used successfully to control the pursuit group (Red) 
defending the Fort Knox, Ky., area in the 1933 antiaircraft Air 
Corps exercises, both from the ground and from the air. Second 
Lt. D. C. Doubleday, Air Corps, in commenting upon the operation 
of this group said : 

The exceptional performance of the radio equipment of the First Pursuit 
Group was what spelled success for it in the exercises. Without dependable 
radio communication it would have been impossible to make the numerous 
interceptions with such a small defending force.** 

RADIO COMMUNICATION FOR THE TRANSMISSION OF INFORMATION 
CONCERNING THE APPROACH OF HOSTILE AIRCRAFT 

It is obvious that if protection against hostile combat aviation 
is to be secured, early information of the approach of hostile air- 

H Murphy, pp. 3 and 4. 

9a Murphy, p. 7. 

M Murphy, pp. 8 and 9. 

* Author's Note. — Harmonics are waves emitted on multiples of the basic frequency 
but at greatly reduced strengths. They are practically eliminated in the better types of 
permanent installations. 
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planes must be available to the protective arms; that is, friendly 
aviation and antiaircraft artillery. Due to the speed of its approach, 
the time elapsing between the time of sighting the hostile aircraft 
and the time antiaircraft artillery goes into action or the time of 
take-off of friendly aviation, must be as short as possible. 

In order to secure early information of the approach of hostile 
aircraft, antiaircraft artillery establishes observation posts well to 
the front and flanks of the army." Insofar as practicable direct 
telephone communication is provided for the transmission of alarms 
and the collection of information by the antiaircraft intelligence 
service, 1 although radio supplements the telephone. 2 Great reliance 
is placed on information received from supporting troops. 1 Since 
observation posts are located well to the front, signal communica- 
tion for antiaircraft intelligence purposes is subject to the same con- 
ditions of combat as is signal communication for infantry and field 
artillery already discussed in paragraph 9. 

Warning to friendly aviation of the approach of hostile aviation 
must first be given at least 100 miles forward of the location of the 
friendly airdrome in order to give pursuit aviation sufficient time 
to receive the warning and be in the air. This is simply a matter 
of arithmetic. This distance becomes greater with the increase in 
the speed of aircraft. In the joint antiaircraft — Air Corps exer- 
cises held in the vicinity of Fort Knox, Ky., in May 1933, it was 
estimated that not more than 4 minutes could be allowed to elapse 
between the sighting of a hostile bomber at 100 miles from the 
friendly pursuit airdrome, in order to permit the pursuit aviation 
to take-off, gain the necessary altitude, and maneuver for inter- 
ception. 3 

A most carefully prepared and coordinated wire system was used 
to transmit the alarms. This system consisted of commercial circuits 
the coordination of which received the close attention of the civil 
telephone and telegraph officials. The average time required for the 
transmission of a telephone message over this system from the most 
distant point was 2.65 minutes. 4 

A radio net was also provided comprising sets operated by military 
personnel. 6 The average elapsed time for the transmission of a 
radio message was 2.82 minutes. 4 

The antiaircraft net of the First Army (U. S.) in the Meuse- 
Argonne offensive numbered 14 stations. These stations transmitted 
reports from forward observation posts to pursuit airdromes.® 

» CACFM, Vol. II, p. 91. 

1 CACFM, Vol. II, p. 84. 

a CACFM, Vol. II, p. 92. 
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* Radio, a contributing cause of military disasters . — Recent advices 
show the influence that Ethiopian radio messages in clear had on 
their disastrous defeats in the northern and southeastern sectors. 
During the battle in the Tembien, Italian headquarters were fully 
aware of the enemy’s advance through the interception of Ethiopian 
radio messages in clear, and knew that it was directed on Hauzien. 
The Italians attacked and successfully drove back the advancing 
enemy. Again in the Dolo-Neghelli operations Ras Desta had been 
advancing for some time toward Dolo and, as he reported his move- 
ments daily to Dessie by radio in clear, his progress was accurately 
known to General Graziani. The latter waited until Ras Desta had 
reached Filta and then advanced. General Graziani’s offensive was 
completely successful and Ras Desta’s army to all intents and pur- 
poses, was destroyed. These recent results of the use in actual war- 
face of radio messages in clear, duplicate those described in the 
preceding article in this bulletin on Secret Causes of German Suc- 
cesses on the Eastern Front, which article was introduced in the 
Coast Artillery Journal by the remark, “The sad experience of the 
Russians fully reveals the extreme disadvantage at which an army 
in the field may be placed if it freely uses the wireless telegraph.” 
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POWERS AND LIMITATIONS OF RADIO COMMUNICATION WITHIN A 
MODERN FIELD ARMY * 

By Maj. R. B. Moran, Signal Corps 

Editor's Note. — This is the second and concluding installment of Major 
Moran’s study. The first installment and the bibliography appeared in the 
preceding issue of the Signal Corps Bulletin (No. 91, July-August 1936). 

RADIO INTERCEPT 

Since radio waves travel to a greater or lesser extent in all direc- 
tions from the transmitter, a belligerent may receive messages sent 
from one enemy headquarters to another, and if he can determine 
their contents quickly, he may be able to make use of the informa- 
tion thus secured. For this reason all field forces establish radio- 
intercept stations. Such stations also function to supervise friendly 
transmissions to see that radio regulations are obeyed in order that 
the securing of valuable information by the enemy will be reduced to 
the minimum. 

Perhaps the best example of information obtained from inter- 
cepted radio messages is the German interception of Russian radio 
traffic at the opening of the World War during the advance of the 
Russian First and Second Armies which culminated in the Battle of 
Tannenberg. 

Telegraph lines paralleled some of the Russian railroad lines, and 
it was on these that the Russians relied for their principal means of 
signal communication. However, both armies advanced before their 
supply services were ready to function, and they were thus deprived 
of sufficient wire to make the necessary extensions as they advanced. 
General Jilinsky at Bialystok had communication to the First and 
Second Armies most of the time but there was no direct communica- 
tion between the armies. 

The First Army crossed the frontier on August 17 and gained con- 
tact with the Germans at Stalluponen. It followed the Germans in 
their withdrawal to Gumbinnen on the 18th. By nightfall the signal 
system was blocked with undelivered telegrams. Communication by 
wire between army headquarters and corps command posts was prac- 
tically impossible. In desperation the army orders for the 19th, 
which were to advance to the line Oszballen-Goldap and halt there 
during August 20, were sent out by radio in the clear. They reached 
the corps on the morning of the 19th but in mutilated form. The 

*(No. 92, SeDtember-Octoher. 1936) 
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Germans, however, picked up the messages correctly and were thus 
informed of the contemplated Russian movements for the next 2 
days. General von F rancois, commanding the German I Corps which 
was opposing the Russian First Army under Rennenkampf, was 
quick to take advantage of this information and launched a success- 
ful attack. 1 von Prittwitz, the German supreme commander, re- 
ceived information that the Russian Second Army had crossed the 
frontier, and becoming fearful of the situation, ordered the German 
forces to the west of the Vistula River. This action resulted in the 
relief of von Prittwitz and his replacement by von Hindenburg with 
Ludendorff as his chief of staff. Ludendorff arrived at German 
supreme headquarters on August 22 and at once began issuing orders 
for new dispositions. He was able to do this because of informa- 
tion secured by the careless use of radio by the Russian First Army 
indicating a slowing up of its advance. On August 24 Samsonoff 
transmitted by radio to his corps commanders his orders for the 
movements of the Russian Second Army on the 24th and 25th. The 
Germans picked up these messages and so were fully informed of the 
movements of the Second Army. Many messages were sent in clear 
and others in a very simple cipher which the Germans had no 
trouble in reading. 2 

The danger of the enemy securing information from radio mes- 
sages was deeply impressed on Field Marshal von Hindenburg, and 
as late as the spring of 1917 he was strongly against the use of radio 
of any description. He attributed his victory at Tannenberg en- 
tirely to the fact that during the whole of the action he was able to 
overhear and follow the plans of the Russian higher command as 
transmitted by radio to the fighting formations. He was greatly in 
fear of similar indiscretions and considered the function of radio 
should be the interception of information which might be obtained 
from a less careful enemy radio service. His objections were over- 
ruled and the Germans soon developed field radio to a considerable 
extent. 3 

The Russians continued to keep the enemy well informed by 
means of radio. 4 General Ronge of the Austrian Army sites in- 
numerable instances in his book Krieges- und Industrie- Spionage 
in which valuable information was secured in this manner. The 
following examples will serve to illustrate the point: 

An effective unsurpassed source of Information was, however, opened to us 
by the Russian radio messages which were transmitted with a carelessness 



1 Ingles-2, p. 6 ; Gylden-80, pp. 51 and 52. 
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similar to that of which the Germans were guilty when opposite the French 
troops at the beginning of the war. 

and 

The Russians acted just as if we were not in possession of similar devices 
and were not able to tune to their wavelengths. We used our radio stations 
much more sparingly and more carefully in transmitting orders, but on the 
contrary, we used them very extensively for intercepting purposes. 6 

Again Ronge says : 

It was reassuring to our command that the radio-intercepting service, played 
on the Russian grouping as on a piano, instantly was able to report the intent 
and purposes of the enemy’s command, and so well helped in the determination 
of the enemy’s forces that as early as the end of October the diagram of the 
daily dispositions of the Russian forces even down to the divisions, could not 
have been much unlike the diagram which was found at Stavka or at the 
headquarters of the command on the southwestern front at Cholm. Conse- 
quently we may be certain that a troop unit which disappeared from the front 
without any explanation as to what had become of it could be located within 
a short time in its new position. 6 

The preparations made by the Germans for the battle of Kutno 
were aided to a great degree by information obtained from inter- 
cepted Russian radiograms. Of special importance was one sent by 
the chief of staff of the Second Army, General Chagin, on the morn- 
ing of November 13 in a rather simple cipher which was solved on 
the afternoon of the same day. It gave the clearest possible picture 
of the Russian idea of the grouping of the German forces, of their 
own intentions and the consequently necessary grouping of their own 
forces, of the measures taken to provide flank protection, etc. This 
permitted the German command to plan its operations most ac- 
curately. During the course of the battle more Russian radiograms 
were intercepted which gave the locations and movements of corps. 7 

The story later in the war was much the same. For instance, in 
April 1915 a great many Russian radiograms were intercepted. 
These informed the Austro-German commands concerning the condi- 
tion and situation of the Russian troops and their grouping. In 
particular it was learned that the Third Russian Army was in seri- 
ous need of men and ammunition, and had suffered great losses in 
the battle of the Carpathians from which they had been able to re- 
cover only very slowly. Here was an opportunity for the Central 
Powers to obtain great results by combining their forces. On May 
2 General von Mackensen’s attack via Gorlice against the Third Rus- 
sian Army was made. 8 



6 Gylden-80, p. 54. 
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Russia finally discontinued the use of radio for strategical pur- 
poses on October 24, 1916. Even this order was sent by radio and 
was intercepted by the Austrians. 9 

The following statement is attributed to von Glaise-Horstennau, 
chief of the war archives at Vienna, privy councilor, and former offi- 
cer of the Austrian General Staff in an interview in Stockholm : 

If we had not intercepted the Russian radiograms we should most probably 
have lost the war as early as the winter of 1914—15.'“ 

The Russians were by no means the only warring nation to be 
guilty of such carelessness. The Germans on the western front gen- 
erally used cipher in the early period of the war but frequently 
names appeared in clear text, as well as words and even whole sen- 
tences which had not been understood by the person for whom the 
messages were intended. There were even entire radiograms with the 
signature of the sender sent in clear text. In this way, in only a few 
days, it was learned that von Marwitz was in command of the cav- 
alry corps which used the call sign beginning with the letter S and 
that von Richthofen was in command of the corps with the call sign 
beginning with the letter G. In the same way other radiograms 
sent in clear text informed the French that two German cavalry divi- 
sions had entered the valley of the Woevre, probably via Audun-le- 
Roman, and were advancing toward Verdun via Malavillers and 
Xivry-Circourt, where one of the divisions had established head- 
quarters. This advance had been entirely unknown to the French 
high command up to that time. 11 Frequently messages contained 
part clear text and part cryptographed text, and at times explana- 
tions of cryptographed messages were made in clear text. This 
practice was particularly bad on the part of Marwitz’s cavalry corps 
and it permitted a direct attack on the German cryptographic 
system. 12 

The French made the same mistakes, although not to such an 
extent as some of the other forces. This was due largely to the 
fact that in the early stages of the war they were able to use wire 
communication to a much greater extent than the Germans, thus 
enabling them to utilize radio stations more for interception pur- 
poses. As a result they learned much from the German misuse 
of radio and avoided to some extent the German mistakes. In 
addition to this they believed in the use of radio as an emergency 
means of communication to be used only when regular telephone 
and telegraph connections could no longer be maintained. 13 Added 

'Gylden-81, p. 55. 

10 Gylden-80, p. 70. 
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to this, the Germans did not at first appreciate the value of inter- 
cept and the value of information to be derived from intercepted 
messages. It is probable, because of the importance attributed 
before the war to interfering with enemy radio traffic, that the 
German radio operators devoted themselves more at first to that 
sport than to any careful interception of French radiograms. Ger- 
man cryptanalysts after the war expressed the belief that much 
valuable information was lost due to the neglect to intercept it. 14 

During the period from 1914 to 1916 the Germans did practically 
no cryptanalytic work on the western front. The French reports 
to the effect that the Germans did not succeed in breaking down the 
French cipher until the winter of 1917-18 seem, to judge from all 
circumstances, to be correct. 16 That this should be so seems difficult 
to understand in view of the German success on the eastern front 
until we realize that the Germans before the war gave little con- 
sideration to the solution of anything but simple ciphers. 19 

Italy furnished the Austrians with much valuable information 
especially before the arrival of French and British troops on the 
Italian front. 17 During the great offensive on the plateau at La- 
varone and Folgaria in the late spring of 1916, the Italian coun- 
teroffensive was betrayed by decrypted radiograms. During the 
night of May 20 an Italian radiogram was intercepted containing 
descriptions of the arrangements made for a large-scale counter- 
attack with the reserves. By 3 a. m. the radiogram had been de- 
crypted and 1 hour later countermeasures ordered which successfully 
checked the couftterattack. 18 On November 22, 1917, the chief of 
the Italian radio service, because of confusion arising during a re- 
treat, committed the blunder of asking all stations under his com- 
mand to report their locations and relation to other troops. This 
gave the Austrians information about the whole grouping of the 
Italian forces, including the reserves, and the distribution of the 
medium and heavy artillery. 19 

During the latter part of the war much less information of value 
was obtained due to improved radio discipline and improved methods 
of cryptography. 

The French divided the western front into three intercepting 
zones with centers at Paris, Lyons, and Bordeaux. At first, mes- 
- sages sent from the German rear stations received the greatest at- 
tention, but later they concentrated upon intercepting messages sent 
over the enemy’s field radio sets. General Cartier, who was chief 
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of the French signal service, states that more than 100 million words 
were intercepted during the World War by French stations. 20 

The British started with one intercepting station in 1914 and by 
1917 this activity had become firmly organized in the wireless obser- 
vation group of the Army wireless company. The intercept and 
goniometric service had become so important by this time that a 
special section of the intelligence staff at G. H. Q, was organized 
to direct its activities and coordinate the results obtained. 21 It was 
known that certain radio stations were associated in the German 
Army with certain definite formations. The work of the British 
goniometric and intercept stations contributed in no small degree to 
the efficiency of the intelligence service. 22 

In the A. E. F., radio intercept stations were operated in the First 
and Second Armies. On November 11, 1918, there were 8 officers and 
214 enlisted men engaged in operating intercept and goniometric 
stations. There were six intercept stations which, during the period 
December 1917 to November 1918 intercepted 17,688 messages and 
237,977 calls. 23 Numerous instances show the value of information 
obtained by intercept. 24 

A valuable service rendered by intercept stations was the polic- 
ing of friendly radio stations. Watch was maintained on frequencies 
in use, and reports of infractions of radio discipline were promptly 
reported. In a test conducted in the late summer of 1918 by Gen- 
eral Nolan, who was then G-2, A. E. F., an American radio operator 
was sent out to see what he could pick up from our own stations. 
He was to consider himself an enemy, and had no data given him 
that w T as not available to the Germans. ’Before the St. Mihiel attack 
this operator reported the American order of battle, locations of 
certain divisions in reserve, names of commanders, and the nature of 
instructions given them. 25 

Priestly says, in speaking of this phase of radio : 

The second duty of the Army wireless station was of yet more general 
importance. It was its duty to watch for errors in wireless discipline from 
the signal point of view. * * * A careful watch for indiscretions must 
be kept by the Signal Service itself. * * * Innovations in procedure, little 
mannerisms in the key, irrelevant remarks between operators, indiscreet mes- 
sages; all of these things needed to be controlled and eliminated so far as 
was possible, since they might give so much away to a presumably watchful 
enemy. It was in preventing such occurrences and in tightening up discipline, 
that the greatest utility of the Army wireless section lay, though its other 
functions were also of importance . 26 
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Cryptanalysis of secret messages often depends upon apparently 
inconsequential errors, the most common of which are : Telegraph- 
ing from one station to another in clear text; making and filing 
together of clear-text copies of secret messages; telegraphing in 
mixed text (part clear text and part code or cipher) ; and using one 
code or cipher to repeat text which has already been sent in another. 
The early success of the French over the Germans was largely due 
to such blunders. 27 A good example of the danger of such prac- 
tices is shown by the routine transmission of weather reports. In 
1914 the German station at Norddeich sent out by radio telegraph 
regular weather reports in mixed text. In these messages the cipher 
clerks had not taken the trouble to encipher the letters and numbers 
ordinarily used to indicate the strength and direction of the wind, 
etc. The station at Brugge, on the contrary, transmitted the same 
radiograms after enciphering the figures and letters. A comparison 
of the messages gave an exceedingly valuable clue to the code used 
and thus permitted its early solution. 28 We now use in our Army 
a nonsecret code for the transmission of meteorological data. 
Another item which greatly assists in the solution of codes and 
ciphers is the use of stereotyped military forms. This character- 
istic of German messages formed one of the most useful sources for 
the French experts in their work of cryptanalysis. 29 

The number of German radiograms intercepted by the French 
varied with war conditions. During periods of calm the messages 
were mostly of local importance and were comparatively carefully 
enciphered. On the other hand, such periods were always char- 
acterized by stereotyped messages, and as a rule only a few days 
were necessary to recognize the habits of the crytographers con- 
cerned. Despite numerous and quick changes of call signs, even 
the telegraph operators of the various stations were identified by 
their individual peculiarities in operating, a circumstance which is 
well known to every experienced operator. During periods of 
great activity, on the contrary, for instance during the great spring 
and summer offensive of 1918, numerous larger units and staff radio 
stations added to the traffic, and it frequently occurred that about 
60 radiograms concerning the operations of the larger units were 
intercepted during one 24-hour period, not including the innumer- 
able radiograms from smaller units. It was during such periods 
that the most ordinary errors and blunders were made and the 
regulations most disregarded. 80 
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The number of messages sent in clear, or which in other respects 
violated the radio regulations, transmitted by American field stations 
and intercepted by the intelligence intercept stations, demonstrated 
the' need for stations which specialized in copying messages from 
American operators. Such a station was established at Toul on 
July 11, 1918, for the interception of damped-wave transmissions, 
and soon thereafter another control station was installed to copy 
messages from continuous-wave stations. Two additional stations 
were later established at Souilly. The stations supervised the work 
of American operators and by promptly reporting violations on 
several occasions succeeded in nullifying slips which might other- 
wise have been disastrous.* 1 

The matter of supervision of friendly radio is of such importance 
that specific provision is made for it in the radio-intelligence com- 
pany of an army. 32 

The following brief reports concerning the Italian-Abyssinian 
campaign are quoted as further examples of information to be 
obtained from the misuse of radio : 

From a report of operations on the Tacazze River and in. the 
Tembian : 

As regards the recent battle in Tembian, Italian headquarters were fully 
aware of the enemy’s advance through the interception of Abyssinian wireless 
messages sent in clear. 

From a report on the Dolo-Neghelli operations: 

For some time Ras Desta had been advancing towards Dolo and, as he re- 
ported his movements daily to Bessie by wireless “In clear” his progress was 
accurately known by General Braziani. 

RADIO GONIOMETRT 

After the value of intercepted messages became evident, it was 
immediately desirable to secure additional information concerning 
the location and size of the station transmitting. This led to the 
formation of the radio goniometric service in all armies in the World 
War. By listening to an enemy station from two or more definitely 
located points, radio-compass stations were able to obtain bearings 
on the transmitter, and by means of intersection could locate it. 33 
Estimates of its power could also be made, and in this manner, to- ;= 

gether with the contents of intercepted messages, the identification of 
the unit to which the station belonged and its location could be 
determined. 

The French entered the war without goniometric equipment, al- 
though its need had been pointed out by General Cartier before the 

“ C. S. 0.-3, p. 323. 

“S. C. F. M„ vol. I, p. 03; S. C. F. M., vol. II. p. 120. 

* C. S. 0.-3, p. 322. 




REF ID : A484988 



122 

war. Even without this equipment much was done in the way of 
identification by intercept^alone. The strength of signal, frequency 
of transmission, and analysis of call signs led to quite accurate iden- 
tification as has already been mentioned in the case of Marwitz’s 
cavalry. 84 At the close of the war a French goniometric network 
extended from Le Havre to Saline. 85 

The Austrians were able most of the time to keep well informed of 
the locations of Italian units by the use of radio goniometers in spite 
of frequent changes in call signs of Italian radio stations. 86 

The success of radio intercept against the Russians has been men- 
tioned earlier in this paper. This, together with radio goniometry, 
left little that was not known to the Germans and Austrians con- 
cerning the locations and strength of Russian units. 

Radio goniometry formed a very important work of the Army 
signal service in both the First and Second American Armies. In 
one instance the American goniometric station at Men’il la Tour, op- 
erating continuously for 24 hours on May 27, 1918, took 670 bear- 
ings. 37 Goniometric stations were mounted in trucks in order that 
they might keep up with the troops in fast-moving situations. 38 In 
his report to the officer in charge of radio, the radio intelligence 
officer of the First Army said on September 20, 1918 : 

The location of all enemy radio stations in their proper places 
by means of gonio bearings on the night before the attack was 
the determining factor in the decision of the chief of intelligence 
that the enemy had not already withdrawn from the St. Mihiel 
salient. 89 

That the German goniometric stations were not idle is indicated 
by the experience of the Forty-seventh Infantry on July 6, 1918, 
in the big German offensive. As soon as the radio set at the regi- 
mental command post began calling brigade, hostile shell fire was 
centered on the command post. 40 

At the time of the armistice there were 28 goniometric stations 
in operation of which 8 were aero stations. The 20 ground 
stations had taken 176,913 bearings and the aero stations 5,342 
registrations and 102 alerts. 41 

A variation of the goniometric service was the location of hostile 
airplanes by aero goniometric stations. Ordinarily the ground 
goniometric stations were engaged in locating enemy ground stations, 
but when an enemy airplane was heard by the special intercept 
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station, all goniometric stations were notified and bearings taken, 
so that its position could be found. Alerts were sent to the air 
service by wire, giving the location of the plane or planes so that 
pursuit aviation could be sent out. Fine work was done in locating 
E hostile planes directing artillery fire. In the Verdun sector it was 
i impossible to maintain wire communication between the goniometric 
I stations on account of the continual movement and the intense shell 
| fire. Yet one goniometric and aero intercept located at Verdun was 
able to locate many hostile airplanes operating along the front. 
By means of a special telegraph wire to the intelligence bureau, 
General Staff, notification was given as soon as an enemy spotting 
plane started calling its battery. The General Staff warned the 
corps commander in whose area the plane was operating many times 
being able to identify the battery about to open fire. The counter- 
battery officer at corps headquarters was able to counteract the fire 
from the enemy battery, sometimes even before it started, and notify 
the sound and flash stations so that they could take observations. 42 

The Chief Signal Officer, in his report for 1919, says : 

This service, however, primarily belonged to war of position, since a com- 
plete system of telephone lines between goniometric stations and a control 
station from which warnings of these flights could be sent to air pursuit 
groups was necessary. During movement of the front it was necessary fre- 
quently to move goniometric stations forward so that it was practically im- 
possible to maintain the proper telephone lines. Hence, with the exception 
of the brief time when the First Army was engaging in position warfare, this 
branch of the service received no opportunity to function at its full value .' 3 



RADIO CAMOUFLAGE 

As soon as the value of radio intercept and goniometric services 
became evident it was a natural result that defense against them 
should be sought in deception. This was done to a very great ex- 
lent and in many cases with considerable success. 

This scheme, together with other means of deception, was used 
by Allenby in his preparations for his attack on the Beersheba- 
Geza line. He decided to attack Beersheba first while making every 
effort to convince the Turks that Geza would be the first objective. 
Many doctored messages, in a cipher' which it was known the Ger- 
mans with the Turkish army could break, were sent between the 
larger headquarters. The radio traffic meant for Turkish consump- 
tion was carefully handled so as to give the impression merely of 
an indiscreet use of radio. The attack was launched against Beer- 
sheba on October 31, 1917. It came as a complete surprise to the 
Turks and by evening Beersheba was in British hands. 44 
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Again when Allenby decided to attack the Turkish line along the 
coastal plain west and northwest of Ludd instead of north of Jeru- 
salem or in the Jordan Valley as the Turks expected, he made ex- 
tensive use of measures to deceive the enemy, one of which was radio 
camouflage. He desired to concentrate the Desert Mounted Corps 
(less the Australian and New Zealand Mounted Division) in rear 
of the main attack. To move them from their bivouac area in the 
Jordan Valley would immediately attract the notice of the Turks. 
The picket lines of the Fourth and Fifth Cavalry Divisions were 
left standing with dummy horses on them. The headquarters of 
the corps at Talaat ed Dumm, in view from the hills in the Turkish 
lines, remained standing for a fortnight after the staff had departed 
for the coast. It was lit up every night and radio traffic to and 
from it continued with normal regularity. 45 

On the eastern front, while the Germans were receiving much 
valuable information from Russian radio, they resorted to the 
ruse of transmitting fake orders in clear text in the hope that the 
Russians would read them. 48 The Russians themselves sent faked 
messages in the spring of 1916 for the purpose of deceiving the Aus- 
trians. The attempt failed, however, because the ruse was dis- 
cussed in earlier radiograms one of which was intercepted and 
decrypted by the Austrians, and also because at the end of the spurious 
radiogram, in a cipher which had already been analyzed by the 
Austrians, was the statement: “Do not be disturbed; this is merely 
intended to mislead the enemy.” 47 

In the spring of 1916 the Austrians started an offensive against 
Italy. With a view to misleading the enemy concerning the sector 
of front on which the attack was to be made, faked radio traffic was 
started on the eastern Carinthian front. A very simple cipher sys- 
tem was used for this purpose; one which it was assumed the 
Italians would be able to break without difficulty. The results can- 
not be determined accurately but the scheme is reported to have been 
successful. 48 Similar faked traffic was established in connection 
with the battle of the Piave in 1917 and it cost the Italians 60,000 
prisoners. 49 

By changing his call sign just before the battle of Jutland, Ad- 
miral von Scheer tricked Admiral Beatty into believing he was 
confronted only by the German cruiser squadron instead of the 
entire German fleet. 50 
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As has already been pointed out, the primary function of the 
goniometric service was to locate daily all enemy stations heard, and 
by connecting these stations by lines indicating an exchange of 
messages, to determine the groups of stations belonging to divisions, 
corps, and armies. The radio traffic of a division would normally 
be contained almost entirely within its own limits, and similarly 
with corps and armies, so that theoretically the intercommunication 
of stations would disclose clearly the boundaries of units. But ac- 
tually the enemy, with the intent of destroying this source of in- 
formation, indulged in a carefully regulated camouflage activity 
whenever possible, having stations communicate regularly across 
divisional, corps, and army boundaries, so that the grouping of sta- 
tions into actual nets was very difficult. However, under very 
active conditions, the necessary traffic of stations was so great that 
camouflage was impossible and the various nets showed up clearly. 51 

In preparation for the second phase of the Meuse- Argonne opera- 
tion radio deception achieved considerable success. Prisoners taken 
east of the Meuse between Beaumont and Fresnes, about October 30, 
declared that the Germans were fearful of an attack in the direc- 
tion of Briey and Metz. Accordingly a plan was evolved to increase 
these fears and thereby divert the enemy’s attention and his forces 
from the west of the Meuse. This plan, among other features, in- 
cluded the establishment of a dummy Army radio net opposite the 
Beaumont-Fresnes front and sending messages between stations of 
the net in a cipher which the enemy could solve through apparent 
carelessness in its use. The messages were of a nature which would 
make the Germans think that an attack by this new “army” was 
imminent. The plan was put into effect on October 23 and was 
carried on until after the operations west of the Meuse started on 
November 1. This camouflage apparently met with considerable 
success. It later developed that two enemy divisions were held in 
reserve in Metz, even after the attack west of the Meuse began, 
because of the fear of an attack east of the river. 52 

radio interference 

One of the most valuable characteristics of a radio receiver is that 
it is capable of picking up radio impulses from any direction. From 
some directions, however, signals may be stronger than from others. 
Due to the nondirectional characteristics of a receiver, it will record 
all radio impulses received at the frequency to which it is tuned. As 
a result many sounds other than those desired will be heard. Such 
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sounds are known as interference. The principal sources of inter- 
ference are : 

(a) Undesired signals on the frequency being used. 

(b) Atmospheric disturbances (static). 

(c) Sounds similar to static produced by various electrical devices 
such as X-ray machines, motors, etc. 

As mentioned earlier in this paper, an operator receiving contin- 
uous-wave signals can overcome interference to some degree by 
changing the pitch of the received signal. Modulated (voice) trans- 
missions cannot be so controlled. 

Interference from friendly transmitters can be eliminated by a 
system of frequency assignments and by careful supervision. At- 
mospheric interference can be overcome by using sufficient power to 
drown it out. Interference from electrical machines can be elimi- 
nated or reduced by shielding the offending device or by changing 
the location of the receiver. 

Deliberate, hostile, powerful interference cannot be controlled. 
This would then seem to present a very serious limitation to the use 
of radio. Let us discover, if possible, the extent to which deliberate 
interference or “jamming” is practicable. 

Hostile interference may be produced effectively in two different 
ways. A radio transmitter must be used in either case. Let us 
consider first that the enemy uses a powerful transmitter of the 
damped-w'ave type, so tuned that there is little or no predominating 
frequency and there is a large number of frequencies present, thus 
occupying a very large portion of the radio spectrum. It is not 
possible to direct this type of transmission in a given direction 
(as is possible to a limited extent with continuous- wave radio) so 
that if the power used is sufficient to prevent our radio receivers 
from functioning it also prevents the enemy’s from operating. Such 
a scheme would be costly to operate and the moment it stopped our 
sets could continue their operation. Another method which might 
be used would be to transmit a continuous wave on the frequency 
used by a particular set which the enemy wishes to silence. A slight 
change in frequency of our net would nullify his efforts. Such a 
scheme would be an impossibility as a practical matter. 

Considerable interference must be expected, however, from the 
congested traffic of both friendly and hostile sets operating close 
together within a comparatively narrow frequency band. This is 
true at the present time in the amateur bands but communication 
is not prevented. 

From the discussion already given under intercept and goniometric 
activities it is unnecessary to stress further the value to be obtained 
from careless radio transmission. Even the smallest errors are often 
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a source of valuable information, This source of information is 
lost to the enemy if he succeeds in jamming friendly radio traffic. 

Prior to the World War, Germany leaned to the viewpoint that 
the operation of enemy radio sets should be interfered with. As 
early as the first mobilization day (Aug. 2, 1914) the German chief 
of field telegraph (chief signal officer) issued orders to all perma- 
nent radio stations on the western border to interfere with radio 
traffic between France and Russia, and at the same time he ordered 
stations on the eastern front to intercept this traffic. 53 It is probable 
that some organized effort was made by Germany to interfere with 
the field radio transmissions of her enemies, for Priestly mentions the 
appearance early in the war of special German jamming stations. 54 
Again he mentions such stations during the period immediately 
following the Somme offensive. It is interesting to note, however, 
that German jamming stations immediately ceased operations when 
they realized that a British ground station was endeavoring to send 
a message of tactical importance. 55 Reference has heretofore been 
made to the slow development of German intercept service and to 
the probability that the Germans were more concerned on the west- 
ern front in attempting to prevent enemy radio operation than in 
securing valuable information therefrom. 



A careful search has been made by the author of this paper for 
reference to instructional or training literature, lists of special equip- 
ment for the purpose, organization for the purpose or any other 
evidence indicating an organized effort to conduct jamming opera- 
tions. No such evidence has been found in publications pertaining 
to the French, British, German, or United States Armies. It seems 
reasonable to suppose that some mention would be made of such a 
practice had it been considered valuable, especially since most train- 
ing documents contain warnings against the danger of hostile inter- 
ference, whether intentional or not. 

Some interesting facts were brought out with respect to jamming 
in connection with the joint antiaircraft Air Corps exercises held 
at Fort Knox, Ky., in May 1933. The Blue force seeking to attack 
Fort Knox from the air discovered a Red observation plane was 
transmitting data on Blue operations. They immediately tried 
to block the frequency of the Red plane. There ensued several days 
of effort to interfere with the observer’s transmissions, but without 
success. The longest delay was of about 1 minute’s duration, -which 
was required to retune the transmitter. The man doing the trans- 
mitting has a decided advantage because he can change his fre- 
quency quickly and the would-be blocker must find him. It was 
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found that if the two stations working with each other could change 
their frequency on a prearranged code signal, it was impossible to 
jam them even though several transmitters were used for the pur- 
pose. All attempts at deliberate interference during these exercises 
failed. 58 

The matter of interference between friendly stations or between 
friendly and enemy stations operating in close proximity to each 
ether is quite another matter. The records available to the author 
of this paper all indicate the seriousness of this problem. It was, 
however, much more serious when damped-wave sets were involved, 
due to the width of the band required by each transmitter. The 
almost universal use of continuous-wave sets has greatly reduced 
the problem. 

A 2-kilowatt Marconi tractor set (damped wave) used by the 
Americans for rear-area communication during the march into 
Germany after the armistice so interfered with other radio traffic 
that its use had to be discontinued until it could be converted for 
continuous-wave transmission and its frequency changed. 57 

During the period of heavy radio traffic on the western front 
in the early stages of the war considerable interference as well as 
jamming was experienced. The messages became so garbled that 
many had to be repeated three or four times. Also the time required 
for cryptographing was so great that at times the transmission of 
an important radio message required 24 hours. 58 

In order to prevent interference between friendly stations a care- 
ful allotment of frequencies must be made and radio discipline must 
be exercised in nets. 5 ” Interference from hostile stations is avoided 
by shifting frequencies. 

There is one situation in which it is probable that jamming could 
be used effectively. That is the case in which one side was so well 
provided with wire communication that it could forego entirely the 
use of radio. For example, in the defense of a limited coast line 
where the defender had an extensive system of underground cables 
so well protected that artillery fire and air bombs could not blast 
it out. In such a case damped-wave radio transmitters might be 
employed to silence the much-needed radio of a landing force. Even 
in this case, however, there is certainly a question as to whether 
the information to be gained from intercepted hostile radio might 
not be worth more than depriving the enemy of its use. 

Upon reaching this point in this discussion one may wonder 
whether the danger in the use of radio is not sufficiently great to 
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warrant its prohibition for tactical purposes, and to conclude with js 

von Hindenburg that it should only be used to secure information |§ 

from the enemy. It is therefore reassuring to see what Glyden has j- 

to say after a most exhaustive survey of the intercept and crypto- js 

graphic services of the nations involved in the World War. His | 

words are as follows: jr 

The said dangers are very great ; that fact cannot be denied. But it would 
be like throwing out the child with the bath water to give up such a valuable, 
rapid, and simple means of communication as radio for this reason alone. 

Its value as a means of communication is undeniable, and, strikingly enough, 
it has been assigned a much greater importance in the armies of the great 
powers on the Continent since the war. Nor was it radio as a means of com- 
munication which so often failed, but the cryptographic service, a fact which 
can never be too greatly emphasized. But if used with a well-organized 
cryptographic service, fully experienced in cryptanalysis, radio becomes an 
invaluable means of communication. When used by a personnel ignorant of 
the principles of cryptanalysis and poorly prepared, it, on the other hand, be- 
comes to the highest degree dangerous for the activities of the armies using , 

it. Common sense alone tells us that the use of a means of communication 
which goes both to friend and foe must necessarily presuppose exceptionally 
great knowledge of cryptography and cryptanalysis on the part of the per- 
sonnel responsible for the operation of that means. Such knowledge must 
be made compulsory.™ 

CONCLUSIONS 

Radio communication is based on a physical phenomenon governed 
by natural laws which must be considered in its use for military 
purposes. The most important of these facts are : 

(1) Radio sets capable of utilizing both telegraph and telephone 
transmission are practicable for military use. 

(2) Radio waves travel in all directions, hence radio messages will 
be received by enemy stations within range as well as by our own. 

(3) The number of sets which can operate within a given band of ■ 

frequencies is limited. t 

(4) The total number of frequency bands within which radio 

transmission is practicable is limited. ;; 

Wire communication (telephone and telegraph) is the primary 
means of communication for infantry (less tanks) and artillery, 1 

including antiaircraft artillery. 

Radio is the most important alternate means of communication I 

for infantry and artillery and may become their primary means ? 

when wire lines fail ; for example, in forward areas when lines have 
been shot out, in rapid advances or retreats when time does not per- 
mit the establishment of maintenance of wire lines. 

Radio, as a secondary means of communication, is necessary for 
intercommunication between infantry and artillery. 

™ Gylden~81, pp. 56 and 57. 
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Radio communication is essential to the operations of cavalry 
(horse), as a secondary means of communication between the larger 
headquarters and to the rear when the rate of movement is not so 
great as to preclude the establishment of wire lines, or when the 
distance over which communication is to be carried on is not in ex- 
cess of the transmission ranges of telephone or telegraph. If either 
of the two conditions mentioned exist, radio becomes the primary 
means of communication. Radio is the primary means of communi- 
cation for small cavalry units over distances too great to be covered 
by mounted messengers. 

Radio must be relied upon as the primary means of signal com- 
munication for fast-moving tanks and mechanized cavalry. Slow- 
moving tanks operating close to supporting infantry may be able to 
use visual and messengers, but radio is at least as important and 
probably should be considered a primary means of communication 
even for slow tanks. Wire can of course be used at the headquarters 
of tank units for communication to the rear and to adjacent units. 

Radio is the primary means of communication for all classes of 
aviation. It must be relied upon exclusively for contact between 
planes in the air and between planes in the air and ground stations 
when the latter are separated beyond visual distance. It is the 
only means of communication between “spotting” planes and ar- 
tillery. 

Radio is desirable as an alternate means of communication for re- 
porting the approach of hostile aviation to antiaircraft artillery and 
friendly aviation. 

Radio messages can be read by the enemy after interception and 
therefore should always be cryptographed except when the informa- 
tion which they contain can not be made use of by the enemy. Using 
personnel must be well trained and radio discipline must be enforced. 

Radio transmitting stations give away information of the unit to 
which they belong. Therefore silence must be observed frequently, 
and at times radio camouflage must be resorted to. 

Radio goniometric and intercept stations must be maintained in 
order to secure information from the enemy and to supervise the 
operation of our own radio. 

Radio stations are vulnerable to artillery fire, and therefore should 
have as must cover as possible. A reserve supply of sets should be 
maintained. 

While it is technically possible to “jam” the operation of enemy 
radio stations, it is unwise to do so because it is a costly operation 
of limited value, it denies the use of our own radio, and closes the 
door to valuable information to be obtained from enemy radio 
stations. 




REF ID:A4849 

131 

The development of ultra-high-frequency radio sets promises to 
fill a need in front-line units because of their short range and light 
weight. Hostile intercept stations would have to be located well 
/ forward in order to intercept their traffic. 

The radio activities on a particular front must be controlled by a 
central authority in order to eliminate interference and insure 
smooth operation. 

Priorities for the use of radio by units of a command must be 
established in each situation. 

APPLICATION OF CONCLUSIONS TO A CONCRETE PROBLEM 

A highly important phase of this study consisted of making the 
actual assignment of frequencies for the nets of a field army in a 
particular tactical situation. Although essential to this study, the 
details of the tactical situation and detailed assignments of frequen- 
cies would be of little interest to the readers of this article. There- 
fore only a brief summary of the problem will be given together 
with the methods used in its solution and the final conclusions 
reached. 

The problem selected was that of a field army in attack. The 
field army comprised the following units: Army headquarters and 
army troops, three army corps of two divisions each, one army corps 
of three divisions, one division in army reserve, and two cavalry 
divisions. The following troops were attached to the army : Ten 
regiments of field artillery; one regiment of mechanized cavalry; 
one brigade (3 regiments) of antiaircraft artillery; two observation 
squadrons (separate) ; six balloon squadrons; an air force wing con- 
sisting of a wing headquarters, one fighter group, one attack group, 
one bombardment group, one pursuit group, and one observation 
squadron (separate); three chemical regiments; two regiments of 
medium fast tanks; one regiment of light slow tanks; and one 
regiment of light fast tanks. 

One cavalry division was on each flank. The mechanized cavalry 
regiment and the majority of the tanks operated on the left flank 
in support of the main attack. 

The first step in the assignment of frequencies in the situation 
was a determination of the number of channels required for the 
operation of all radio nets provided for the units of this force. It 
was determined that 378 CW channels and 307 telephone channels, 
or a total of 685, were necessary. 

The area over which the action was to take place was studied 
with the view of determining maximum distances over which par- 
ticular sets would have to operate in order to ascertain the channels 
which could be repeated within the army area without causing 
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mutual interference. As a result of this study it was evident that 
the only channels which could be repeated were those used by the 
small infantry and artillery sets having maximum operating ranges 
of five miles or less. 

The duplication of channels thus obtained reduced the number of 
separate C W channels to 296 and the number of separate voice chan- 
nels to 275. 

In order to obtain a uniform unit with which to work, it was 
arbitrarily assumed that voice channels would have to be twice the 
width of CW channels. This then made a total of 846 CW channels, 
or equivalent, necessary. The width of any channel depends on the 
location of that channel in the radio spectrum as brought out earlier 
in this article. 

A casual inspection was all that was required to clearly indicate 
that not all nets could be assigned noninterfering channels. It 
then became a matter of determining the priority of different units 
in this situation for the assignment of such channels as could be 
made available. This priority was determined to be as follows: 

1. (a) Air nets for the air force wing. 

(6) Mechanized cavalry. 

(c) Tank units on leading and exploiting missions. 

(d) Air-ground communication between artillery and observation avia- 
tion. 

(e) Air-ground communication between the headquarters of army, corps 
and cavalry divisions; and their observation aviation. 

2. (a) Infantry units. 

(b) Divisional artillery. 

(e) Air-ground communication between the headquarters of infantry divi- 
sions and their observation aviation. 

3. (a) Ground nets for air force units. 

(6) Army antiaircraft intelligence net. 

(c) Communication between corps artillery battalions and their observa- 
tion posts. 

4. All other nets. 

Based on the priorities listed above, considering the radio equip- 
ment available, and substituting CW channels for voice channels 
wherever possible, there were assigned 280 CW and 123 voice, non- 
interfering channels. 

In the assignment of channels in any priority, preference was 
given to those channels required by units making the main attack. 
Assignments of channels which had to be duplicated were made in 
order from left to right so that units employing the same operating 
frequency would be as widely separated in distance as possible. 
The division in Army reserve had to be considered in this allotment. 
The channels assigned to it had to be based on its probable employ- 
ment on the left where the main attack was to be made. 
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The final assignment of frequencies provided for all the require- 
ments in priorities one and two and some in third priority; no as- 
signments of channels were made in fourth priority, except in a 
few cases where frequencies which could not be used elsewhere were 
available. No alternate frequencies were available. 

Under field conditions assignment of frequencies would be made 
in blocks by unit signal officers to subordinate units. However, the 
unit signal officer must go through some such process as the one 
here indicated in order to insure the adequacy of channels for 
essential needs. 



FINAL CONCLUSIONS 



In addition to the conclusions stated earlier in this article the 
following have been reached as a result of this study : 

(a) The problem of finding a sufficient number of noninterfer- 
ing channels for use in a field army, employing the radio equipment 
available, is difficult. 

( b ) Only those types of services requiring radio communication 
on high priority can be accommodated. 

(c) Priorities must be set up for a given tactical situation by the 

highest authority in a theater of operations, and close central su- 
pervision must be maintained. . 

( d ) The minimum assignment of channels should be made for , 

those classes of service in which radio is a secondary means of com- 
munication, and the use of radio for such services should be limited 

to times when primary means fail. This will provide the essential 
channels for those services having primary need for radio. 

(e) Channel assignments should be kept flexible by all signal 
officers so that frequencies may be “borrowed” during certain periods 
from units which are out of action at the time. 

(f) In the course of this study one is impressed with the large . 

number of radio nets authorized for a field army. When it is remem- 
bered that each net contains from 3 to 18 sets, the large number of 

sets becomes evident. These sets are comparatively delicate instru- 
ments and one may fail or be put out of action just when it is most 
needed. For this reason spare sets should be carried by all units 
having a high priority need for radio. Also it is frequently neces- 
sary to organize special detachments in the division and higher units 
which should be provided with sets from this reserve. 

( g ) The efficient operation of a radio goneometric and intercept 

service is essential for the purposes of securing enemy' information I: 

and of insuring the satisfactory operation of our own radio com- 
munication service. 
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RECOMMENDATIONS 

• 

(а) That all effort be directed toward the provision of adequate 
radio communication : First, to units or services dependent upon it as 
a primary means of signal communication, and second, to those units 
and services which must rely upon it as a primary means in case their 
normal primary means should fail. This effort should be coordi- 
nated from the viewpoints of design and development, supply, opera- 
tion, and training. 

(б) That radio communication be used only when other means are 
nonexistent or inadequate. 

(c) That a definite policy be maintained which will provide for 
the control of all frequencies in use in a theater of operations by 
highest unit operating in that theater. 

(d) That this study be continued to develop the condition pre- 
sented by the simultaneous operation of at least four field armies in 
a given theater of operations. Also to determine the classes of 
commercial radio which operate during peacetime in the bands 
designated for army use, and formulate a plan of coordination to be 
put into effept in time of war. The requirements of naval radio 
should also be considered. 
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SOLUTION OF A PLAYFAIR CIPHER 1 * f 

By Private Alf Monge, Ninth Signal Service Company 

The Playfair cipher, for many years used by the British Army, and 
by the United States Army to a limited extent during the World War, 
was long thought to be proof against analysis, but does now no longer 
present such a difficult problem. * 

All publications on the solution of Playfair ciphers, that have come 
to the attention of the writer, have been confined to an analysis based 
on the frequency method; a method which cannot be applied if the 
message under consideration is too short to show any amount or repe- 
titions. 

Inasmuch as the following cryptogram — given as a challenge mes- 
sage by Sir George Aston, Major General, British Naval Intelligence, 
in bis book “Secret Service”, consists of only 30 letters and shows no 
repeated digraphs, the writer fancied that, perhaps, an analysis of 
this short message may be of interest to the readers of the Bulletin. 

The cryptogram: 

BUFDA GNPOX IHOQY TKVQM PMBYD AAEQZ 

| 

Since it is known that this cryptogram is a Playfair, we may pro- 
ceed immediately to break up the message into digraphs, as follows: \ 

BU FD AG NP OX IH OQ YT KV QM PM BY DA AE QZ 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 



i For the readers, who are not familiar with the structure of a Playfair cipher, a short explanation has been 
added to the end of this article. 

*(No. 93, November December, 1936) 
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As there are no repeated digraphs in this extremely short message, 
the usual method of solution based on frequency, is, as mentioned 
above, obviously out of the question, and our only hope lies in an 
attempt to reconstruct the keyword, from a study of digraphic 
combinations in the message. 

A short study of the cipher text will bring the digraphs OQ (7) and 
QM (10) to notice, because of the proximity of these letters in a normal 
standard alphabet. The high-frequency digraphs NO, ON, and OU 
show a similar proximity in a normal standard alphabet, and if we 
could assume the cipher groups OQ and QM to represent the plaintext 
digraphs ON and OU, respectively, a definite beginning would have 
been made. This assumption, if true, would place the letters P, R, S, 
and T in the keyword, which is quite probable. 

Our partially reconstructed cipher square would then appear as 
follows: 

1 2 3 4 5 

6 7 8 9 10 

11 12 13 14 15 

M N O Q U 

V W X Y Z 

Substituting possible plain-text equivalents in the cipher, we have: 

Group 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Text BC FD AO NP OX IH OQ YT XV QM PM BY DA AE QZ 

Plain -0 NO OU UY 



If we further list under each cipher letter all the plain-text equiva- 
lents possible, we have the following: 



Group... 


.. 1 


2 3 


4 


5 


6 


7 


8 


9 


10 


11 


12 


13 


14 


15 


Text 


_BU 


FD AG 


NP 


ox 


IH 


OQ 


YT 


KV 


QM 


PM 


BY 


DA 


AE 


QZ 


Plata 







_ _ _ 


-0 





NO 







OU 













UY 




M 




M 








V 


W 




N 


Q 










N 




o 








w 


X 




O 


V 










o 




Q 








X 


Y 




Q 


w 










Q 




c 








z 


z 




u 


X 






















Q 


M 






z 









When studying groups 7, 8, 9, and 10 it becomes apparent that Y (8) 
might easily represent W D and that V (9) equals Y p , thus producing 
the words NOW and YOU. This encourages us to continue our line 
of reasoning and we may place the letter T in the same vertical line 
with W and the letter K in the column with Y. In other words, the 
letter T must be placed in one of the squares numbered 2, 7, or 12, 
respectively, and the letter K in square 4, 9, or 14. If we further 
assume that K does not appear in the keyword, it could then be placed 
in square 14 only, and we can also place L in square 15. Thus: 

1 (T) 3 4 5 

6 (T) 8 9 10 

11 (T) 13 K I, 

M N O Q U 

V W X Y Z 
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a,: 

This seems promising and again we substitute our new values in | 

the cryptogram: | 



Group. 


... 1 


2 3 


4 


5 


6 


7 


s 


9 


10 


11 


12 


13 


14 


15 


S 


Text... 


...BU 


FD AO 


NP 


OX 


IH 


OQ 


YT 


KV 


QM 


PM 


BY 


DA 


AE 


QZ 


ill 


Group. 




„ 


«... 


-0 


.... 


NO 


W- 


-Y 


ou 





.... 


.... 





uy 






M 




M 














N 


Q 












N 




0 














0 


V 








ii 




0 




Q 














Q 


w 








:: 

If; 




Q 




U 














u 


X 












L 




T 
















z 








ill 



At this point it seemed best to attack the cipher letters T (8) and £ 

K (»)• 1 

It is evident that the plain-text letter represented by K (9) is to be i 

placed in square 11 and the plain-text letter represented by T (8) in 
either square 4 or 9. 

If T is to be put in square 12, the keyword would be at least 12 
letters in length and would have to be composed of the letters A, B, 

C, D, E, F, G, IJ, P, R, S, and T. This is extremely unlikely, as we 
have 10 consonants and only 3 vowels. It is, therefore, safe to place 
T in either square 2 or 7, and we may proceed to study the possible 
cipher letters that may represent K p . 

On the assumption that the keyword is less than 11 letters in 
length, 3 of the following letters must of necessity belong in squares 11, 

12, and 13: 

A, B, C, D, E, F, G, H, IJ. | 

Of these nine letters H or IJ cannot possibly be put in square 11, 
because they would have to precede K in squares 12 and 13, if they 
are not part of the keyword. 

Let us then place each of the remaining seven letters, one at a time, 
in square 11 to determine which of them would be most suitable. 

A is unlikely as K (9) would then be A p and the final letter of a 
two-letter word. B, C, D, and E, after several trials, are also dis- 
carded and F considered. The letter F in square 11 suggests the two- 
letter word IF for T (8) and K (9), and the phrase NOW IF YOU. 

If this may be assumed to be correct, we can place F, G, and H in 
squares 11, 12, and 13, respectively, and the letter IJ in either square 



4 or 9. 


Thus: 


1 


(T) 




3 




(I) 


5 








6 


(T) 




8 




(I) 


10 








F 


G 




H 




K 


L 








M 


N 




0 




Q 


U 








V 


W 




X 




Y 


Z 




And 


again we 


substitute: 














Group 


1 2 


3 4 


5 


6 


7 


8 


8 


10 11 12 


13 14 15 


Text 


BU FD AO NP 


ox 


in 


OQ 


YT 


KV 


QM PM BY 


DA AE QZ 


Plain 





. .... .... 


HO 


-K 


NO 


WI 


FY 


OU 


UY 
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We see that what we thought was the word NOW is really the word 
KNOW. 

As stated above, the letters IJ, P, R, S, and T have been supposed 
to be part of the keyword. It is not at all likely that only one vowel 
should occur among four consonants and we are forced to consider 
the remaining two vowels, A and E, either or both of them may form 
part of the keyword. We, therefore, remove them from our sequence 
A, B, C, D, E, and we are enabled to place the remaining three letters, 
namely B, C, and D, in squares 8, 9, and 10, respectively; putting 
IJ definitely into square 4, so that we now have the following square 
table: 

I (T) 3 I 5 

6 (T) B C D 

F G H K L 

M N O Q U 

V W X Y Z 

Substituting in our cryptogram, we get: 



Group 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Text BU FD AO NP OX IH OQ YT KV QM PM BY DA AE QZ 

Plain DO L- HO -X NO WI FY OU .... CX UY 



In group 12 we notice CX P . This digraph is impossible in the Eng- 
lish language and we suspect a doublet separated by the letter X. 
This gives rise to the assumption that DA (13) is C-„, and places A 
with fair certainty in square 7. Since AB rarely terminates a word 
in English, we have found all the letters contained in the keyword 
(E, IJ, P, R, S, T) and limited T to square 2, Thus: 

I T 3 I 5 

6 A B C D 

F G H K L 

M N O Q U 

V W X Y Z 

(At this point the writer was able to anagram the letters of the 
keyword and had no trouble in assembling them in their correct 
order, but the analysis will be carried a little further.) 

The letters E, P, R, and S remain to be placed in their proper 
squares; let us, therefore, take each of them in turn and place them 
in the remaining open squares 1, 3, 5, and 6, and place all possible 
combinations in our cryptogram as shown: 



Group 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Text BU FD AG NP OX IH OQ YT KV QM PM BY DA AE QZ 

Plain DO L._ TA .... HO ..K NO WI FY OU .... CX C. UY 

LP MA PK CP 



LR MT RK CR 

LS OT SK CS 

LE UT EK CE 

Since groups 1 1 and 14 give too many combinations, we will disregard 
them for the moment. 
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FD (2) becomes LE P , which is fairly obvious and places E in square 
6, making groups 1, 2, and 3, DO, LE, TA, and groups 12, 13, and 14, 

CX, CE, ED. The latter suggests the word “succeed” which would ; 

place S in square 1 and P in square 5, and the only remaining letter, h 

R, in square 3. !: 

The cipher square and cryptogram are, then, as shown below: s 

STRIP 

E A b c n j. 

F G H K L 

M N O Q U '! 

V W X Y 2 f: 

'i 

BU FD AG NP OX IH OQ YT KV QM PM BY DA AE QZ ! 

DO LE TA UT HO RK NO WI FY OU SV CX CE ED UY i 

“Do let author know if you succeed.” 

Preparation and use oj a Playfair square— A large square, sub- 1 

divided into 25 smaller squares is laid out and the selected keyword, = 

for example, COLUMNAR, is inscribed in the first 8 squares (the ; 

keyword consisting of 8 letters), followed by the remaining letters of 
the alphabet. As there are only 25 squares to be filled, I and J are 
always put together in one of them. The filled square will then pre- 
sent the following appearance: j 



c 


0 


L 


u 


M 


1ST 


A 


R 


B 


D 


E 


F 


G 


H 


IJ 


K 


P 


Q 


S 


T 


V 


W 


X 


Y 


Z 



The plaintext is broken up into pairs of letters, called digraphs. 

If two like letters, a doublet, occur as one pair, such as EE, DD, FF, 
etc., an infrequent letter is used to separate them; thus: WALL- 
BOARDS will be paired WA LX LB OA RD SX. If at the end of * 
the message, an odd letter is left to be enciphered, add the same low- 
frequency letter to make it a pair, as shown in the example above. 

To encipher — 

Letters on the same horizontal line. — When two plaintext 
letters occur on the same horizontal line, each letter is 
represented by the one immediately to the right ot it and the 
last letter in the line by the one on the extreme left. For 
example: ND P =AN C . 

Letters in the same vertical column. — The plaintext letters 
in the same vertical column are represented by the letter 
immediately below it, and the bottom letter by the letter 
on the top of the column. For example: BY P =HU C . 

Letters in opposite corners of a rectangle. — Each letter is repre- 
sented by the letter in the opposite coiner of the rectangle 
and on the same horizontal line with it. For example: 
TH P =SI C . 

Example— Plaintext.- NA VY BL EN DX 

Ciphertext: AR WZ RU KE RZ 



478603 0 - 42 - 10 
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CIPHER BUSTING IN THE SEVENTH CORPS AREA A. A. R. S.* 



By Col. Stanley L. James, Signal Corps, Signal Officer 



To the more mature members of the Army amateur radio system, 
the most interesting feature of their training by the Signal Corps 
is the decipherment of cryptograms, the key word and length of key 
word for which is unknown except to the originator of the crypto- 
gram. 

Prior to the A. A. R. S. operating season of 1936-37, all of these 
unknown key cryptograms originated in the office of the Chief Signal 
Officer, and the custom has been to transmit one of these cipher 
messages on the first Monday of each month. Members were in- 
structed to reply to these messages in the same key with which the 
original was enciphered. Credit for solution is given by the Chief 
Signal Officer in his monthly publication P. D. C., by listing therein 
the amateur station calls, by corps areas, of all who solved each 



message. 

The general impression among members of the Seventh Corps Area 
system seemed to be that the solution of these cryptograms was too 
difficult, and therefoi'e, up to September 1936 too little activity was 
showm. In order to correct this situation, the signal officer. Seventh 
Corps Area, published monthly in Army Amateur Time, an article 
on cryptanalysis, confining these articles, for the most part, to the 
solution of cryptograms enciphered by means of the old Signal Corps 
Cipher Disk, now known as the Army Amateur Cipher, and desig- 



nated ARMAC. 



*(No. 97, July-September, 1937) 
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In addition to these monthly articles, a Cipher Buster’s Certificate 
was designed, and awarded to each member who solved five unknown 
key cryptograms during the year 1936-37, The stimulating effect of 
these certificates, although most gratifying, was anticipated, because 
if there is anything coveted by a radio amateur, it is a certificate of 
some kind which he can frame and hang on the wall of his “shack.” >: 

In addition to our own efforts, we have been greatly assisted by 
the office of the Chief Signal Officer during the current season, by 
the introduction to Army amateurs of single transposition crypto- ! 

grams, thus breaking the monotony of the old ARMAC substitution 
cipher. 1 At first the change to transposition was received with con- ! 

siderable consternation, because the Army amateurs had had no in- |» 

struction in anything but substitution; but as first one member and 
then another succeeded in solving a transposition cipher, and the 
solution method was discussed and explained among the members, 
interest and activity in the whole subject of cryptanalysis became 
greater than ever before. In order to facilitate the reward for this 
increased interest, we have increased the available number of un- 
known key cryptograms by augmenting those transmitted by the 
Chief Signal Officer monthly by originating one or two each month 
at Corps area headquarters, thus increasing each lacmber’s oppor- 
tunity to earn a Cipher Buster ’s Certificate during the operating season. 

We are now doing a thriving business in certificates, which is another 

way of saying that the Seventh Corps Area lias an ever increasingly | 

large number of cipher busters. 

ANALYSIS VERSUS THE PROBABLE WORD * 

By Howkix C. Brown, WLVS/W6BPU, Pasadena, Calif., Cryptographer Ninth 
Corps Area, Army Amateur Radio System 

Some cryptanalysists swear by the “probable” word method and 
others by the analytical one. In all probability the middle ground 
is the quickest and safest in the long run. Some cipher busters seem 
to have the faculty of “guessing” a word that will be found in the 
text. If they guess right it is the shortest way to find both the 
period and the key word but, if they are mistaken, they have lost 
a lot of valuable time and must go back and try others or fall back 
on analysis. Some of the members have found this out in my Camra 
in the December Corps Area Bulletin and, after having spent days 
with probable words, have had to go to analysis and then broken 
it in a short time. 



1 Monoalphabetie substitution with reversed alphabet generally known as the Beaufort 
system. 

*(No. 97, July-September, 1937) 
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In a very short message about the only possible way is to try for 
the probable word because we do not have enough letters to make a 
frequency count of much value. When we have a message of about 
50 letters it becomes quite burdensome to try sliding the suspected 
word along, step by step, and the purpose of this article is to explain 
an easy and fairly rapid method of doing the same thing. It was 
originated by a famous French cryptographer, Commandant 
Bazeries, but has been modified and put in its present form by a 
member of the American Cryptogram Association who writes under 
the nom de plume of “Efsee.” 

We have the following message : 

YGFAT NZAQS CAAAX QSGGO EZAGP RYAXX 

It shows no decided period and is so short that a frequency count 
even if we could find a possible period, would give us little or no 
information. Our only recourse is to try for a probable word. Both 
the message and its solution are based on the cipher known as the 
Beaufort system which makes use of reversed alphabets, and which 
was once used by the United States Army. However, by making 
use of a St. Cyr §Jide or tableau, it may be used the same way on any 
cipher of the Vigenere type. 

Let’s suppose we hope to find the word “bearer.” Write the mes- 
sage horizontally and, at the left, the suspected word : 

YGFAT NZAQS CAAAX QSGGO EZAGP RYAXX 
B 
E 
A 
R 
E 
R 

Our next step is to take B, the first letter of the suspected word 
and using it as the first letter of the plain text, find what each letter 
of the cipher text will give as key letter. Next, starting with the 
second letter of our message, we do the same thing with E. Start 
with the third letter of the message and do the same thing with A. 
Continue this until you have used all the letters of the probable word 
and you will have a work sheet that looks like this : 





YGFAT 


NZAQS 


CAAAX 


QSGGO 


EZAGP 


RYAXX 


B 


ZHGBV 


OABRT 


DBBBY 


RTHHP 


FABHQ 


SZBYY 


E 


KJEX 


RDEUW 


GEEEB 


UWKKS 


IDEKT 


VCEAA 


A 


FAT 


NZAQS 


CAAAX 


QSGGO 


EZAGP 


RYAXX 


R 


RK 


EQRHJ 


TRRRS 


HJXXF 


VQRXG 


IPR00 


E 


X 


RDEUW 


GEEEB 


UWKKS 


IDEKT 


VCEAA 


R 




EQRHJ 


TRRRS 


HJXXF 


VQRXG 


IPROO 
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It looks as if it took quite a while and does not appear very- 
promising but let’s see. We only had to make the decryptment of i 

four lines, BEAR, because the other letters in the trial word were 
repeated and it was only necessary to copy from the lines already ji 

completed. ji 

It is natural that under each A we will find the trial word be- t 

cause with A as message letter the trial word letters remain un- j j 

changed. However, in this method, we are not interested in the 
vertical or horizontal lines but the diagonals. Start with Z in the 
first or B line and follow the diagonal. It makes no sense. Keep 
on with the others in order and. starting with the second B in our 
line the diagonal reads BUSTER. This must be our key word or a 
part of it anyway. Our next step will be to try it as a key-word 
and see if we can decipher the cryptogram. Counting from the first t- 

letter of the message to the place where the key word starts, we find 
seven letters, which shows that the period is probably seven and we 
still lack one letter. We will write our cipher text in seven columns; • 
placing what we have of the key-word over them : 

BUSTER — 

Y G F A T N Z 

A Q S C A A A 

X Q S G G 0 E 

Z A G P R Y A 

The fact that the letters Q, S, and A repeat in columns 1, 2, and 7 
would make it appear that we have selected the correct period. Next 
take the cipher disk or sheet and decipher. This gives us : 

a 

BUSTER— :f 

Y G F A T M Z 
d o n t 1 e 

A Q S C A A A 
bearer 
X Q S G G 0 E 
e e a n y d 
Z A G P R Y A 
c u m e n t 

It is easy to see that the first line should read : “Don’t let", which 
furnishes another plain letter and, with Z as cipher letter and T as 
the plain letter, reference to your disk or sheet shows the. missing 
key letter to be “S.” The message reads: DONT LET BEARER 
SEE ANY DOCUMENTS. 
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If the trial word had been a short one such as THE, we would 
only find fragments of the key (If that word had been in the mes- 
sage). Unless BEARER had been in the message you would have 
had a hard time guessing any other probable word and might have 
continued for a long time before you tried DONT, LET, ANY, 
DOCUMENTS. I call your attention to this fact to show just how 
hard it is to guess the probable word. During war a cryptanalyst 
may be almost certain that the message will have such words as, 
CORPS, GENERAL, REGIMENT, ATTACK, etc., but a message 
in civil life, when we know nothing of its origin or about the sender, 
may resist breaking down for a long time especially if it is very 
short. If we have several messages enciphered with the same key, 
it is rather easy to break them down no matter how short they may 
be but do not be disappointed if a short message resists your efforts 
entirely. That has happened to the most famous cryptanalysts. 

Now let’s go back to our message again and repeat a few things. 
Be sure and do not use the letters of the probable word as key. They 
are suspected plain-text letters and, instead of sliding the word along 
through the whole text step by step, we just take each letter and 
slide it under the message. It will always be the key that shows up 
when working with the Beaufort cipher. 

When looking over these diagonals it is extremely easy to miss a 
key fragment so keep a close lookout and, if the key does not appear, 
try any fragments that look as if they might be parts of English 
words. It might happen that your probable word was not in the 
message but some of the letters in that word might be there. To 
illustrate, if we had tried THERE on the above cryptogram, the 
RE of BEARER would have produced TE of the key. Even with 
such a small fragment as TE, it might be possible, using it as key 
and then working on the plain text fragments that appear, to 
reconstruct the entire key word. 



EDGAR ALLEN POE, CRYPTOGRAPHER* 

By Lt. Co). William F. Friedman, Signal Reserve 

It is a curious fact that popular interest in this country in the 
subject of cryptography received its first stimulus from Edgar Allan 
Poe. Should a psychologic association test be made, the word 
“cipher” would doubtless bring from most laymen the immediate 
response, “Poe” or “The Gold Bug.” The fame of Poe rests not a 



•Editor's note. — Reprinted, by special permission, from American Literature, vol. 
VIII, no. 3, November 1936. In the next issue the author will present additional data in 
amplification of some of the statements contained in the original article, together with 
the actual cryptograms discussed herein. 



*(No. 97, July-September, 1937) 




